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E-SBC. CnpaBoyHuK komaHp, CLI

1 BBeaeHwue

* AHHOTauusa

+ LleneBas aygutopus

+ [puMeyaHns n npegynpexaeHns
* lVcnonb3yembie cokpalleHns

AHHOTaUuA

B HacTosilLeM pykoBoACTBe npuBeaeHo onucaHne komadg CLI onsa agmMuHucTparopa cepBUCHOro
mapLupyTtusatopa cepum ESR 1 norpaHnyHoro KoHTposnnepa ceccuii E-SBC (B ganbHelileM MMeHyemMoro
MapLUpPyTN3aTOPOM/MNOrPaHNYHbIM KOHTPO/IJIEPOM CECCUI NN YCTPOCTBOM).

NHTepdelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpasneHns], NPOCMOTPa COCTOSAHUA U MOHUTOPWHIa ycTpoincTea. 4nsa paboTel noTpebyetca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas paboty no npotokonam Telnet, SSH nnn npsamoe
noAK/ItUYeHne Yyepes KOHCO/bHbI nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuk kKomaHg CLI npegHasHavyeH 415 TEXHUYECKOro NepcoHana, BbIMO/THALWEro HaCTPOVKY 1
MOHUTOPUHT MapLipyTu3aTopa cepun ESR nocpeacTBom nHTepdeiica komaHaHoi cTpokm (CLI).
KBanudpmkaumusa TeXHMYeCcKoro nepcoHana npeanonaraeT 3HaHne 0CHOB paboThbl cTeka npoTokonos TCP/IP,
NPUHUMNOB nocTpoeHus Ethernet-cetein.

MpumeyaHus 1 NpegynpexaeHus

& TpumeyaHns cogepxar BaxHy MHPOPMaLMIo, COBEThI UM PEKOMEHAALMMN MO MCNO/Ib30BAHMIO U
HacTpolike yCcTpoicTBa.

© TMpeaynpexaeHys MHPOPMUPYIOT MOJb30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
nporpammHo-annapaTtHoOMy KOMMEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WX NoTepe
[aHHbIX.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP - Address Resolution Protocol

+ BGP - Border Gateway Protocol

+ BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

« FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

* GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction

« HTTP — HyperText Transfer Protocol

« HTTPS — HyperText Transfer Protocol Secure



ICMP - Internet Control Message Protocol

IKE — Internet Key Exchange

IDS - Intrusion Detection System

IP — Internet Protocol

IP4IP4 - IPin IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA — Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP - Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN -Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI - Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication
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E-SBC. CnpaBo4yHuK komaHz CLI

2 WcTopust 3MeHeHwl

Bepcusa gokymeHTa Jarta CopepXXaHue N3MEeHEeHNIA
BblMycCKa
Bepcusa 1.34 27.12.2024 M3meHeHuA B pasgenax:
HacTtpolika ESBC:

HacTpoiikn megrnanpodunneii
HacTpoiikun user-interface
HacTpoiiku TpaHKoB

HacTtpolikn Tabnmy mogmdmkaymm

Bepcusa 1.33 26.11.2024 VMi3meHeHus B pasgenax:

MpaBnna nonb3oBaHnsi KOMaHAHOW CTPOKOW

Bepcusa 1.32 18.10.2024 M3meHeHuA B pasgenax:
KomaHb! nonb3oBaTenbCKoro nHTepdeiica

HacTtpolika ESBC


https://docs.eltex-co.ru/pages/viewpage.action?pageId=525795905
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Bepcua gokymeHTa

Bepcusa 1.31

Jarta
BblnycKa

13.10.2023

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

Job6asneH pasgen:

HacTpoiika Crypto-Sync

M3mMeHeHuA B pasgenax:

MpaBuna Nonb3oBaHUss KOMaHAHOWN CTPOKOWA
CTpyKTypa cucTeMbl KOMaHz,

KomaHAb! nonb3oBaTenbckoro nHTepdeiica
Ynpas/nieHve nporpaMmMHbIM 06ecnedeHnemM 1 KoHgurypaumei
HacTpoiika DNS

HacTpoiika o6LecncTeMHbIX NapamMeTpoB
YnpasneHve cucTeEMHbIMN Yacamu

HacTpoiika AAA

KoHdhurypripoBaHue 1 MOHUTOPUHT MHTepdieincoB
KoHdhrrypripoBaHme 1 MOHUTOPWHT TYHHeNe
Ynpasnexuve L2-pyHKUnsaMM

PaboTa ¢ agpecHbIMM Tabnmuamm

HacTpoiika VRF

HacTpoiika IP-agpecaumm

HacTtpoiika IPv6-agpecauun

YnpasneHve npoduasamm

YnpasneHne NAT

HacTpoiiku IPsec VPN

Ynpasnexve VPN. HacTpoiiku yganeHHoro goctyna
MapLpyTtusauns

HacTtpoiikun MPLS

Pe3epBupoBaHune

Be3onacHocTb

Ynpasnexve QoS



Bepcua gokymeHTa

Bepcua 1.30

Bepcusa 1.29

Jarta
BblnycKa

28.06.2024

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

MOHWTOPWHT 1 ynpaBneHne
HacTtpolika DHCP

HacTtpolika SLA

VI3meHeHus B pa3genax:

HacTpoiika AAA

KoHhuryprpoBaHve 1 MOHUTOPUHT TYHHEenNeik
HacTpoiika IP-agpecaumm

HacTpoiiku IPsec VPN

O6LLMe KOMaHbl aHOHCMPOBaHWSA 1 NprYemMa MapLUpyTOB
MapuipyTusaums Ha ocHose nosmtuk (PBR)

Ynpasnexvne VRRP

Ynpasnexue Firewall

YnpaBrieHve cnmckamm KoHTponst goctyna (ACL)
YnpaeneHve cuctemoli npegoTepalleHns BTopxenuit (IPS/IDS)
YnpasneHue SYSLOG

HacTpoiika goctyna SSH, Telnet

HacTpoiika DHCP

HacTpoiika VolP

HacTpoiika Tracking

[o6aBneHbl pasaensi:

HacTtpolika ESBC
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Bepcua gokymeHTa

Bepcua 1.28

Jarta
BblnycKa

31.03.2023

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:
HacTtpoiika Tracking

Ynpasnexue Dual-Homing

Vi3ameHeHus B pasgenax:

KomaHAb! nonb3oBaTenbckoro nHTepdeiica
HacTpoiika TFTP-cepBepa

HacTpoiika o6LecncTeMHbIX NapamMeTpoB
Ynpas/fieHne CUCTEMHbIMU Yacamu
HacTpoiika AAA

KoHdhurypripoBaHue 1 MOHUTOPUHT TYHHENe
HacTpoiika VRF

HacTpoiika IP-agpecaumm

YnpasneHve npodunsamm

YnpasneHne NAT

HacTpoiiku IPsec VPN

O6LLMe HACTPONKN MapLUpyTM3aLmn
O6LLMe KOMaHAbl aHOHCUPOBAHWSA 1 NpMeMa MapLUpyTOB
MapLupyTr3auyst Ha ocHoBe nonmTuk (PBR)
HacTpoiika napameTpoB npotokosia BFD
HacTpoiika npotokonoB OSPF n OSPFv3
HacTtpoiikun MPLS

YnpasneHvne VRRP

HacTpoiika pe3epsupoBaHus DHCP
HacTpoiika pe3epsupoBaHus Firewall/NAT
Ynpasnexue Firewall

Ynpasnexve QoS
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Bepcua gokymeHTa

Bepcua 1.27

Bepcus 1.26

Jarta
BblnycKa

12.09.2022

07.06.2022

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

YnpasneHune SYSLOG

HacTtpolika DHCP

VI3meHeHus B pa3genax:
- KoHthuryprpoBaHue 1 MOHUTOPUHT TYHHenNel

- MOHWTOPWHT 1 yripaBneHne -> HacTpoiika goctyna SSH, Telnet

N3MeHeHus B pasaenax:

- KomaHabl Nonb30BaTeibCKoro nHrepdenca

- YnpaBneHne nporpamMmmMHbIM 0b6ecneveHnem n KoHgurypaumei
- HacTpoitka DNS

- Ynpasnexue VPN. HacTpoiikvn yaaneHHoro gocrtyna

- MapuwpyTursauus -> MapLipyTmsaums Ha ocHose nonmtuk (PBR)
- MapuwpyTtnsauus -> Hactpolika npotokona BFD

- MapuwpyTtunsaums -> Hactpolika npotokonoB OSPF n OSPFv3

- Hactpoiikn MPLS

- besonacHOCTb -> YnpaB/ieHne cuctemMoli npeaoTepalleHus
BTOpXXeHuii (IPS/IDS)

- MOHWUTOpPWHT 1 ynpaBneHue -> ¥YnpaeneHue Netflow

- MOHWUTOpPWHT 1 ynpaBneHue -> HacTpoiika gocTyna SSH, Telnet
- HacTpoiika koHTposnst aboHeHToB (BRAS)

Joo6aBneHbl pasgensi:

- Hactpoiika TFTP-cepBepa



Bepcua gokymeHTa

Bepcusa 1.25

Jarta
BblnycKa

03.02.2022

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

Mi3meHeHunA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNelk

- YnpasneHuve L2-pyHKumnsamm

- Ynpaenexue VPN. HacTpolikun yaaneHHoro goctyna

- Ynpasnexue QoS

- MapupyTusaums -> MapLupyTrsauus Ha ocHoBe nonuTuk (PBR)

- MOHUTOPWHT ¥ ynpasrieHue -> YnpaeneHne SYSLOG

10



Bepcua gokymeHTa

Bepcusa 1.24

Jarta
BblnycKa

15.10.2021

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

Vi3ameHeHus B pasgenax:

- MpaBuna nonb30BaHWs KOMaHAHO CTPOKOIA

- CTpyKTypa cucTeMbl KOMaHs,

- KomaHap! nosb3oBaTenseKoro nHtepgpeiica

- YnpaBneHue nporpaMMHbIM o6ecnedyeHnemM 1 KoHgurypaumei
- HacTpoiika 06LecrcTeMHbIX NapamMeTpoB

- Hactpoiika AAA

- KoHchurypupoBaHme 1 MOHUTOPUHT UHTepdieiicoB

- KoHhurypripoBaHue 1 MOHUTOPUHT TyHHene

- HacTtpoiikn IPsec VPN

- HacTtpoiika npotokona BGP

- HacTtpoiika npotokonos OSPF n OSPFv3

- Hactpoiikn MPLS

- YnpasneHune VRRP

- HacTpoiika 06beKTOB OTCNEXMBAHWSA COOLITUI

- YnpaBnieHue cuctemoit npeaoTepalleHnst BTopxenuit (IPS/IDS)
- Ynpasnexue QoS

- Ynpaenexue Netflow

- HacTtpoiika goctyna SSH, Telnet

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei

11



Bepcua gokymeHTa

Bepcua 1.23

Jarta
BblnycKa

29.06.2021

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

Mi3meHeHunA B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- KomaHab! nonb3oBaTenbckoro nHTepdeiica

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- KoHdhurypripoBaHme 1 MOHUTOPUHT MHTepdieincoB

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- YnpasneHuve npoduasamm

- HacTtpoiikn IPsec VPN

- MapLpyTmsaums -> ObLme HacTpoliki MapLUpyTU3aumum
- MapuwpyTtusauus -> HacTtpolika npotokona BFD

- BesonacHocTb -> YnpaeneHue Firewall

- BesonacHOCTb -> YnpaB/fieHne NorMpoBaHneM 1 3almTol ot
CeTeBbIX aTak

- BesonacHocTb -> HacTpolika cucTembl NpeaoTBpaLleHuns
BTOPXEHWIA (IPS/IDS)

- Ynpasnexue QoS

- MOHUTOPWHT 1 ynpasrieHue -> YnpaeneHue SYSLOG

- MOHUTOPWHT 1 ynpasneHune -> HacTpoiika 3epkasimpoBaHus
- HacTpoiika koHTponst aboHeHToB (BRAS)

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei
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Bepcua gokymeHTa

Bepcua 1.22

Jarta
BblnycKa

29.10.2020

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- HacTpoiika o6LecncTeMHbIX NapamMeTpoB

- YnpaBneHne CUCTEMHbIMK Yacamu

- Hactpoiika AAA

- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNelk

- YnpasneHve L2-pyHKunsamm

- PaboTa ¢ agpecHbIMy Tabnuuamm

- Ynpaenexve unbtpaymei

- YnpaBneHue N0rMpoBaHrem 1 3allUToi OT CeTEeBbIX aTak
- HacTtpoiikn IPsec VPN

- Ynpaenexue VPN. HacTpolikun yaaneHHoro goctyna
- MapuwpyTtusauus -> HacTtpolika npotokona BGP

- MapLpyTtursaums -> Hactpoiika npotokona IS-1S

- Hactpoiikn MPLS

- PesepBupoBaHue

- Ynpasnexue QoS

- MOHWUTOPVHT 1 ynpaBfieHne

- Hactpoiika DHCP

- HacTtpoiika SLA

- HacTpoiika koHTpons aboHeHToB (BRAS)

- YnpaBneHue cucTemoii npefoTepatleHus BTopxeHnii (IPS/IDS)
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Bepcua gokymeHTa

Bepcusa 1.21

Jarta
BblnycKa

05.06.2020

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cucTeMbl KOMaHz,

- YnpaBneHve nporpaMMHbIM obecneyeHnemM u KoHgurypaumei
- KoHhuryprpoBaHue 1 MOHUTOPUHT TYHHenNel

- YnpasneHuve L2-pyHKumnsamm

- Ynpasnexue Firewall

- YnpaBneHue 10rMpoBaHrem 1 3alUToi 0T CeTEeBbIX aTak
- YnpasneHne NAT

- HacTtpoiikn IPsec VPN

- MapLpyTtnsaums

- Hactpoiikn MPLS

- PesepBupoBaHue

- Ynpasnexue QoS

- MOHUTOPWHT 1 ynpaBneHne

- HacTtpoiika Wi-Fi koHTponnepa TyHHenei

- TexHnueckas nogaepxka
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Bepcua gokymeHTa

Bepcusa 1.20

Jarta
BblnycKa

03.02.2020

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- YnpaBneHue nporpaMMHbIM obecrneveHnem v KoHmrypaumeri
- KoHhuryprpoBaHue 1 MOHUTOPWHT TYHHeNew

- YnpasneHue L2 doyHKLUmMAMN

- YnpaeneHue Firewall

- YNpaBneHue /IorMpoBaHMEM 1 3aLLMTON OT CETEBbIX aTak
- YnpasneHnne NAT

- Hactpoliiku IPsec VPN

- HacTpoliika npoTtokona BFD

- Hactpoiiku MPLS

- Pe3epBupoBaHue

- Ynpasnenue QoS

- MOHWUTOPUHT 1 ynpasneHne

- HacTpoiika Wi-Fi koHTponnepa TyHHenewn
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Bepcua gokymeHTa

Bepcusa 1.19

Bepcusa 1.18

Jarta
BblnycKa

04.02.2020

08.11.2019

E-SBC. CnpaBo4yHuK komaHz CLI

CopepXXaHue N3MeHEeHNA

Job6asneHbl pa3gens:

- Hactpoiika mDNS-reflector

- Hactpoiikn MPLS

M3MeHeHus B pasgenax:

- CTpyKTypa cUCTEMbI KOMaHA,

- KomaHab! nonb3oBaTenbckoro nHTepdeiica

- Hactpoiika AAA

- KoHdhurypripoBaHme 1 MOHUTOPUHT MHTepdieincoB
- KoHdhurypripoBaHue 1 MOHUTOPWHT TYHHeNel

- YnpasneHve L2-pyHKunsamm

- HacTtpoiika VRF

- YnpasneHuve npoduasamm

- Ynpasnexue Firewall

- HacTtpoiikn IPsec VPN

- Ynpasnexve VPN. HacTpoiiku yganeHHoro goctyna
- MapupyTtnsaums

- Ynpasnexue QoS

- Ynpasnexue sFlow

- MOHUTOPWHT 1 ynpasnexHne

- HacTpolika koHTponsi a6oHeHToB (BRAS)

- HacTtpoiika VolP

CuvHxpoHusauus ¢ Bepcueli MO 1.8.2
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Bepcml AOKYMEHTa

Bepcua 1.17

Jarta
BbiMycKa

02.09.2019

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 36 HacTpolika cucTembl NpegoTepalleHnst BTopxeHuii (IPS/IDS)
VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 9 HacTpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJIEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHeNe

- 12 Ynpasnexue L2 cyHKunamm

- 13 PaboTa ¢ agpecHbIMKU Tabnmuyamm

- 14 HacTtpoiika VRF

- 17 YnpasneHue npodunnsamu

- 19 YnpaBneHue firewall

- 24 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna

- 20 YnpaBnexue cunsTpaumei

- 25 MapuwpyTtu3sauns

- 27 Ynpasnexue QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 35 Hactpoiika VOIP
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Bepcml AOKYMEHTa

Bepcua 1.16

Jarta
BbiMycKa

15.08.2019

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHdhuryprpoBaHue mMapLupytusaropa

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 9 HacTpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJIEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHeNe

- 23 Hactpoiikm IPsec VPN

- 24 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusauns

- 27 Ynpasnexue QOS

- 30 MOHMTOPWHT 1 ynpaBneHne

- 32 HacTtpoiika SLA

- 33 HacTpoliika KoHTposist aboHeHToB (BRAS)

- 34 HacTpoiika Wi-Fi koHTponnepa TyHHenei

18



E-SBC. CnpaBoyHuK komaHp, CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
Bbinycka
Bepcusa 1.15 05.08.2019 Job6asneHbl ycTpoiictBa ESR-20, ESR-21, ESR-1500, ESR-1510

Jlo6asneHbl pasgensi:

- 10.5 MocnepoBatenbHble MHTEPERChI

- 20 YnpaBneHue cunsTpaymei

- 32 HacTtpoiika SLA

VI3meHeHusa B pasgenax:

- 3 CTpyKTypa CMCTEMbI KOMaHA,

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 7 HacTtpoiika 06LecncTeEMHbIX NapamMeTpoB

- 8 YnpaBneHue CUCTEMHbIMY Yacamu

- 9 Hactpoiika AAA

- 10 KoHburypmnpoBaHue 1 MOHUTOPUHT MHTEPJEICOB

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHenew

- 12 Ynpasnexue L2 cpyHKunaMM

- 13 PaboTa ¢ agpecHbIMKn Tabnmuyamm

- 14 HacTtpoiika VRF

- 15 Hactpoiika IP-agpecauun

- 16 HacTtpoiika IPV6 agpecauun

- 17 ¥Ynpasnexusa npodunsamm

- 18 YnpaBneHne cnuckamu koHTpons goctyna (ACL)

- 19 YnpaBneHue Firewall

- 21 YnpaBneHue fIorMpoBaHMEM 1 3aLUUTOM OT CETEBbIX aTak
- 22 Ynpasnexue NAT

- 23 Hactpoiikn IPsec VPN

- 24 Ynpasnenue VPN. HacTpolikvu yganeHHoro goctyna

- 25 MapuwpyTtusauns
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E-SBC. CnpaBoyHuK komaHp, CLI

Bepcusa gokymeHTa Jarta CopepXXaHue N3MeHEeHNA
BbiMycKa

- 26 Pe3epBupoBaHue

- 27 ¥YnpasneHnue QOS

- 28 YnpaeneHue Netflow

- 29 YnpasneHvne SFLOW

- 30 MOHUMTOPUWHT 1 ynpasnieHune

- 31 Hactpoiika DHCP

Bepcusa 1.14 31.01.2019 VI3meHeHus B pa3genax:

- 11 KoHdpurypmpoBaHue 1 MOHUTOPWHT TYHHenew

Bepcua 1.12 11.11.2018 CuHxpoHusauus ¢ MO 1.4.1
Bepcusa 1.11 03.05.2018 CuHxpoHusauums ¢ MO 1.4.0
Bepcusa 1.10 03.05.2017 Mi3meHeHuA B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupyTtmsaTopa

- 4 KomaHAb!l Nonb30BaTebCckoro nHTepdelica
- 6 HacTpoiika 06LecncTeMHbIX NapaMeTpoB
- 7 YnpaBneHue CMCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 YnpaBneHue nHTepdericamu

- 11 YnpasneHue TyHHeNnsAmm

- 13 YnpaBneHue agpecHbIMU Tabnuuamm

- 19 YnpaeneHue Firewall

- 21 Ynpasnenue VPN. HacTtpolika IPsec

- 23.8 HacTtpoiika npoTtokona BGP

- 24.5 HacTtpoliika MultiwAN

- 25 YnpasneHune QoS

- 31 HacTpoiika koHTponst a6oHeHToB (BRAS)
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Bepcml AOKYMEHTa

Bepcua 1.9

Bepcna 1.8

Jarta
BbiMycKa

16.12.2016

22.07.2016

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 23.5 HacTpoiika 06bEKTOB OTC/IEXMBAHWUS COObITUI
- 23.6 HacTtpoiika npotokona BFD

- 23.8 HacTtpoiika npotokona BGP

- 31 HacTpoiika KoHTposist aboHeHToB (BRAS)
VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepdheicoB
MapLupyTusaTopa

- 3.4 Tunbl 1 NOPSA0K UMEHOBAHWSA TYHHeNe MapLupyTnusaropa
- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9 HacTpoiika 1 MOHUTOPUWHT MHTepdIelicoB

- 11 YnpasneHve TyHHenamMu

- 26 YnpaeneHue Netflow

- 32 HacTpoiika Wi-Fi koHTponnepa TyHHenei

V3ameHeHusa B pasgenax:

- 7 YnpaBneHue CUCTEMHbIMU Yacamm

- 8 HacTtpoiika AAA

- 9.1 Ethernet-nHTepdelichl

- 11 YnpaBsneHue TyHHeNnAmMm

- 24 YnpasneHvne VRRP

- 20 YnpaBsneHue NAT

- 14 Hactpoiika VRF

- 12.1 YnpaBneHue L2 mapluipyTtusaumei

- 24.3.2 Hactpoiika pesepupoBaHus Firewall
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Bepcml AOKYMEHTa

Bepcua 1.7

Jarta
BbiMycKa

28.01.2015

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

-22.2 OPENVPN

- 30 HacTpoiika wiSLA (cuctemMa MOHUTOPMHIa KayecTBa ycsyr)
VI3meHeHusa B pasgenax:

- 5.8 YnpaBneHue nporpammMHbIM o6ecnevyeHnem

- 5.14 YnpaBneHve nporpammMHbIM obecneyeHnem

- 6 HacTpoiika o6LecmMcTeMHbIX NapaMeTpoB

- 8 Hactpoiika AAA

- 9.1 Ethernet-uHtepdelicsbl

- 11.13 YnpaBneHue TyHHeNAMM

- 18.12 YnpaBneHue cnnckamu KOHTPOsIA AOCTynN
-22.1 L2TP/PPTP

- 22.3 O6LmMe KoMaHAbl HACTPOIAKN yAaNeHHOro AocTyna
- 23.7 HacTtpoiika npotokona BGP

- 20.8 Ynpasnexue NAT

- 24.1 YnpasneHue VRRP

- 11 YnpasneHve TyHHenamMu

- 14.4 Hactpoiika VRF

- 20.24 YnpasneHue NAT

- 24.4 MultiwAN

- 26 YnpasneHune QoS

- 28.1 Hactpoiika SNMP

- 23.1 O6LMe HaCTPOIKM MapLLpyTU3auun

- 23.5 HacTtpoiika ctatnyeckux mapLupytos IPv4/IPv6
- 23.8 HacTtpoiika npotokona OSPF

- 23.9 HacTtpolika npotokona OSPFv3

- 31 HacTpoiika Wi-Fi koHTponnepa TyHHenei
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Bepcml AOKYMEHTa

Bepcusa 1.6

Jarta
BbiMycKa

17.08.2015

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

- 25 YnpasneHue QOS

Job6asneHbl pasgens:

- 26 YnpaBneHue Netflow

- 27 YnpaBneHue Sflow

VismeHeHunA B pasgenax:

- 2 MpaBuna Nonb30BaHNA KOMaHAHON CTPOKOWA

- 3.2 KoHurypupoBaHue mapLupytmusaTopa

- 5 YnpasneHue nporpaMmMHbIM o6ecnevyeHnem

- 7 YnpaBneHue CUCTEMHbIMY Yacamu

- 8 Hactpoiika AAA

- 9.1 Ethernet-uHtepdelicsbl

- 12.1 Ynpasnexue L2 maplipyTtunsauuei

- 12.3 Hactpoiika u moHutopuHr VLAN

- 13 PaboTa ¢ agpecHbIMU Tabnuuamm

- 19 YnpasneHue Firewall

- 20 YnpasneHve NAT

- 21.2 Ynpasnenue VPN. Hactpoiika IPsec

- 22 Ynpasnexue VPN. HacTpoliku yganeHHoro goctyna
- 23. 1 O6wwume HacTpolikM MapLIpyTU3aLmum

- 23.2 O6Lme KoMaHabl aHOHCUPOBaHUSA 1 NprYemMa MapLUpyToB
- 23.3 MapLupyTtusaumst Ha ocHose nonutuk (PBR)
- 23.7 HacTtpoiika npotokona BGP

- 23.8 HacTtpoiika npotokona RIP

- 23.9 HacTtpoiika npotokona OSPF

- 28.1 Hactpoiika SNMP

- 28.3 Hactpoiika goctyna SSH, Telnet

- 29 Hactpoiika DHCP
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Bepcusa JOKyMeEHTa

Bepcua 1.5

Jarta
BbiMycKa

22.06.2015

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 9 HacTpoiika AAA

- 11 ¥YnpasneHue IPv6 DHCP-knneHTOM

- 13 YnpasneHue IPv6 DHCP-relay

- 15 ¥Ynpasnexue IPv6 DHCP-cepsepom

-16.2 TDM(E1)

-17.2 MLPPP

- 21 Hactpoiika VRF

- 23 HacTpoiika IPv6 agpecaumu

- 25 YnpaBneHve cnuckamu goctyna (ACL)

- 35 MapLupyTu3auust Ha ocHoBe nonmTuk (PBR)
- 38 HacTpoiika ctatnyeckux IPv6 mapLupyToB

- 42 HacTpoiika npotokona OSPFv3

- 44 HacTtpoiika pe3epBupoBaHns

VI3meHeHusa B pasgenax:

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica
- 5 YnpasneHune nporpaMmMHbIM o6ecneyeHnem
- 14 HacTtpoiika n moHuTopuHr DHCP-cepsepa

- 16.1 Ethernet untepdeiicsl

- 20 PaboTa ¢ agpecHbIMKU Tabnmuyamm

- 24 YnpasneHuve npodunsamu IP-agpecos n nopTos
- 26 YnpaBneHue Firewall

- 34 O6wpMe KoMaHAbl aHOHCMPOBAHUS U NPYeMa MapLLpyTOB
- 37 HacTtpoiika ctaTmyecknx MapLupyToB

- 39 HacTpoiika npotokona BGP

- 40 HacTpoiika npoTtokona RIP

- 41 HacTpoiika npotokona OSPF
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Bepcus foKyMeHTa

Jarta
Bbinycka

CopepXXaHue N3MeHEeHNA

- 47 HacTpoiika QoS

- 50 HacTpoiika SNMP

E-SBC. CnpaBoyHuK komaHp, CLI
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Bepcml AOKYMEHTa

Bepcua 1.4

Jarta
BbiMycKa

11.03.2015

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

Jlo6asneHbl pasgensi:

- 11 ¥Ynpasnenue DHCP areHTOM

- 27 O6Lwpme HacTPOIiKM MapLIpyTU3aumum
- 29 HacTpoiika CBSI30K K/itoueit

- 34 YnpasneHve VRRP

- 35 Ynpasnenue DualHoming

- 36 HacTtpoiika MultiwAN

- 37 YnpasneHue QOS

- 38 HacTpoiika 3epkasimpoBaHus

- 39 HacTpoiika Wi-Fi koHTponnepa

- 40 HacTtpoiika SNMP

VI3meHeHusa B pasgenax:

- 1.4 icnonb3yemble COKpaLleHus

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepheicos
MapLupyTusaTopa

- 3.4 Tunbl 1 NOPSA0K UMEHOBAHWSA TYHHeNel MapLipyTnusaropa

- 5 YnpaBneHue nporpaMMHbIM 06ecneyeHnemM 1 KoHdurypaumei
- 6 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 7 HacTtpoiika goctyna

- 12 HacTpoiika n moHuTopuHr DHCP-cepBepa

- 13 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 14 YnpasneHuve pynnamu arperayumn kaHanos — Link
Agregation Group (LAG)

- 20 YnpaBneHue Firewall
- 21 Ynpasnexnue NAT
- 22 Ynpasnenue VPN. HacTpoliku IKE

- 23 Ynpasnenue VPN. HacTpoliku IPsec
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Bepcml AOKYMEHTa

Jarta
BbiMycKa

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

- 25 YnpaBneHue TyHHeNnsAmm

- 26 YnpasneHue Spanning Tree

- 30 HacTpoiika cTatnyecknx MapLipyToB
- 31 HacTpoiika npotokona BGP

- 32 HacTpoiika npotokona RIP

- 33 HacTpoiika npotokona OSPF

- 41 YnpaBneHue Syslog
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Bepcml AOKYMEHTa

Bepcua 1.3

Jarta
BbiMycKa

25.11.2014

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

Job6aBneHbl pasgesnbl:
- 7 HacTtpoiika goctyna

- 13 YnpaeneHue pynnoit arperauun kaHanoB — Link Agregation
Group (LAG)

- 14 HacTtpoiika n MoHuTOpuHr VLAN

- 15 YnpasneHue bridge

- 16 PaboTa ¢ agpecHbIMKn Tabnmuamm

- 24 YnpaBneHue TyHHenamu

- 25 YnpasneHwue STP, RSTP, MSTP

- 26.2 O6LWme KoMaHAbl aHOHCYPOBaHNS MapLIpyToB
- 26.3 HacTtpoiika npotokona BGP

- 26.4 HacTtpoiika npotokona RIP

- 26.5 HacTtpoiika npotokona OSPF

- 27 Ynpasnexue SYSLOG

VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHWA NHTepheicoB
MapLupyTusaTopa

- 4 KomaHbl N0Nb30BaTebCKOro nHTepdeica

- 5 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHdurypaumei
- 6 HacTpoiika 06LecmMcTeMHbIX NapaMeTpoB

- 12 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 18 ¥npasnexue npodunsamu IP-agpecos n nopTos

- 19 YnpaBneHue Firewall

- 20 YnpasneHue NAT

- 22 Ynpasnenue VPN. HacTpoliku IPsec

- 23 Ynpasnexue VPN. HacTpoliku yaaneHHoro goctyna
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Bepcml AOKYMEHTa

Bepcua 1.2

Bepcunsa 1.1

Bepcua 1.0

Bepcust nporpammMmHOro
oGecneueHus

Jarta
BbiMycKa

26.06.2014

29.04.2014

20.03.2014

1.24

E-SBC. CnpaBoyHuK komaHp, CLI

CopepXXaHue N3MeHEeHNA

CuHxpoHusauumsa c sepcumein MO 1.0.2.

Job6asneHbl pa3gens:

- 5 HacTpoiika o6LecncTeMHbIX NapaMeTpoB

- 9 ¥npaBsneHue cMCcTeEMHbIMU Yacamu

- 18 Ynpaenexue VPN. HacTpoliku yaaneHHoro goctyna
VI3meHeHusa B pasgenax:

- 3.2 KoHGurypupoBaHue mapLupytmusaTopa

- 4 KomaHbl NoNb30BaTebCKOro nHTepdeica

- 6 YnpaBneHne nporpaMMHbIM 0b6ecneyeHnemM 1 KoHdurypaumei
- 7 HacTpoiika cTaTnyeckux MapLupyToB

- 10 YnpasneHue DHCP-knneHTOM

- 12 HacTtpoiika 1 MOHUTOPUHT UHTepdeiicoB

- 14 YnpaBneHue Firewall

- 16 Ynpasnenue VPN. HacTpolika IKE

- 17 Ynpaenenue VPN. HacTpolika IPsec

CuHxpoHusaums ¢ sepcuein MO 1.0.1.

Pasgen «OTnagka paboTbl yCTPOCTBa» NEPEHECEH B OTAE/MbHbI
[OKYMEHT.

MepBas ny6nukauus
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E-SBC. CnpaBoyHuK komaHp, CLI

3 lMpaBuia nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdieiic noaaepXmBaeT OYHKLMI0 aBTOMaTUYECKOro
[IONO/THEHNSA KOMaHA,. 3Ta PYHKUNS aKTUBUPYETCA NPU HEMNOSIHO HAbpaHHOI KOMaHAe 1 BBOAE CMMBO/IA
Tabynauum <Tab>.

[Apyrasi oyHKUMSA, nomMoratoLasi Nosib3oBaTbCs KOMaHAHOM CTPOKOI — KOHTEKCTHas noAckaska. Ha nto6om
aTane BBOAA KOMaH/bl MOXHO NOMyYnTb NOACKA3KY O CNEAYHOLMX 3N1EMEHTAX KOMaHAbl NyTEM BBOAA
BOMPOCWTE/IbHOTO 3HakKa <?>.

[N ynpoLeHNst KOMaH/, BCeil cucTeMe KoMaHz, npugaHa nepapxmyeckas cTpyktypa. 18 nepexoga mMexay
YPOBHAMY Mepapxmmn npegHasHauyeHbl cneynasibHble KOMaHabl nepexoga. STo N03BONSET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha KaXXA0M 13 YPOBHENA. [1ns 0603HAYEHUS TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAmUTCs NONb30BaTE b, AUHAMUYECK U3MEHSIETCA CTPOKA NPUrIalleHns CUCTEMBI.

Mpumep:

esr> enable Bknw4yeHue 15 ypOBHA NpuBuierui

esr# configure Nepexoa B pexuMm KOHOUrypupoBaHMs ycTpolicTBa

esr(config)#
esr(config)# exit BO3BpaT Ha ypOBEHb Bbllle
esr#

Ansi yno6cTBa NCnob3oBaHNs KOMaHAHO CTPOKU peasin3oBaHa nofaepxkka ropsumx Kiasul,
nepeync/ieHHbIx B Tabnuue 1.

Tabnuua 1 — OnucaHne ropsunx Knaesuw kKoMaHaHon ctpokm CLI
CoueTtaHue KnaBuLIN OnucaHue
Ctrl+D Bo BIOXXEHHOM KOMaHAHOM pPexume — BbIX0f B NpeAblAyLLniA KOMaHHbI

pexum (komaHaa exit), B KOPHEBOM KOMaHAHOM pexume — Bbixog 13 CLI
(xkomaHga logout)

Ctrl+z BbIXoA, B KOPHEBOI KOMaHHbIN pexum (komaHaa top)
Ctrl+A Mepexof B Ha4as10 CTPOKM

Ctrl+E Mepexopn B KOHeL, CTPOKH

Ctrl+U YnaneHvne cMMBO/IOB C/ieBa OT Kypcopa

Ctrl+K YpaneHue cMMBO/IOB cripaBsa OT Kypcopa

Ctrl+C OumncTKa CTPOKY, @ Takke 06PbIB BbINOMHEHNS KOMaH/bI
Ctrl+W YpaneHue cnosa cnesa OT Kypcopa
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CoueTaHue KnaBuLWN OnucaHue

Ctrl+B Mepexoga Kypcopa Ha OfHY No3vuuio Ha3ag
Ctrl+F [Nepexopn Kypcopa Ha 04Hy No3unumio Bnepes
Ctrl+L OuucTka akpaHa

[na ypoberBa YteHnsa fobaBneH NocTpaHNYHbIA BbIBOA, 60/1bLION N0 06beMy MHopMaLmn.

Mpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24 secondary
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

[na OTKNHYEeHMs1 NOCTPaHMUYHOIO BbliBOAA B TEKYLLEH CeCCUM HEOOX0AMMO BBECTUN KOMaHAY:
esr# terminal datadump

NHTepdeiic KOMaHIHOI CTPOKN o6ecneynBaeT aBTopM3aLImio No/b30BaTeNel 1 orpaHnyMBaeT A0CTyn K
KOMaHJaM Ha OCHOBAHWMW YPOBHS NPUBWETWiA, 3jaHHOTO aIMUHICTPATOPOM.

B crcTemMe MOXET 6bITb CO31aH0 HEOBXOAMMOE KO/IMYECTBO Nosb3oBaTteneil. Heo6xoayMblii ypoBeHb
NpVBUErvii 3aaaéTcsl MHANBMAYANbHO /1S KaXKA0ro U3 HUX.

© B 3aBo/CKOI KOHUIypaLMn B CUCTEME CO3/aH OfMH Nosb30BaTesb C MMeHeM admin v naponem
password.
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[ns obecneyeHns 6e30MacHOCT! KOMaHAHOIO HTepdelica KoMaHabl pacnpegeneHsl mexay 1, 10 u 15
YPOBHEM NPUBUIETNIA:

* 1 ypoBEHb — AOCTYMNEH TO/IbKO MOHUTOPWUHT YCTPOCTBA;

* 10 ypoBeHb — AOCTYMHO KOH(UIypUpoBaHne yCTPOCTBa, KpOMe CO34aHNs Nob3oBaTtenen,
nepesarpysku ycTpoincTsa, 3arpysku Mno;

* 15 ypoBeHb — HET OrpaHNYEHWIA.

Mony4yeHue 15 ypoBHA NpUBUNETWIA:

(esr)> enable
(esr)#

Bo3BpalleHne Ha nepBoHavasibHbIi yPOBEHb NPUBUIETUIA:

(esr)# disable
(esr)>

CvcTema No3BOJIAET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.

Mpw BBOAE B KAYECTBE NapamMeTpoB CTPOK, COAEPXaLLMX NPo6esbl, BBOAUMbIE AAHHbIE MOXHO 3aK/THUUTL B
KaBbIYKN U anocTpogbI:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# description "[WAN] ISP-1 link"
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# description '[WAN] ISP-2 link'
esr(config-if-gi)#

OCHOBHOE 0T/IMYMe Mexay KaBblukaMu 1 anocTpogiamm 3ak/to4aeTcsl B TOM, UTO MPY UCNOMb30BaHUN KaBblYeK
YyacTb CMeLCHMBO/IOB BHYTPY A/1S1 KOPPEKTHOTO BBOAA HE06X0AMMO 3KpaHMPOBaTh, @ TEKCT Mexay
anocTtpodamu MHTepnpeTnpyeTca "Kak ecTb":

esr(config)# banner login "first line\\nsecond line"
esr(config)# banner exec 'first line\nsecond line'
esr(config)#

[ns ymMeHblueHnss 06bema 0TobpaxaeMbixX AaHHbIX B OTBET Ha 3anpockl N0Nb30BaTeNs U 06/1er4eHnsi nomcka
HeobxoaMMON nHhopMaLMKN MOXHO BOCMO/b30BaTbCA hunbrpaunein. Ana dpunsrpaunn nigpopmanmm
TpebyeTtcs 406aBUTb B KOHEL, KOMaHAHO CTPOKM CUMBOS «|» N MCNOMb30BaTb OAHY M3 ONUUA OUNLTpaLnK:

+ begin — BbIBOAWTbL BCE NOC/E CTPOKK, COAepXaLleli 3afaHHbll LabnoH;

+ count — BbIBOAWTb TO/IbKO KOJIMYECTBO CTPOK, OTOGPaxXaeMbiX B BbIBOAE KOMaHAbl (6e3 BbiBOAA
MHpopMaLmK, oTobpaxaemMoli camoil KoMaHoW);

+ counter — no6aBnseT K BbIBOAMMON MHhOpMaLumn HoMepa CTPOK,;

* include — BbIBOAWTb BCE CTPOKM, COAEPXALLME 3a4aHHbIi WabnoH;

+ exclude — BbIBOAUTb BCE CTPOKU, HE COAEPXALLME 3aaHHbIi WabnoH;

+ until - BbIBOgUTL BCE A0 CTPOKK, COAEPXKaLLEl 3aAaHHbIl LWaboH.
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LLIa61oH noncka MOXeT 6bITb 3ajaH PerysisipHbIM BblPaXXEHNEM U COAepPXaTb:

- MepeyeHb CMMBOMOB. MOXHO OnpeAeninTb NepedeHb, 3ak/THUMB CYUMBOJIbI B KBaApaTHbIE CKOOKM «[]».
CootBeTcTBYE GyAET NPOBEPATLCSA MO CUMBO/IAM, MEPEYNCIEHHBIM B NepeyHe. Eciv NepBblii CUMBOJ1 NepeyHst
«*», TO COOTBETCTBME GyAeT NPOBEPSITLCS MO /II0GOMY CUMBOJTY, HE BXOASILLEMY B NepeyeHb. MpuMepsbi:

* [-az] -'a','z’n'-

+ [a-z] - Bce natuHckne 6ykBbl OT 'a' 10 'Z'.
- CneuuasbHble CUMBO/IbI U OMNepaTopsbi:

+ A — Hayas10 CTPOKY;

+ § — KOHeL, CTPOKMK;

+ . — 6ol CMMBON B CTPOKE;

* * — HoNMb UNK 6onee pas;
e | = nnn.

BbiBog KOMaHAapl «show running-config syslog» 6e3 napameTpos:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

BbiBog, KOMaHAap! «show running-config syslog» ¢ napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info

BbiBOg, KOMaHAapl «show running-config syslog» ¢ napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBoa komaHabl «show running-config syslog» ¢ napameTtpom «exclude»:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info
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MpuMepbl UCNONb30BAHNS PETY/ISIPHBIX BbIPAXEHWIA:

esr# show interfaces status | include ""te.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | include ""gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:do
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include "A[AtgIl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0
esr# show interfaces status | include "(/3|/5)"

gil/o/3 Up Down 1500 a8:f9:4b:ab:0e:23
gil/0/5 Up Down 1500 a8:f9:4b:ab:0e:25

[nsa BbiBOAa NHhopMaLmm, 3anpoLLeHHOR KomaHaol show, B doaiin Tpebyetcs 406aBUThL B KOHEL, KOMaHAHO
CTPOKMN COOTBETCTBYHLLMIA CUMBON, NYTb M UMSA ANS1 CO34aHUSA WX AOMONIHEHUS TEKCTOBOrO paiina.

CumBonbl 4151 BbiBoAa nHdopmauun B dhaiin:

* > — 3anucaTtb BbIBOA, KOMaH/bl B dhaiin;
+ >>— fonucaTb BbIBOA, KOMaH/bl B KOHel, chaiina.

Bo3MoXxHble NyTu A1 COXpaHeHUs TEKCTOBbLIX (halinoB BbiBOJAA KOMaH!

+ flash:data/<FILE> — dpaiin 6yaeT co3gaH nnv A0oNo/HEH B 3HEPrOHE3aBUCUMOA NamsATy
mMapLupyTm3atopa B pa3gene flash:data;

+ usb://<USB-NAME>:/<FILE> — chaiin 6yaet co3gaH nam gononHeH Ha USB-Hocutene ¢ nmeHem <USB-
NAME>;

+ mmc://<MMC-NAME>:/<FILE> — dpaiin 6ygeT co3gaH nnv gononHeH Ha USB-HocuTene ¢ nmeHem
<MMC-NAME>.
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4 CTpyKTypa CUCTEMbI KOMaHA

* [nobanbHblli pexmm

+ KoHhurypuposaHue mapLipytusaropa

+ Tunbl 1 NOPSAOK MMEHOBaHNS UHTephencoB MapLupyTusaTopa
* Tunbl 1 NOPSALOK MMEHOBAHNS TYHHENe MapLupytusaropa

Cuctema KOMaHg, nHTepdeica KOMaHAHON CTPOKM MapLupyTusaTtopa cepum ESR pasgeneHa Ha
nepapxmyeckme ypoBHU (pasaenslt).

FnoGanbHbIN peXxnm
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeseH B Tabnuue 2.

Tabnuua 2 — Viepapxusi KOMaHAHbIX PEXUMOB (BEpXHWiIA ypOBEHb)

YpoBeHb KomaHpga Bxoga Bup cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHdourypupoBanmsa  configure esr(config)#
(CONFIG)
Pexum oTnagku pa6oTsbl debug esr(debug)#
ycTpoiictea (DEBUG)
" it
esr-10004 end

configure

esr=-1000 (config) #

debug pexnm DEBUG
esr=-1000 (debug) #

PrcyHOK 1 — BepxHuii ypOBEHb epapxun PEXMMOB KOMaH/
B kopHeBoM koMaHaHoOM pexume (ROOT) ocywiecTBnsieTcs:
— paborTa ¢ haitiamm KoHurypaymu:

* MPUMEHEHMNE;
* MOATBEPXAEHME;

+ cbpoc;

* COXpaHeHue;

* OTMEeHa HEMPUMEHEHHbIX U3MEHEHWNIA,

* BO3BpaT K NOATBEPXAEHHOW KOHpUrypaumm.

— nepes3arpyska Mmapupytmnsaropa,;
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E-SBC. CnpaBoyHuK komaHp, CLI

3 kopHeBoro pexuma (ROOT) ocyLlecTBAsieTCs Nepexos, K cieAyowyM pasaenam:

— pexum koHdmrypuposaHus yctpoiictea (CONFIG);

— pexum oTnagku pabotsl ycTpolictea (DEBUG).

KoHdurypuposaHue maplupyTtusaropa

KoHchurypuposaHue mapLupyTtusaropa cepun ESR BbinonHsetcs B pexvme CONFIG. [JaHHbI pexum 4ocTyneH
13 kopHeBoro pexuma (ROOT). Mepexoq B peXMM KOHPUIypUpoBaHUS OCYLLIECTBSETCS TO/IbKO B

NPUBWUIETMPOBAHHOM PEXMME.

[ns nepexoga n3 kopHeBoro pexuma (ROOT) Heo6X0AMMO BbINOMHWUTL CedytoLmMe KOMaH bl

esr> enable
esr# configure
esr(config)#

B pexunme koHurypmpoBaHna maplupytunisartopa cepumn ESR BbinonHsercs:

— ynpasjieHne CUCTEMHbIMN YacaMW,

— ynpaBneHne CUCTEMHbIM XypPHa/IoM;

— ynpaBneHue yaasieHHbIM AOCTYNoM;

— HacTpoika QoS;
— HacTpowka Spanning Tree;

— HacTpoika VLAN;

— HacTpoiika CTaTUYecKx MapLLpyTOB;

— HacTpoiika NPMOPUTETHOCTM NPOTOKOIOB MapLLpyTU3aLmK;

— nepexof K pexvnmMam KOHUrypupoBaHua OyHKLUIA, onnucaHne pexmmoB npuBeaeHo B Tabnuue 3.

Ta6nuua 3 — KomaHaHble pexvMbl 418 ynpaBeHnst MapLIpyT13aTopoM

YpoBeHb

HacTpoiika rnobasibHbIX NapameTpoB

(CONFIG)

HacTpoiika E-SBC

(CONFIG-ESBC)

HacTtpolika konnyectsa mogyneii E-SBC
(CONFIG-ESBC-GENERAL)

HacTpoiika meauapecypcos
(CONFIG-ESBC-MEDIA-RESOURCE)

HacTtpolika Tabnuubl MoagUgnKaTopoB
(CONFIG-MOD-TABLE)

KomaHga Bxopa '

configure

esbc

general

media-resource <NAME>

mod-table sip <NAME>

Bupg cTpoku
noAcKasKu

esr(config)#

vesr(config-esbc)#

vesr(config-esbc-
general)#

vesr(config-esbc-
media-resource)#

vesr(esbc-mod-
table)#

Mpeabigywuii
YPOBEHb

ROOT

CONFIG

CONFIG-ESBC

CONFIG-ESBC

CONFIG-ESBC
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YpoBeHb

HacTpoiika Ta6nvubl MapLupyTU3aumm
(CONFIG-ESBC-ROUTE-TABLE)

HacTtpolika npaBuna B Tabnuue
MapLLpyT3aLmm
(CONFIG-ESBC-ROUTE-TABLE-RULE)

HacTpoiika SIP-TpaHcnopTta
(CONFIG-ESBC-SIP-TRANSPORT)

HacTtpoliika SIP-TpaHka
(CONFIG-ESBC-TRUNK-SIP)

HacTpoiika TpaHKOBOW rpynnbl
(CONFIG-ESBC-TRUNK-GROUP)

HacTpoiika user-interface

(CONFIG-ESBC-USER-INTERFACE-SIP)

HacTtpoiika GigabitEthernet-uHtepceiicos

(CONFIG-IF-GI)

HacTpoiika TengigabitEthernet-
NHTEpgencos
(CONFIG-IF-TE)

HacTtpoiika Twentyfivegigabitethernet-
nHTepcpeiicos

(CONFIG-IF-TWE)

HacTpoiika FourtygigabitEthernet-
nHTepdeiicos
(CONFIG-IF-FO)

HacTpoiika HundredgigabitEthernet-
nHTepcpeiicos
(CONFIG-IF-HU)

HacTpoiika OOB-nHTepdelica

(CONFIG-IF-00B)

HacTpoiika ca6-uHtepceiicos

(CONFIG-IF-SUB)

KomaHpaa Bxoga !

route-table <NAME>

rule <INDEX>

sip-transport <NAME>

trunk sip <NAME>

trunk-group <NAME>

user-interface sip <NAME>

interface gigabitethernet
<PORT>

interface tengigabitethernet
<PORT>

interface twentyfivegigabiteth
ernet <PORT>

interface
fourtygigabitethernet <PORT>

interface hundredgigabitether
net <PORT>

interface oob <PORT>

interface gigabitethernet
<PORT>.<VLAN> unu

interface tengigabitethernet
<PORT>.<VLAN> unu

interface port-channel
<CH>.<VLAN>
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Bup, cTpoku
nopAcKasKu

vesr(config-esbc-
route-table)#

vesr(config-esbc-
route-table-rule)#

vesr(config-esbc-sip-
transport)#

vesr(config-esbc-
trunk-sip)#

vesr(config-esbc-
trunk-group)#

vesr(config-esbc-
user-interface-sip)#

esr(config-if-gi)#

esr(config-if-te)#

esr(config-if-twe)

esr(config-if-fo)#

esr(config-if-hu)#

esr(config-if-oob)#

esr(config-if-sub)#

Mpepblaywnii
YPOBEHb

CONFIG-ESBC

CONFIG-ESBC-
ROUTE-TABLE

CONFIG-ESBC

CONFIG-ESBC

CONFIG-ESBC

CONFIG-ESBC

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb Komanpa Bxoga ' Bup, cTpoku Mpeabiaywnia
NOACKa3Kun YPOBEHb
HacTpoiika cab-uHTepceiicos interface gigabitethernet esr(config-if-ging)#  CONFIG
<PORT>.<VLAN>.<VLAN> nnum
(CONFIG-IF-QINQ)
interface tengigabitethernet
<PORT>.<VLAN>.<VLAN> nnum
interface port-channel
<CH>.<VLAN>.<VLAN>
HacTpoiika nocneaoBatesbHbIX interface serial <PORT> esr(config-serial)# CONFIG
nHTepeiicos 2
(CONFIG-SERIAL)
HacTpoiika BUpTyasibHbIX MHTEPQIEicCOB interface loopback <PORT> esr(config- CONFIG
loopback)#
(CONFIG-LOOPBACK)
HacTpoiika E1-uHtepdeiicos interface e1 <PORT> esr(config-if-e1)# CONFIG
(CONFIG-IF-E1)
HacTpoiika rpynnel arperauun E1-kaHanos interface multilink <PORT> esr(config-if- CONFIG
(CONFIG-IF-MULTILINK) multilink) #
HacTtpolika FXO-nopTtoB interface voice-port <NUM> esr(config-voice- CONFIG
port-fxo)#
(CONFIG-VOICE-PORT-FXO0)
HacTpoiika FXS-nopTtoB interface voice-port <NUM> esr(config-voice- CONFIG
port-fxs)#
(CONFIG-VOICE-PORT-FXS)
HacTpolika BUpTyasnbHbIX TYHHENbHbIX tunnel vti <VTI> esr(config-vti)# CONFIG
nHTepgeincos VTI
(CONFIG-VTI)
HacTpoiika nocnenoBarenbHOro line aux [ <UNIT>/<SLOT>/ esr(config-line-aux)# CONFIG
nHTEpdeiica ? <PORT>]
(CONFIG-LINE-AUX)
HacTtpoiika L2TPv3-TyHHenei tunnel 12tpv3 <L2TPV3> esr(config-I2tpv3)#  CONFIG

(CONFIG-L2TPV3)

38



YpoBeHb

HacTtpoiika GRE-TyHHenel

(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneik

(CONFIG-SOFTGRE)

HacTpoiika normyecknx TyHHenel

(CONFIG-LT)

HacTtpolika cab-nHtepdeliica Ha L2-TyHHene

(CONFIG-SUBTUNNEL)

HacTtpoiika IPv4-over-IPv4 TyHHenei

(CONFIG-IP4IP4)

HacTpoiika WireGuard TyHHenei

(CONFIG-WIREGUARD)

HacTpoiika nupa gna WireGuard-TyHHens

(CONFIG-WIREGUARD-TUNNEL-PEER)

HacTpolika ceTeBbIX MOCTOB

(CONFIG-BRIDGE)

HacTpoiika VLAN

(CONFIG-VLAN)

HacTpoiika ceTeBoli NOUTUKK AN1s
onpepenexns VLAN no LLDPDU-
COOOLLEHUSIM K/IMEHTa

(CONFIG-NET-POLICY)

HacTpoiika nyna agpecos DHCP-cepBsepa

(CONFIG-DHCP-SERVER)

KomaHpaa Bxoga !

tunnel gre <GRE>

tunnel softgre <SOFTGRE>

tunnel It <LT>

tunnel softgre <GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

tunnel wireguard

<WIREGUARD>

peer <PEER>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool <NAME>
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Bup, cTpoku
nopAcKasKu

esr(config-gre)#

esr(config-softgre)#

esr(config-It)#

esr(config-
subtunnel)#

esr(config-ip4ip4)#

esr(config-
wireguard)#

esr(config-
wireguard-tunnel-
peer)#

esr(config-bridge)#

esr(config-vlan)#

esr(config-net-policy)

esr(config-dhcp-
server)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-

WIREGUARD

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika DHCP onuumn 60

(CONFIG-DHCP-VENDOR-ID)

HacTpoliika nyna agpecos DHCP-cepsepa

(CONFIG-IPV6-DHCP-SERVER)

HacTpoiika DHCP onuumn 60

(CONFIG-IPV6-DHCP-VENDOR-ID)

HacTtpolika pesepsupoBaHust DHCP-cepeepa

(CONFIG-DHCP-SERVER-FAILOVER)

HacTpoiika CUHXpOHM3aLMn KpUNTOo-chaiiioB

(CONFIG-CRYPTO-SYNC)

HacTtpolika npothnnst npunoxeHni

(CONFIG-OBJECT-GROUP-APPLICATION)

HacTpoiika npodmns IP-agpecoB

(CONFIG-OBJECT-GROUP-NETWORK)

HacTtpolika npocuns cBa30K
IP-agpecos n TCP/UDP-nopToB

(CONFIG-OBJECT-GROUP-ADDRESS-
PORT)

HacTpoiika npogouns TCP/UDP-nopToB

(CONFIG-OBJECT-GROUP-SERVICE)

HacTpoiika npodmns URL

(CONFIG-OBJECT-GROUP-URL)

HacTpoiika noctasLyMKa kaTeropmii
KOHTEHTHOW chunsTpaumm

(CONFIG-OBJECT-GROUP-CONTENT-
FILTER)

KomaHpaa Bxoga !

ip dhcp-server vendor-class-
id <NAME>

ipv6 dhcp-server pool
<NAME>

ipv6 dhcp-server vendor-
class-id <NAME>

ip dhcp-server failover [ vrf
<VRF>]

crypto-sync

object-group application
<NAME>

object-group network
<NAME>

object-group address-port
<NAME>

object-group service <NAME>

object-group url <NAME>

object-group content-filter
<NAME>

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-dhcp-
vendor-id)#

esr(config-ipv6-dhcp-
server)#

esr(config-dhcp-
vendor-id)#

esr(config-dhcp-
server-failover)#

esr(config-crypto-
sync)#

esr(config-object-
group-application)#

esr(config-object-
group-network)#

esr(config-object-
group-address-
port)#

esr(config-object-
group-service)#

esr(config-object-
group-url)#

esr(config-object-
group-content-
filter)#
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HacTpoiika npodnnst KaTeropuin KOHTEHTHOIA

dmnsTpaumm ot BeHgopa Kaspersky
Laboratory

(CONFIG-OBJECT-GROUP-CF-KASPERSKY)

HacTpolika npogn/isi NOYTOBbIX [JOMEHOB U
a/pecoB NoOYTOBbIX ALLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTtpoiika npochuns XAUTH

(CONFIG-ACCESS-PROFILE)

Hactpolika nyna IP-agpecos

(CONFIG-POOL)

HacTpoiika wnto3a npotokona IKE

(CONFIG-IKE-GATEWAY)

HacTtpolika nonutunkn npotokona IKE

(CONFIG-IKE-POLICY)

HacTpoiika npodgouns npotokona IKE

(CONFIG-IKE-PROPOSAL)

HacTpolika nonnTnkn Habopa NPOTOKO/10B
IPsec

(CONFIG-IPSEC-POLICY)

HacTpoiika npodmns Habopa NpoTOKO10B
IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTpoiika VPN Ha ocHoBe Habopa
npoTokonoB IPsec

(CONFIG-IPSEC-VPN)

KomaHpaa Bxoga !

vendor <VENDOR>

object-group email <NAME>

access profile <NAME>

address-assignment pool

<NAME>

security ike gateway <NAME>

security ike policy <NAME>

security ike proposal <NAME>

security ipsec policy <NAME>

security ipsec proposal
<NAME>

security ipsec vpn <NAME>

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-object-
group-cf-
kaspersky)#

esr(config-object-
group-email)#

esr(config-access-
profile)#

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-
policy)#

esr(config-ike-
proposal)#

esr(config-ipsec-
policy)#

esr(config-ipsec-
proposal)#

esr(config-ipsec-
vpn)#
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YPOBEHb

CONFIG-
OBJECT-
GROUP-
CONTENT-
FILTER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

41



YpoBeHb

HacTpoiika cnvcka KoHTpons gocTyna

(CONFIG-ACL)

HacTpolika npaBuna ans cnvicka KOHTPoss
JocTyna

(CONFIG-ACL-RULE)

HacTpoiika 30Hbl 6e30MacHOCTY

(CONFIG-ZONE)

HacTpoiika rpynnbl npaBun A1 nap 30H
6e3onacHocTu

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ansi napbl 30H
6e3onacHoCTun

(CONFIG-ZONE-PAIR-RULE)

HacTpoiika cepBuca TpaHCAsSLMM afipecos
nonyvarens

(CONFIG-DNAT)

HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ans DNAT

(CONFIG-DNAT-POOL)

HacTtpolika rpynnbl npasun ans DNAT

(CONFIG-DNAT-RULESET)

HacTpoiika npaBuna ans DNAT

(CONFIG-DNAT-RULE)

HacTpoiika cepBuca TpaHCAALUMM aipecoB
oTnpasuTens

(CONFIG-SNAT)

KomaHpaa Bxoga !

ip access-list extended
<NAME>

rule <ORDER>

security zone <NAME>

security zone-pair <FROM>
<TO>

rule <ORDER>

nat destination

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-acl)#

esr(config-acl-rule)#

esr(config-zone)#

esr(config-zone-
pair)#

esr(config-zone-
rule)#

esr(config-dnat)#

esr(config-dnat-
pool)#

esr(config-dnat-
ruleset)#

esr(config-dnat-
rule)#

esr(config-snat)#
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HacTpoiika nyna IP-agpecos n TCP/UDP-
noptos ansa SNAT

(CONFIG-SNAT-POOL)

HacTpoliika rpynnbl npasun ans SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npasuna ans SNAT

(CONFIG-SNAT-RULE)

HacTtpolika nonb3oBaresiein CUCTEMbI

(CONFIG-USER)

HacTpoiika nokasibHOW KOHCO/N

(CONFIG-LINE-CONSOLE)

HacTpolika yaaneHHoi KoHconm

(CONFIG-LINE-TELNET)

HacTpoiika 3alMLLeHHO yaanieHHO
KOHCONN

(CONFIG-LINE-SSH)

HacTtpolika TACACS-cepsepa

(CONFIG-TACACS-SERVER)

HacTpoiika RADIUS-cepBepa

(CONFIG-RADIUS-SERVER)

HacTpoiika npoguns RADIUS-cepeepoB

(CONFIG-RADIUS-SERVER-PROFILE)

HacTpoiika DAS-cepBepa

(CONFIG-DAS-SERVER)

KomaHpaa Bxoga !

pool <NAME>

ruleset <NAME>

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host <ADDR>

radius-server host <ADDR>

aaa radius-profile <NAME>

das-server <NAME>

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-snat-
pool)#

esr(config-snat-
ruleset)#

esr(config-snat-
rule)#

esr(config-user)#

esr(config-line-
console)#

esr(config-line-
telnet)#

esr(config-line-ssh)#

esr(config-tacacs-
server)#

esr(config-radius-
server)#

esr(config-aaa-
radius-profile)#

esr(config-das-
server)#
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HacTpoiika npogounsa DAS-cepeepoB

(CONFIG-DAS-SERVER-PROFILE)

HacTtpoiika LDAP-cepsepa

(CONFIG-LDAP-SERVER)

HacTpoiika cepBepa Ans yaaseHHoro
goctyna no npotokosny PPTP
(CONFIG-PPTP-SERVER)

HacTtpolika nonb3oBarenei ans yganeHHoro
poctyna no npotokony PPTP
(CONFIG-PPTP-USER)

HacTpoiika cepBepa Ans yaasieHHoro
JocTyna no npotokony L2TP
(CONFIG-L2TP-SERVER)

HacTpolika nonb3oBarenei ans yganeHHoro
pocTtyna no npotokony L2TP
(CONFIG-L2TP-USER)

HacTpoiika cepsepa Ansa yaasieHHoro
poctyna no npotokony OpenVPN
(CONFIG-OPENVPN-SERVER)

HacTpoiika nonb3oBarenei onsa yaaneHHoro

AocTyna no npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTpoiika cepsepa Ansa yaaneHHoro
poctyna no npotokosny WireGuard

(CONFIG-WIREGUARD-SERVER)

HacTpoiika nvpa g5 yganeHHoro goctyna
no npotokony WireGuard

(CONFIG-WIREGUARD-SERVER-PEER)

KomaHpaa Bxoga !

aaa das-profile <NAME>

Idap-server host <ADDR>

remote-access pptp <NAME>

username <NAME>

remote-access 12tp <NAME>

username <NAME>

remote-access openvpn

<NAME>

username <NAME>

remote-access wireguard

<NAME>

peer <PEER>

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-aaa-das-
profile)#

esr(config-ldap-
server)#

esr(config-pptp-
server)#

esr(config-pptp-
usen#

esr(config-12tp-
server)#

esr(config-12tp-
user)#

esr(config-openvpn-
server)#

esr(config-openvpn-
user)#

esr(config-
wireguard-server)#

esr(config-
wireguard-server-
peer)#
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HacTpoiika knvMeHTa yganeHHoro goctyna

no npotokony PPTP

(CONFIG-PPTP)

HacTpolika kueHTa yaasieHHoro goctyna

no npotokony PPPOE

(CONFIG-PPPOE)

HacTpoiika knneHTa yaa/ieHHOro
noAKnyYeHus no npoTtokony L2TP

(CONFIG-L2TP)

HacTpolika knmeHTa yaasieHHoro
nogkntodeHnsa no nportokosny OpenVPN

(CONFIG-OPENVPN)

HacTpoiika SNMP-nonb3oBatens

(CONFIG-SNMP-USER)

HacTtpolika NTP-cepsepa nnun nupa

(CONFIG-NTP)

HacTpoiika BGP-npouecca

(CONFIG-BGP)

HacTtpolika BGP-npouecca B VRF

(CONFIG-BGP-VRF)

HacTtpoiika IPv4/IPv6-agpecauuyn BGP-
npouecca

(CONFIG-BGP-FAMILY)

HacTtpoiika IPv4/IPv6-agpecauun BGP-
npouecca B VRF

(CONFIG-BGP-VRF-FAMILY)

KomaHpaa Bxoga !

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-ID>

tunnel 12tp <L2TP-ID>

tunnel openvpn <OPENVPN-
ID>

snmp-server <NAME>

ntp server <ADDR>

ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 | ipv6 }
unicast

address-family { ipv4 | ipv6 }
unicast

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-pptp)#

esr(config-pppoe)#

esr(config-12tp)#

esr(config-
openvpn)#

esr(config-snmp-

usen#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-
af)#

Mpepblaywnii
YPOBEHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-
VRF

45



YpoBeHb

HacTpoiika rpynnupoBarus BGP-cocegaeli

(CONFIG-BGP-GROUP)

HacTpoliika rpynnupoBanusa BGP-cocepeii
B VRF

(CONFIG-BGP-VRF-GROUP)

HacTpoiika cocega BGP-npouecca

(CONFIG-BGP-NEIGHBOR)

HacTtpolika cocega BGP-npouecca B VRF

(CONFIG-BGP-VRF-NEIGHBOR)

HacTtpoiika IPv4-/IPv6-agpecaunn BGP-
cocefa

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTtpoiika IPv4-/IPv6-agpecaunn BGP-
cocepa B VRF

(CONFIG-BGP-NEIGHBOR-FAMILY)

HacTpoiika cnucka nogcetei

(CONFIG-PL)

HacTpolika cnucka nogceteni

(CONFIG-IPV6-PL)

HacTpoiika MapLupyTHOI KapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npasuna MapLupyTHOIi KapTbl

(CONFIG-ROUTE-MAP-RULE)

HacTpoiika RIP-npoTokona

(CONFIG-RIP)

KomaHpaa Bxoga !

peer-group <NAME>

peer-group <NAME>

neighbor { <ADDR> | <IPV6-
ADDR>}

neighbor { <ADDR> | <IPV6-
ADDR> }

address-family { ipv4 | ipv6 |

vpnv4 } unicast

address-family { ipv4 | ipv6 |
vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-bgp-

group)#

esr(config-bgp-vrf-
group)#

esr(config-bgp-
neighbor)#

esr(config-bgp-vrf-
neighbor)#

esr(config-bgp-
neighbor-af)#

esr(config-bgp-
neighbor-af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-
map)#

esr(config-route-
map-rule)#

esr(config-rip)#
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HacTpoiika RIPNG-npoTokona

(CONFIG-RIPNG)

HacTpolika IS-IS-npouecca

(CONFIG-ISIS)

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTtpoiika OSPF-o6nactu

(CONFIG-OSPF-AREA)

HacTpoiika BUpTyas/ibHOTO COeAUHEHNS

OSPF

(CONFIG-OSPF-VLINK)

HacTtpolika OSPFv3-npouecca

(CONFIG-IPV6-OSPF)

HacTpoiika OSPFv3-06nactu

(CONFIG-IPV6-0OSPF- AREA)

HacTpoiika BUpTyaslbHOTo COeAMHEHNS]

OSPFv3

(CONFIG-IPV6-0SPF-VLINK)

HacTpoiika cnucka ko4ei

(CONFIG-KEYCHAIN)

HacTpoiika kntoua

(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpos MSTP

(CONFIG-MST)

KomaHpaa Bxoga !

ipv6 router rip

router isis <ID>

router ospf <ID>

area <ID>

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst
configuration

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-ripng)#

esr(config-isis)#

esr(config-ospf)#

esr(config-ospf-
area)#

esr(config-ospf-
vlink)#

esr(config-ipv6-
ospf)#

esr(config-ipv6-ospf-
area)#

esr(config-ipv6-ospf-
vlink)#

esr(config-
keychain)#

esr(config-keychain-
key)#

esr(config-mst)#
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HacTtpoiika npasun WAN

(CONFIG-WAN-RULE)

HacTpoiika npasun WAN (IPv6)

(CONFIG-IPV6-WAN-RULE)

HacTpoiika target-nucTos

(CONFIG-TARGET-LIST)

HacTpolika target-nucTos (IPv6)

(CONFIG-IPV6-TARGET-LIST)

HacTpoiika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)

(CONFIG-IPV6-WAN-TARGET)

HacTpolika 06bEKTOB OTCNEXNBAHNS

COoObITUM

(CONFIG-TRACK)

HacTtpoiika Wi-Fi Controller

(CONFIG-WIRELESS)

HacTpoiika VRF

(CONFIG-VRF)

HacTpoiika nonmTunkn QoS

(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS

(CONFIG-CLASS-MAP)

KomaHpaa Bxoga !

wan load-balance rule <ID>

Ipv6 wan load-balance rule
<ID>

wan load-balance target-list
<NAME>

Ipv6 wan load-balance target-
list <NAME>

target <ID>

target <ID>

track <ID>

wireless-controller

ip vrf <NAME>

policy-map <NAME>

class-map <NAME>

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-wan-
rule)#

esr(config-ipv6-wan-
rule)#

esr(config-target-
list)#

esr(config-ipv6-
target-list)#

esr(config-wan-
target)#
esr(config-ipv6-wan-

target)#

esr(config-track)#

esr(config-wireless)#

esr(config-vrf)#

esr(config-policy-

map)#

esr(config-class-
map)#
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HacTpoiika knacca BHyTpu nonntukm QoS

(CONFIG-POLICY-MAP-CLASS)

HacTtpoliika PPP-nonb3oBatens ans
ayTeHTUMKaLMN YaanieHHON CTOPOHbI

(CONFIG-PPP-USER)

HacTpoiika napameTpoB pe3epBMpoBaHus
KOHGomrypauum

(CONFIG-ARCHIVE)

HacTpolika cepBepa c6opa CTaTUCTVKM
Netflow

(CONFIG-NETFLOW-HOST)

HacTpoiika cepBepa c6opa CTaTUCTUKK
sFlow

(CONFIG-SFLOW-HOST)

HacTpoliika cepBepa nosy4yeHus
yBegomneHuii SNMP

(CONFIG-SNMP-HOST)

MI3MmeHeHne napona nocse UCTeYeHnsa cpoka

aeincTeus

(CHANGE-EXPIRED-PASSWORD)

KomaHpaa Bxoga !

class <NAME>

ppp chap username <NAME>
ppp chap username <NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive

netflow collector <ADDR>

sflow collector <ADDR>

snmp-server host <ADDR>

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-class-
policy-map)#

esr(config-ppp-
usen#

esr(config-archive)#

esr(config-netflow-
host)#

esr(config-sflow-
host)#

esr(config-snmp-
host)#

esr(change-expired-
password)#
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HacTtpoiika npocuns dmnstpaumm http-
3anpocoBs

(CONFIG-PROFILE)

HacTtpoliika o6wux napametpos MPLS

(CONFIG-MPLS)

HacTtpoiika obLwux napameTpos LDP

(CONFIG-LDP)

HacTpolika IPv4-agpecaunn npotokona LDP

(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-coceactsa

(CONFIG-LDP-NEIGH)

HacTpolika IPv4-agpecaunn npotokona LDP

[ONs OTAENbHOro ip-uHTEepgeica

(CONFIG-LDP-AF-IPV4-IF)

CoszgaHue L2-MPLS-TyHHenelk

(CONFIG-L2VPN)

HacTtpolika L2-MPLS-TyHHenNs

(CONFIG-L2VPN-EOMPLS)

HacTpoliika PW-class (ua6noHa pseudo-
wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTtpoB pseudo-wire L2-
MPLS-TyHHens

(CONFIG-L2VPN-PW)

KomaHpaa Bxoga !

ip http profile <NAME>

mpls

Idp

address-family ipv4

neighbor <ADDR>

interface <IF>

12vpn

vpls <NAME>

p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-profile)

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-
ipva)#

esr(config-ldp-neig)#

esr(config-ldp-af-
ipva-if)#

esr(config-12vpn)#

esr(config-12vpn-
vpls)#

esr(config-12vpn-
p2p)#

esr(config-12vpn-pw-
class)#

esr(config-12vpn-
pw)#
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HacTpoiika BGP auto-discovery and
singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpoiika nonutukn IPS/IDS

(CONFIG-IPS-POLICY)

HacTtpoiika nocTtasLymka npasun IPS/IDS

(CONFIG-IPS-VENDOR)

HacTpolika kateropuin npasun IPS/IDS

(CONFIG-IPS-VENDOR-CATEGORY)

HacTpoiika cepsuca IPS/IDS

(CONFIG-IPS)

HacTpolika nCToYHMKa 06HOBIEHUS NpaBun
IPS/IDS, pacnpocTpaHsaeMblx no
KOMMEPYECKOI MLEH3nN

(CONFIG-CONTENT-PROVIDER)

HacTpoiika MeHekepa NnueH3unii

(CONFIG-LICENCE-MANAGER)

HacTpolika aBTo06HOBNEHMA nNpaBun IPS/
IDS 13 BHELLUHNX UCTOYHMKOB

(CONFIG-IPS-AUTO-UPGRADE)

HacTpolika nonb3oBaTensCcKoro cepeepa
06HoBNeHn npasun IPS/IDS

(CONFIG-IPS-UPGRADE-USER-SERVER)

HacTpolika kaTeropuii Nonb30BaTeIbCKMX
npasun IPS/IDS

(CONFIG-IPS-CATEGORY)

KomaHpaa Bxoga !

autodiscovery bgp

security ips policy <NAME>

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

licence-manager

auto-upgrade

user-server <WORD>

security ips-category user-
defined <CATEGORY_NAME>

E-SBC. CnpaBoyHuK komaHp, CLI

Bup, cTpoku
nopAcKasKu

esr(config-bgp)#

esr(config-ips-
policy)#

esr(config-ips-
vendor)#

esr(config-ips-
vendor-category)#

esr(config-ips)#

esr(config-content-
provider)#

esr(config-licence-
manager)

esr(config-ips-auto-

upgrade)#

esr(config-ips-
upgrade-user-
server)#

esr(config-ips-
category)#

Mpepblaywnii
YPOBEHb

CONFIG-L2VPN-
EOMPLS

CONFIG

CONFIG-IPS-

POLICY

CONFIG-IPS-
VENDOR

CONFIG

CONFIG

CONFIG

CONFIG-IPS

CONFIG-IPS-

AUTO-UPGRADE

CONFIG
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YpoBeHb

HacTpoiika nonb3oBartenbckux npasun IPS/

IDS

(CONFIG-IPS-CATEGORY-RULE)

HacTpolika paclumpeHHbIX
nonb3oBaTenbckux npasun IPS/IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpoiika napameTpoB paboTbl zabbix-
agent

(CONFIG-ZABBIX-AGENT)

HacTpoiika napameTpoB pa6oTbl zabbix-
proxy

(CONFIG-ZABBIX-PROXY)

HacTpoiika No4ToBOro AoMeHa

CONFIG-MAILSERVER-DOMAIN

HacTpoiika nouToBoro cepsepa

CONFIG-MAILSERVER

HacTtpoiika nokansHoro Syslog-chaiina

CONFIG-SYSLOG-FILE

HacTpoiika yaaneHHoro Syslog-cepeepa

CONFIG-SYSLOG-HOST

HacTpoiika TFTP-cepBepa

CONFIG-TFTP-SERVER

HacTpoiika Firewall failover

CONFIG-FIREWALL-FAILOVER

KomaHpaa Bxoga !

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

zabbix-proxy

mailserver domain <NAME>

mailserver

syslog file { flash:syslog/
<NAME> | tmpsys:syslog/
<NAME> }

syslog host <HOSTNAME>

ip tftp server vrf <VRF>

ip firewall failover
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Bup, cTpoku
nopAcKasKu

esr(config-ips-

category-rule)#

esr(config-ips-
category-rule-
advanced)#

esr(config-zabbix-
agent)#

esr(config-zabbix-
proxy)#

esr(config-

mailserver-domain)#

esr(config-
mailserver)#

(config-syslog-file)

(config-syslog-host)

(config-tftp-server)

(config-firewall-
failover)

Mpepblaywnii
YPOBEHb

CONFIG-IPS-
CATEGORY

CONFIG-IPS-
CATEGORY

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb Komanpa Bxoga ' Bup, cTpoku Mpeabiaywnia
NoACKa3Ku YpOBeHb

HacTtpoiika IP failover ip failover (config-failover) CONFIG

CONFIG-IP-FAILOVER

HacTpolika Cluster cluster (config-cluster) CONFIG

CONFIG-CLUSTER

HacTtpoiika unit B Cluster unit <ID> (config-cluster-unit)  CONFIG-

CLUSTER

CONFIG-CLUSTER-UNIT

a Mogpo6HOe onucaHne KOMaHz NpUBELEHO HUXKE.
2 Tonbko ons ESR-21.

Tunbl N NOPAAOK UMEeHOBaHUs MHTepelicoB MapLLpyTU3aTopa

Mpwn paboTe MapLipyT13aTopa UCMosb3yHTCS CETEBbIE UHTEPMENCHI PAa3/IMYHOIO TNAa U Ha3HAYEHUS.
Cucrtema MMeHOBaHMs NO3BOJISIET OHO3HAYHO aApecoBaTh NHTEPENCHI N0 NX (PYHKLMOHAIbHOMY
Ha3HAYeHWI0 N MECTOMNOMOXEHUIO B cucTeEME. [lanee B Tab/mue NpUBEAEH NepeyeHb TUNOB UHTePIENCOB.

Tabnuua 4 — Tunbl 1 NOPAA0K MMEHOBaHNA MHTEPCHECOB MapLpyTM3aTopa

Tun vHTepdeiica

dunsnyeckme
NHTEpdecol

MopTbl 1 F6UT/C

MopTbl 10 F6KT/C

O6Go3HaueHne

O603HaveHne U3NYECKOro MHTepdielica BK/OYaeT B cebst ero TMn 1 naeHtudmkarop.
NaeHTudpnkatop cusmyecknx nHtepdeiicos nmeet sug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynmne yCTPOICTB,

+ <SLOT> - HOMep MoAyNs B cocTaBe ycTpolicTBa uav 0 npu OTCYyTCTBUM AeNeHns

yCTpOWACTBa Ha MoAy K,
+ <PORT> - nopsgkoBbIii HOMep nopra.

gigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaYeHus: gigabitethernet 1/0/12
& [onyckaercs 1crnofb30BaTh COKpallleHHoe HavMeHoBaHue, HanpumMep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o0603HaYeHus: tengigabitethernet 1/0/2

& [onyckaercs Ucrnofb30BaTh COKpallleHHoe HavMeHoBaHue, Hanpumep te1/0/2.
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Tun vHTepdeiica

MopTbl 25 F6uTt/c

MopTbl 40 IF6uT/C

MopTkl 100 F6uT/C

MopTt OOB

(Out-of-band)

pynnbl arperayumn
KaHasnoB

Cab-uHtepgeiicsl

E-SBC. CnpaBoyHuK komaHp, CLI

O6Go3HaueHne

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o603HaveHus: twentyfivegigabitethernet 1/0/2

& [onyckaercs ncrnosb3oBaTh COKpalleHHoe HarMeHoBaHue, Hanpumep twe1/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

& [onyckaeTcs UCNonb30BaTh COKpalleHHOe HaumeHoBaHue, Hanpumep fo1/0/2.

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HayveHus: hundredgigabitethernet 1/0/2

& [onyckaeTcsi UCNoNb30BaTh COKpaLleHHoe HaumeHoBaHue, Hanpumep hu1/0/2.

oob <UNIT>/<SLOT>/<PORT>

Mpumep 0603Ha4eHus: oob 1/0/1

O603HaueHue rpynnbl arperaymmn kKaHasI0B BK/IKOHAET B Ce6S ero Tvn 1 NopsiakoBbIi HOMep
NHTEepgeiica:

port-channel <CHANNEL_ID>

Mpumep o0603HayeHus: port-channel 6

& [onyckaercs Ucrnofb30BaTh COKpallleHHOe HarMeHoBaHWue, HanpumMep, pol.

O603Ha4veHne cab-mHTepdheiica obpasyeTcsl M3 0603Ha4YeHNs1 6a30BOro NHTepdelica n
naentTudnkatopa (VLAN) cab-uHtepdpeiica, pasaeneHHbIX TOUKOIA.

MprMepbl 0603HAYEHNIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123

port-channel 1.6

& VipenTudpukaTop cab-uHTepdelica MoXeT NpuHUMaTh 3HadeHus [1..4094].

54



Tun vHTepdeiica

Q-in-Q nHTepdelichl

E1-uHTepdelichbl

pynnbl arperaymm
E1-kaHanoB

Nornyeckune
NHTEpdgencsl

E-SBC. CnpaBoyHuK komaHp, CLI

O6Go3HaueHne

O603Ha4veHne Q-in-Q nHTepdpeiica obpasyeTcs N3 0603HaveHNs 6a30BOro MHTepdelica,
noeHtTncpmkatopa cepsucHoro VLAN n ngeHtncmkatopa nonb3osarensckoro VLAN,
pa3feneHHbIX TOYKOM.

Mpumepbl 0603HaYEHNI:

gigabitethernet 1/0/12.100.10

tengigabitethernet 1/0/2.45.12

port-channel 1.6.34

& VpaeHTudukaTop cepBMCHOTO 1 Nonb3oBatesibekoro VLAN MOXeT NpuHMMaTh 3HaueHust
[1..4094].

O603HauveHune E1-nHTepdeiica BkNoYaeT B ceds ero Tun u naeHTudmkaTop.
MaenTtndmkartop E1-nHtepdeiicos umeet Bug < UNIT>/< SLOT>/< STREAM>, rae

+ <UNIT> — Homep ycTpoiicTBa B rpynne yctpoiicTs [1..2],
+ <SLOT> - Homep E1-momyns B cocTase ycrpoiictsa [0..12],
+ <STREAM> - nopsiakoBblii Homep E1-notoka [1..1].

Mpumep o603HaveHus: e1 1/0/1

© Ha mapupytusatopax ESR-1000 He noagepxusaetcs pabota mogyneli TOPGATE-WAN-
E1 ¢ annapatHoii Bepcueii (hardware revision) 812.

O603HayeHve rpynnbl arperaummn E1-kaHanoB BkIOYaeT B cebs ero TMn U NopsiAKoBbI HOMepP
nHTepdeiica:

multilink <CHANNEL_ID>

Mpumep o603HauveHmns: multilink 3

O603Ha4YeHne NorM4yeckoro nHTepdienca ABASETCA NOPSAKOBbIM HOMEPOM MHTepdeiica:
MprMepbl 0603HAYEHNIA:

loopback 4

bridge 60

service-port 1
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Tun vHTepdeiica

lNocneposartesibHble
NHTEpgecol

USB-mogembl

FXS/FXO-noptbl

E-SBC. CnpaBoyHuK komaHp, CLI

O6Go3HaueHne

O603HayeHne nocnefoBaTe/ibHOro UHTepheiica BKIOYaET B Ce6S ero Tun 1 ngeHTugukaTop.

VaeHTudpukatop serial nitepcpeiicos n line-aux nHtepdeiicos nmeet Bug < UNIT>/< SLOT>/<
PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoiicTs [1..2],
+ <SLOT> - HoMep MoAyNs B cocTaBe ycTpoiicTea uav 0 npu OTCYTCTBUM AeNeHns
YCTpOIACTBa Ha MoAy K,

+ <PORT> — nopsiakoBbIli HOMep nopTa.
Mpumep o6o3HayeHus: serial 1/0/1, line aux 1/0/1

O603Ha4veHne USB-mogema Bk/itouaeT B cebst ero TvMn 1 nopsiAkoBbIi HOMEP:
modem <MODEM-NUM>

Mpumep 0603HaYeHnss: modem 1

O603HaveHne FXS/FXO-nopToB BK/ItOYaET B cebs ero TMn 1 NOpsiAKOBbIA HOMEP:
interface voice-port <NUM>

Mpumep 0603Ha4eHUs: voice-port 1

a 1. KonuuecTtBo MHTEpPencoB Kaxxaoro Tuna 3asBucuUT OT MOAEN MapLUpyTu3aTopa.
2. Tekywasn Bepcusa MO nogaepxmBaeT knactepmsaumnio yCTponcTs eavmHon mogenu. Homep unit B
rpynne ycTponCcTB MOXET NPUHMMATb 3HavyeHue 1 unm 2.
3. HekoTopble kKOMaHAbl NOAAEPXKMBAIOT O4HOBPEMEHHYIO paboTy C rpynnoi nHTepdeincos. Ans
yKasaHus rpynnbl MHTePeincoB MOXET ObITb MCNO/Ib30BAHO NepeyncieHre Yepes 3anaTyo uim
yKasaHve amuanasoHa naeHTUgukaTtopos Yyepes 4edInC «-».

MpuMmepbl ykazaHus rpynn nuHTepdeiicos:

interface
interface
interface
interface

gigabitethernet 1/0/1, gigabitethernet 1/0/5
tengigabitethernet 1/0/1-2
fortygigabitethernet 1/0/1-2
gil/0/1-3,gil/0/7,tel/0/1,fol/0/1
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Tunbl 1 NOPAAOK UMEHOBaHUA TYHHeNel MaplipyTusaropa

MNpn paboTe mapLupyTM3aTopa NCNob3YHTCA CETEBbLIE TYHHENN Pa3/IMYHOro TUMa 1 HazHavyeHns. Cuctema
MMEHOBaHUs NO3BOMSAET OAHO3HAYHO a[pecoBaTb TYHHEMN MO NX (PYHKUMOHa/IbHOMY Ha3HadveHuio. [anee B
Tabnuue npuBefeH nepevyeHb TUNOB TYHHENEN.

Tabnuua 5 — Tunbl ¥ NOPAA0K UMEHOBaHWSA TYHHENE MapLupyTu3aTopa

Tun TyHHens

L2TP-TyHHENb

L2TPv3-TyHHENb

GRE-TyHHenNb

GRE cab-TyHHesb

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHenb

O6o03HaueHne

O603Ha4veHue L2TP-TyHHensa coctouT n3 0603HavYeHns Tina u NopsiikoBoro Homepa
TYHHeNs:

12tp <L2TP_ID>

Mpumep 0603HaveHus: 12tp 1

O603HaueHne L2TPv3-TyHHeNs COCTOUT M3 0603HAYEHMs TUNa 1 NopsiIKOBOro HoMepa
TYHHENS:

12tpv3 <L2TPV3_ID>

Mpumep o0603HaYeHus: 12tpv3 1

O603HaveHne GRE-TyHHens coctont M3 0603Ha4YeHns Tuna 1 NopsgKoBoOro Homepa
TYHHeNs:

gre <GRE_ID>

Mpumep 0603HaveHus: gre 1

0O603Ha4veHne GRE cab-TyHHens cocToMT U3 0603Ha4eHns T1na, NOpsiAKOBOro Homepa
TyHHens u ngeHtudpmkaropa VLAN ana cab-TyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep o603HaveHus: gre 1.200

0O603HaveHne SoftGRE-TyHHeNsi cocToMT 13 0603Ha4YeHUs TNa, NOpPsSAKOBOr0 HoMepa
TyHHens u, onyuoHansbHo, VLAN ID BupTyasibHOro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaYeHus: softgre 1, softgre 1.10

O603Ha4veHue IPv4-over-IPv4-TyHHeNs coctouT 13 0603HavYeHus Tna u nopsiikoBoro
HOMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep o603HaveHus: ip4ip4 1
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Tun TyHHens

IPsec-TyHHenNb

Jlornuecknii TyHHerb

(TyHHEenb mexay VRF)

PPPoE-TyHHenb

PPTP-TyHHEND

OpenVPN-TyHHeNb

WireGuard-TyHHernb

E-SBC. CnpaBoyHuK komaHp, CLI

O6Go3HaueHne

O603Ha4veHne BUpPTYyasibHOrO IPsec-TyHHeNs coctouT n3 0603HavYeHns Tmna um
NopsiikOBOro Homepa TyHHenNs:

vti <VTL_ID>

Mpumep o603HaYeHus: vti 1

O603Ha4YeHne NI0rMYeckoro TYHHeNst COCTOUT U3 0603HAYEHUS TUMA U NMOPSAKOBOrO
HoMepa TYHHes:;

It <LT_ID>

Mpumep o603HaYeHus: It 1

O603Ha4veHne PPPOE-TyHHeNs cocTonT M3 0603HaYeHNs Tuna 1 nopsaaKoBoro Homepa
TYHHENs:

pppoe <PPPoE_ID>

Mpumep o603HaveHus: pppoe 1

O603Ha4veHne PPPTP-TyHHeNst COCTOMT M3 0603HA4YeHMst TUna 1 NopsiAKoBOro HoMepa
TYHHEnNs:

pptp <PPTP_ID>

Mpumep 0603HaveHus: pptp 1

0O603Ha4veHne OpenVPN-TyHHENs cocTouT U3 0603Ha4YeHUs Tuna 1 NopsiikoBoro
HOMepa TyHHenNs:

openvpn <OPENVPN_ID>

Mpumep o603HaueHus: openvpn 1

O603HaueHne WireGuard-TyHHeNs CocTouT 13 0603Ha4YeHns Tuna 1 NopsiKoBoro
HOMepa TyHHenNs:

wireguard <WG_ID>

Mpumep 0603HaYeHus: wireguard 1

& KonnuecTtBo TYHHENEN Kaxkaoro Tuna 3aBucuT ot Mmogenu u MO mapLupyTmusartopa.
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5 KomaH/bl NoNb30BaTe/1bCKOro MHTepdeiica

+ alarm

+ clear alarms

+ clear ssh host

+ clear storage-device
+ configure

+ do

« end

+ exit

* help

* history size

* logout

* monitor

+ ping

* reload cancel

+ reload esbc force

* reload system

+ show alarms brief

+ show alarms brief active
+ show alarm settings
+ show history

+ show system reload
» show tech-support
+ ssh

+ telnet

+ terminal datadump
+ terminal mode

+ terminal resize

+ traceroute

+ uptime

+ verify

+ verify filesystem

+ verify storage-device

alarm

[JaHHol KomaH0i yCcTaHaB/IMBAKOTCA 3HAYEHUsA NOPOroB aBapuii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OKkpyeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AATYMKOB). MPUHMMAET CreayroLme 3HaueHms:

+ fan-speed high — nopor ckopocTi BpalleHusi BEHTUISATOPA, BbIPaXKEHHbI/ B NPOLEHTax oT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexoge Yepes KOTOopbIii OT MEHbLUNX 3HAYEHUIA K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHmMe 3T0ro nopora A0/HKHO
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6bITb 60MbLUe, Yem alarm facility fan-speed low (ans ESR-100/200/1000/1200/1500/1700/3100/
3200/3200L/3300);

+ fan-speed low — nopor ckopocTy BpaLLeHWs BEHTUIATOPA, BbIPaXKEHHBIN B MPOLIEHTaX OT MakCUMaslbHOA
ckopocTy BpaweHus (0..100), npu nepexoae yepes KOTopbIii OT 60/bLIMX 3HAYEHWI K MEHBLLUM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauus aBapum). 3HaueHve 3Toro nopora
[I0/KHO 6bITb MeHbLLe, YeM alarm facility fan-speed high (ana ESR-100/200/1000/1200/1500/1511/
1700/3100/3200/3200L/3300);

+ temperature cpu critical high — nopor Temneparypbl npoueccopa, BbipaXXeHHbIli B rpagycax no wkane
Uenbcus (0..100), npy nepexoge Yepes KOTOPbIA OT MEHbLUMX 3HAYEHWIA K 60/IbLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro Nopora A0/HKHO GbITb CaMbIM GOMBLLUM 13
BCEX 3HaYEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

+ temperature cpu critical low — nopor Temneparypbl NpoLEeccopa, BbIpaXXeHHbIA B rpagycax no wkane
Uenbcus (0..100), npy nepexoge Yepes KOTOPbIA OT 6OMbLUMX 3HAYEHWUIA K MEHBLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3HaueHne 3TOro Nopora Ao/MKHO BbITb
MeHbLUe, yem alarm facility temperature cpu critical high, Ho 6onblue, yuem alarm facility temperature cpu
overheat high;

+ temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaXKeHHbIM B rpagycax no
wkane Lenbcus (0..100), npy nepexofe Yepes KOTOPbIA OT MEeHbLLNX 3HAYEHWUIA K 60MbLLNM,
reHepupyetca SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHMe 3TOro Nopora AOHKHO ObITb
MeHbLLe, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;

+ temperature <sensor> overheat low — nopor Temnepartypbl CEHCOpPa, BbIpaXXeHHbIV B rpagycax no wkanie
Uenbcus (0..100), npy nepexoge Yepes KOTOPbIA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEPUPYETCS
SNMP trap eltexEnvTempOverheatOk (Hopmanusauus aBapun). 3Ha4YeHMe 3TOT0 NOpora A0/MKHO ObITh
MeHbLUe, yem alarm facility temperature <sensor> overheat high;

+ temperature <sensor> supercooling high — nopor Temnepatypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no
wkane Llenscusa (0..12), npy nepexoae Yepes NPOTUBOMNO/IOKHOE 3HAYEHME KOTOPOTO OT MEHbLLNX
3HaYeHUi K 6onbLUnM, reHepupyeTca SNMP trap eltexEnvTempSupercoolingOk (Hopmanuzauus
aBapum). ITOT NOPOr NpeAHasHaYeH A1 3a4aHns oTpuLaTeNIbHbIX TeMNepaTyp, U ero 3HadeHne A0/MHKHO
6bITb MeHbLUE, yeM alarm facility temperature <sensor> supercooling low;

+ temperature <sensor> supercooling low — nopor Temneparypbl CEHCOPa, BbIpaXKEHHbIN B rpagycax no
wkane Llenscusa (0..15), npy nepexoge Yepes NPOTUBOMNO/IOKHOE 3HAYEHME KOTOPOro OT 60MbLLNX
3HaYeHUIA K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapws). 9ToT nopor
npegHasHayeH A/1a 3afjaHns oTpulartesibHbIX TemMneparyp, ¥ ero 3HadyeHne A0/HKHO ObiTb 60/bLUE, YeM
alarm facility temperature <sensor> supercooling high;

Mone ceHcop MOXET NPUHMMAaThL CriedytoLme 3Ha4YeHUs 415 KaK40 Mogeny MapLupyTtusaropa:
+ ESR-10: cpu;
+ ESR-12V: cpu, switch;
« ESR-12VF/15R/15VF: cpu, switch, sfp;
+ ESR-20/21/30/31: cpy;
+ ESR-100/200: cpu, board;
+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;
+ ESR-3100/3200/3200L/3300: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporv aBapuii, cBA3aHHbIX ¢ cBO60AHLIM npocTpaHcTBoM NAND 1 RAM. MpuHumaet
cnefyoume 3HaYeHus:

« free low-watermark flash high — nopor konuuectsa cso6oaHoi flash-namaTu, BbipaXkeHHO B MpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTOpbIli OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi asapum). 3Ha4eHne 3Toro nopora
[LO/DKHO ObITb CaMbIM 60/bLLNM M3 BCEX 3HAYEHWIA NOPOroB KonnyecTsa cBoboaHol flash-namsaty;

+ free low-watermark flash low — nopor konnyectsa cBo6ogHoI flash-namsiT, BbipaxeHHOW B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/bLIMX 3HAYEHWI K MEHBLUUM
reHepupyetcs SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHne 3Toro nopora Ao/MKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;
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+ free low-watermark ram high — nopor konnyectsa cBo60aHol RAM-NamMaTy, BbIpaXKEHHO B MpoOLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTOopbIli OT MEHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcss SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi asapum). 3Ha4eHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLIMM U3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namaTy;

« free low-watermark ram low — nopor konnuyecTsa cBo604HO RAM-namsiTi, BblpaXXeHHOM B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTOpbIli OT 60/bLUMX 3HAYEHWI KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3Ha4eHWe 3TOro nopora Ao/HKHO
6bITb MeHbLUe, YeM alarm memory free low-watermark ram high;

« reserve critical flash high — nopor konnuyectsa cBo60gHoI flash-namsATy, BbIpaXXeHHOW B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHWIA K GOMbLLNM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3Toro
nopora Ao/HKHO 6bITb MeHbLUe, YyeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

« reserve critical flash low — nopor konmuecTBa cBob6ogHoi flash-namsTy, BbipaxkeHHOl B NpoueHTax ot
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHBLLIWM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/MKHO 6bITb
MeHbLue, yem alarm memory reserve critical flash high;

+ reserve critical ram high — nopor konnyectsa cBo604HON RAM-NamsATy, BbIpaXXeHHOI B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHWIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3TOro
nopora o/HKHO ObITb MeHbLUe, YeM alarm memory free low-watermark ram low, Ho 60/bLUe, Yem alarm
memory reserve critical ram low;

* reserve critical ram low — nopor konuyectsa cBo6oaHO RAM-naMaTy, BbipaXKeHHON B MpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge Yyepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHBLLIVM
reHepupyetcs SNMP trap eltexEnvMemoryCriticalLow (aBapus). 3HaueHue 3Toro nopora Ao/KHO 6bITb
MeHbLUe, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBAI3aHHbIX C 3arpy3koii npoueccopa. NMprvHumaeT cnegyrowme
3HaYeHus:

+ cpu threshold falling — nopor ytunmsauum CPU, BblpaxkeHHOI B NpoLeHTax oT MakcumMasibHoii (0..100),
npu nepexoe vyepes KOTOpbIi OT 60/bLLNX 3HAYEHWIA K MeHbLUUM reHepupyeTca SNMP trap
eltexEnvCpulLoadHighOk (Hopmann3auus aBapum). 3HaueHMe 3TOro Nopora A0/MKHO GbITb MEHbLLE, YEM
alarm process cpu threshold rising;

+ cpu threshold rising — nopor ytunusauum CPU, BbipaXeHHO B NpoLeHTax oT MakcumasibHoii (0..100),
npu nepexoe yepes KOTOPbI OT MEHbLUMX 3HAaYEeHWUIA K 60/1bLLnM reHepupyeTcsa SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60sbLUE, YEM alarm process cpu
threshold falling.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80
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clear alarms

[aHHOI KOMaHA0W OCYLLEeCTBIAETCS O4MCTKa 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { inactive | all }

MapameTpbl
inactive — yaansTca 3anmcuy ToNIbKO 0 apXMBHbIX aBapusx;

all - YAUIAKTCA 3arnnC O apXnBHbIX N aKTUBHbLIX aBapudx.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

clear ssh host

[aHHoi KomaHaol oCcyLEeCTBNAETCA CO6pOC coXxpaHeHHOro SSH-kN4va yaaneHHoro xocra.

CuHTaKkcuc
clear ssh host { <ADDR> | <IPV6-ADDR> | <HOST> } [ port <PORT>]

MapameTpbl
<ADDR> - IP-agpec, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec, 3agaétcs B Buge X:X:X:X::X, rae kaxaasa 4yacTb NPUHUMAET 3HAYEHUS B
wecTHaguatepuyHom chopmarte [0..FFFF];

<HOST> — gomeHHOe ums, 3agaeTcs 3a4aéTca CTPOKO A0 254 cumBona;
<PORT> - Homep TCP-nopTa, npuHuMaeT 3HadyeHust [1..65535];

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# clear ssh host 192.168.1.1

clear storage-device

[laHHOI KOMaH/10¥i 3anycKaeTcs (DOPMaTUPOBaHNE NOAK/UYEHHOMO HOCUTENS.

CuHTakcuc
clear storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc } <NAME>

MapameTpbl
<ID> — Homep nogkntodeHHoro USB-HocuTens no nopsiaky;

<USB-NAME> — ums nogkntoueHHoro USB-HocuTens. imsi MOXHO y3HaTb B BbiBOAE kOMaHAdbl show storage-
devices.

mmc — K104 A/151 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENS;

<NAME> — HOBOEe nM$ pasaena, KoTopoe 6yAeT HazHauyeHo nocne hopmMaTMpoBaHuS.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbI pexum
ROOT

Mpumep:

esr-# clear storage-device usb://BClE-2E16:/ SOFT
Formatting will erase all data on this device

Do you really want to continue? (y/N): vy

Device clear success.

configure

,ﬂ,aHHaﬂ KOMaHa No3BosiAeT nepe|7|T|/| B peXum rnobanbHoro KOH(*)I/IprI/IpOBaHI/IFI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He coaepXuT napameTpos.

63



E-SBC. CnpaBoyHuK komaHp, CLI

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# configure
esr(config)#

do

KomaHaa do no3BosseT BbINOHATL KOMaHAbl kKopHeBoro pexumMa (ROOT) 13 nto60oro Apyroro pexmma
KOMaHHOro uHTepdeiica.

CuHTaKkcuc

do <command>

MapameTpbl

<command> — KOMaHAa KOPHEBOTO PEXMUMAL.

HeobOxoaumbili ypoBeHb NPUBUETAi
1

KomaHZgHbIi pexum

Bce pexuvmbl, KpOMe KOPHEBOTO.

Mpumep:

esr(config)# do show version
Boot version:
1.24.0.1 (2024-08-01 13:40:59)
SW version:
1.24.0 build 1[d9bdbda] (2024-08-01 18:06:41)
HW version:
1v7

end

KomaHaa cnyxuT Ana Bo3Bpara B KOPHEBOI komaHAHbI pexum (ROOT).
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CuHTakcuc

end

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
1

KomMaHAHbIV peXxum

Bce pexumbl, KpoOMe KOPHEBOTO.

exit
JlaHHaa KoMaHaa CNyXuT A1 BO3BpaTa Ha YPOBEHb Bbillie B MEPAPXNYECKOI CUCTEME KOMaH/HbIX PEXMMOB.

Mpw BbINOAHEHUN AaHHOM KoMaHAbl B pexume ROOT 3aBepluaeTcst ceaHc paboTbl N0Mb30BaTeNs C
nHTepericom komaHgHon cTpoku CLI maplipyTmsaTopa.

CuHTakcuc

exit

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIN pexum

Bce pexumebl.

help

[aHHoI KomaHaoW Ha Aucnneli BbIBOAUTCA MHpopMaLms 0 paboTe ¢ KOMaHAHOW CTPOKOIA.

CuHTakcuc
help

MapameTpbl

KomaHga He cofepXnT napamMeTpos.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum

Bce pexumsl.

history size

[JlaHHOli KOMaHAO0 MOXHO M3MEHUTb MaKCMMasIbHOE YMC/I0 NOCNEAHNX BBEAEHHbIX KOMaHA, No/ib3oBaTens,
KOTOpble COXPaHSATCS B UCTOPUI KOMaHA, TEKYLLEI ceccum. Vicnonb3oBaHue oTpULAaTENbHON (DOPMbI KOMaHAbI
(no) yctaHaBnMBaeT 3HAYEHNE MO YMOTYAHWIO.

CuHTakcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> — yncno nocnefHNx BBeAEHHbIX KOMaH, NpuHUMaeT 3HadeHuns [10..1000].

3Ha4yeHue no ymonyaHuio
50

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# history size 20

logout

[aHHoi KomaHaol 3aBepLUAeTCsl ceaHC paboThbl NOMb30BaTENS C MHTEPdENCOM KOMaHAHOK cTpoku CLI.

CuHTaKkcuc

logout

MapameTpbl

KomaHga He cofepXuT napamMmeTpoB
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Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout

monitor

[aHHo KomaHa0l BK/OYAETCS MOHUTOPUHE Tpadika Ha CETEBOM UHTepPece B PpeXnmMe peasbHoro
BPEMEHM NOMakeTHO.

PeanunsoBaHa 3anvcb gamna Tpaduka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneayollein BO3MOXHOCTbIO
konupoBaHus Ha usb/mms/flash:data/tftp-server. 3anncaxHolii B thainn gamn Tpadmka B pasgen tainnosoi
cuctemsl flash:data/ nummutuposax 1000 naketamw.

CuHTaKkcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> } ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> - uHTepdpeiic nnu rpynna nHTepdelicos, 3aJaéTcs B BUAE, ONMCAHHOM B pasaene Turbl 1 nopsiiok
MMEHOBaHUSI UHTEPIENCOB MapLIpyTU3aTopPa;

<TUN> - umsi TyHHens, 3a4a€Tcs B BUE, ONMCAaHHOM B pasgesnie Turbl 1 Nopsifiok MMeHOBaHUsS TYHHesen
MapLLpyTM3aTopa;

<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpasa yacTb NpMHMMaeT
3HauveHus [0..255];

<DST-ADDR> - IP-agpec nonyuvarens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxgasa yacTb npuHMmaet
3HauveHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec otnpaBuTens, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4actb NpUHUMaeT
3HayeHws1 B LWecTHaauarepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> — IPv6-agpec nonydarens, 3agaétcsa B suge X:X:X:X::X, rae kaxnasa yactb npuHMmaet
3HayeHws B LWecTHaauarepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasutensa nnu nonyyarens, 3agaércsa B suge AAA.BBB.CCC.DDD, rge kaxaas yacTb
npUHUMaEeT 3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec otnpaButens unv nosyyarens, 3agaértca B suge X:X:X:X::X, rae kaxaasa 4yactb
MPVHMMAaET 3HaYeHNs B LWecTHaauatepnyHom popmarte [0..FFFF];

67



E-SBC. CnpaBoyHuK komaHp, CLI

<SRC-MAC> - MAC-agpec otnpasutens ethernet-kagpa, 3agaetcs B Buge HH:HH:HH:HH:HH:HH, rae kaxpgas
HH-yacTb NpUHUMaET 3HaueHus B LiecTHaauatepuyHom dpopmare [0..FF];

<DST-MAC> - MAC-agpec nonyuyarens ethernet-kagpa, 3agaetcs B suge HH:HH:HH:HH:HH:HH, rae kaxpaasn
HH-yacTb NpUHUMaET 3HaueHus B LiecTHaauatepuiHom dpopmare [0..FF];

<SRC-MAC> - MAC-agpec otnpaBuTens wav nony4darens ethernet-kagpa, 3agaetcs B Buge
HH:HH:HH:HH:HH:HH, roe kaxgas HH-yacTb NpMHMMaeT 3Ha4YeHus B LWecTHaauatepuuHom dpopmare [0..FF];

<TYPE> - Tvn npoToKO/a, NpyHMMaeT 3HaveHus: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpasuTens, npuH1uMaeT 3HaveHus [1..65535];
<DST-PORT> — Homep TCP/UDP-nopTa nony4arens, npuHuMaeT 3HadeHus [1..65535];
<PORT> — Homep TCP/UDP-nopTa oTnpaBuTe/st Un nonydarens, nprHMmaeT 3HadeHus [1..65535];

<VALUE> — KO/IM4ecTBO NakeToB, Moc/e noyyeHns KoTopbiX aHans 6yaeT OCTaHOB/IEH, YKa3blBaeTCs B
ananasoHe [1..4294967295];

detailed — nHcopmayms BblgaeTcs B 4ETA/IM3MPOBAHHOM hopmare.

<FILE> - 3anucb gamna Tpadmka B paiin ¢ NobbiM paclumpeHnem — .pcap, .pcapng, .txt n ap.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap

ping
[aHHasa KomaHaa ncnonb3yeTcs A/151 NPOBEPKM AOCTYMHOCTM yKa3aHHOrO CETEBOrO YCTPOICTBA.

CuHTaKkcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6é } ] [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl

<VRF> - nmsa ak3emnnspa VRF, 3agaétca ctpokoii go 31 cumsona;
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<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rge kaxgasa 4yactb NpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoicTBa, 3aaaétca B Buge X:X:X:X::X, rge kaxkgas 4actb NPUHUMAET 3HaYeHns
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums ycTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepATb AOCTYNHOCTb NPV NMOMOLLM ipv4-NakeToB;
* ipv6 — NpoBepsiTb AOCTYMHOCTb NPY NOMOLLY ipV6-NakeToB.

<TTL> - Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHune [1..255], no ymonuaHuio 64;
<COUNT> - Ko/MuecTBO nepeAaBaeMbIx NakeToB [1..4294967295], no ymonyaHuio 5;

<SIZE> - pa3mep icmp-nakeTta B 6aiitax, npuH1MaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYeT 64 6aritam nocne gobasneHms 3aronoska ICMP n 84 6aintam nocne gob6asneHns ip-3arofoBka;

<TIMEOUT> — Bpems oxugaHusa 0TBeTa, B cekyHaax. Onums BAvSeT Ha TaliMayT, eC/iv OTCYTCTBYIOT Kakue-
60 OTBETHI, B MPOTVBHOM C/lyyae yTunuTa xgeT asa RTTs. MprHumaeT 3HadeHue [1..60], no ymonuaxuto 1
CeKyHaa;

<INTERVAL> — nHtepBas1 Mexay oTnpaBkaMu icmp-naketoB B MUIJIMCEKYHAAX, MPUHUMAET 3HaYeHne
[200..60000], no ymonuanuio 1000.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHMMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTepdpeiica MapLIpyTU3aTOPa, Yepes KOTOPbI ByayT OTNpaB/eHbl NakeTbl, 334aETCA B BUAE,
onucaHHOM B pasaene Turbl 1 Nopsaok MMEHOBaHNA MHTephencoB MmapLupyTi3aTopa;

<TUN> — umsi TyHHenst MapLupyT13aTopa, Yepes KoTopblii 6yayT oTnpaBneHbl NAakeTbl, 334aETCA B BUAE,
OnMcaHHOM B pasaene Turbl 1 NopsaoK MMEHOBaHNA TYHHENE MapLupyTn3aTopa;

<HEX> — wabnoH AaHHbIX, KOTOPbIM OYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHAALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHumMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

flood — npu ykasaHumn gaHHO KOMaHAbl NakeTbl BYAYT OTNPABMATLCS C MAKCUMA/IbHON CKOPOCTbH, OTBETbI OT
yCTpolicTBa He OTOBPaXKATCA [0 OKOHYAHUS BbINOMIHEHNS KOMAHAbI;

broadcast — npu ykazaHun fgaHHOW KoMaHAbl 6yAeT paspeLleHo OTNPaB/IATb NaKeTbl Ha LWMPOKOBeLLaTe IbHbIi
afpec;

detailed — npu ykaszaHum gaHHOro kntoya 6yaeT BbIBOAUTLCA NOHAsA MHGOpMaLMs 0 icmp-oTBeTax 1 06LLas
cTaTucTmka paboTbl KOMaHApbl. Be3 ykasaHusi — TO/IbKO CTaTUCTUKA.

<STRATEGY> — cTpaterus oparmeHTaLmmn nakeTos, NPUHMMAaET OAHO 13 CNeayoLwmnx 3HaYeHNI:

+ allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeaTtb coniar DF (don't fragment);

« discovery-pmtu — BbINonHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/IM pa3Mep
nakeTa C/INLLKOM OO0NbLUOIA;

+ disallow-fragmentation — 3anpeTTb chparmeHTaLuto, B TOM YMC/IE SIOKASIbHYIO.

<INFO> - Tonbko ans IPv6. Otnpaska ICMPv6 Node Information Queries (RFC4620), BmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHoLWmMX 3HAYEHWIA:

* name — 3anpoc DNS-umeH(n) y3na;
* ipv6 — 3anpoc IPv6-agpecoB y3na;
* ipv6-global — 3anpoc rno6anbHbIX IPV6-aapecos y3na;
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* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecos y3na;

+ ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

+ ipv4-all - 3anpoc IP-agpecoB co BCex CeTeBbIX MHTEPIENCOB y3na.

Heob6xoauMbIii ypoBeHb NpuBUIeruin
1

KomaHAHbIi pexum
ROOT

Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms
--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms

rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fc00::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--— fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms

rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

[aHHoi KomaHaol OCyLECTBNAETCA OTMEHA paHee 3an/1aHMpPOoBaHHON nepesarpy3ky yCTpPoncTBa.

CuHTaKkcuc

reload cancel

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# reload cancel

reload esbc force

[aHHoi KomaHaol ocyulecTnseTcs nepesanyck MO ESBC.

CuHTakcuc

reload esbc force

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
ROOT

Mpumep:

esr# reload esbc force

reload system

[JaHHO KOMaH/10Vi OCyLLEeCTB/ISIETCS Nepe3arpy3ka ycTpoiicTsa.

CuHTakcuc

E-SBC. CnpaBoyHuK komaHp, CLI

reload system { in { <MINUTES> | <HOUR>:<MINUTES>} | at <TIME> <DATE> }

MapameTpbl

<HOUR> — Ko/M4eCcTBO YacoB [0 nepesarpysku,

<MINUTES> — Konim4ecTBO MUHYT A0 Nepe3arpysku,

<TIME> — To4uHOe Bpems nepesarpysku B popmate HH:MM:SS:
HH — yacbkl B gnana3soHe [0..23],
MM — MuHyTbI B agnana3soHe [0..59],
SS - cekyHabl B avanasoHe [0..59].

<DATE> - pata nepesarpy3ku B oopmate DAY MONTH YEAR:

DAY - aeHb nepesarpysku, NPUHUMAaEeT 3HaueHne B amanasoHe [1.

31],

71



MONTH - mecsu, nepe3arpysku, NpUHUMaeT O4HO U3 3HAYEHWIA:

YEAR - rog, nepe3arpy3sku, NpMHUMaeT 3HaueHne B gvanasoHe [2001..2037].

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHAHbIi pexum

ROOT

MNpum

esr# reload system

show alarms brief

january
february
march
april

may

june

july
august
september
october
november
december

ep:

E-SBC. CnpaBoyHuK komaHp, CLI

[JlaHHOli KOMaHOo BbIBOANTCA KpaTKasi UICTOPUSt aBapuii Ha MapLipyTM3aTope (aKTUBHbIX U 3aBEPLUEHHbIX).

CuHTaKkcuc

show alarms brief

MapameTpbl

KomaHga He coaepXut napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUMETAIA

10

KomaHZHbIi pexum

ROOT
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E-SBC. CnpaBoyHuK komaHp, CLI

Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description
major environment 2000-03-31 17:27:38 2000-03-31 17:31:53 Reserve Power Supply
Fault

show alarms brief active

[laHHOV KOMaH/10¥i BLIBOAMTCS KpaTkasi MHDOPMaLMs O TeKyLLMX (aKTVBHbIX) aBapusix Ha MapLUpyTHU3aTope.

CuHTakcuc

show alarms brief active

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbI pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 2000-03-31 16:47:05 - Reserve Power Supply
removed

show alarm settings

[JlaHHOli KOMaHAOo BbIBOANTCA MHpOpMaLMsi O HACTPOiKax MOPOroB cpabaTbiBaHUS aBapuii.

CuHTakcuc

show alarm settings <TYPE>
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MapameTpbl

<TYPE> - Tvn aBapwuii:

« facility — noporu aBapuii, cBsiaHHbIX C OKpy>eHneMm (ckopocTb FAN, Temneparypa npoueccopa u

[laTUMKOB);

* memory — Noporu aBapuii, CBA3aHHbIX ¢ cBO60AHLIM NpocTpaHcTeoM NAND 1 RAM,;
* process — Nopory aBapuii, CBA3aHHbIX C 3arpy3Kol npoweccopa.

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show alarm facility

fan-speed:
high:
low:

temperature CPU:
critical high:
critical low:
overheat high:
overheat low:
supercooling high:
supercooling low:

temperature sensorl:
overheat high:
overheat low:
supercooling high:
supercooling low:

temperature sensor2:
overheat high:
overheat low:
supercooling high:
supercooling low:

temperature sensor3:
overheat high:
overheat low:
supercooling high:
supercooling low:

show history

[laHHOi KOMaH/10Vi Ha AMCNei BbIBOAUTCS MHGDOPMALIMS O KOMaHax, KOTOpble UCMOMb30Ba/IUCH B TEKYLLE
CECCUW, NN O KOMIMYECTBE COXPAHSEMbIX KOMaH.

CuHTakcuc

show history [size | <NUM> ]

80
75

95
92
80
78
-12
-15

60
57
-12
-15

60
57
-12
-15

60
57
-12
-15

E-SBC. CnpaBoyHuK komaHp, CLI
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MapameTpbl

E-SBC. CnpaBoyHuK komaHp, CLI

size — MakCcMMaslbHOEe YMCNO NOC/eAHNX BBEAEHHbIX KOMaHA, N0Nb30BaTe s, KOTOPblE COXPaHATCA B MCTOPUM
KOMaHz, TekyLlein ceccum.

<NUM> - KonnuyecTBo nocneaHnx BBeAEHHbIX KOMaH/, Nosib30BaTe s, KOTopble HE0GX0ANUMO 0TO6PAa3UTh

[0..100].

3HayeHue No ymosiMaHuio

0. CoOTBETCTBYET BbIBO/Y BCEIT UCTOPUN BBEEHHbLIX KOMAHL,

Heo6xoauMbIii ypoBeHb NpuBUerui

1

KomMaHAHbIV peXxum

ROOT

Mpumep:

esr# show history

1
2
3
4
5
6
.

enable

show history
configure

service nat
service nat source
exit

show history

show system reload

[aHHoi KomaHAoW Ha Avcnael BbIBOAUTCSA MHApOpMaLMS O KOMaH4ax, Aarte u BpeMeHW 3aniaHnpoBaHHOM
nepesarpysku.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui

1

KomaHgHbIii pexum

ROOT
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E-SBC. CnpaBoyHuK komaHp, CLI

Mpumep:

esr# show system reload
System reload is scheduled for 2022-08-10 13:02:02

show tech-support

[JaHHas KomaHa Ucnosnb3yeTcs 4718 c6opa KOMMIEKCHO CUCTEMHOI MHG)opMaLMK C YCTPOIACTBA.

CuHTakcuc

show tech-support

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbI pexum
ROOT

Mpumep:

esr# show tech-support
| hhkkkhkhkkkhkhkhkkhkhkhkkhkhkhkkhkkhkhkkhkkhkhkhkkhkhkhkkhkhkhkkhkhkhkkkhkhkhkkhkhkhkkkhkk | 100% Success .

Show tech-support output available at: flash:data/20110413_112242_show_tech-supz

The created archive may contain private data. You can delete them yourself
Execute time 58.995103 sec

ssh

[JaHHasi KomaHga UCrosb3yeTcs 4718 NOAKMOUEHNS K YAA/IEHHOMY Y371y MO NpoTokony SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa ctpokoit 4o 31 cMmBona;
<USERNAME> — nms nonb3oBatens, 3agaétcsa CTPoKoi Ao 31 cumBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxgasa 4actb NpUHMMaeT
3HaueHus [0..255];
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E-SBC. CnpaBoyHuK komaHp, CLI

<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3afaéTcs B Buae X:X:X:X::X, re Kaxaas 4actb NpUHAMAET 3HaUEHNS
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums ycTpoicTBa, 3a4aETCsi CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopta, npocnylumBaemoro SSH-cepsepom, NprHuMaeT 3HaueHus [1..65535]. Mo
YMO/THaHWNI0 YCTaHOBNEHO 22;

<VERSION> - Bepcusi SSH-npoToko/a, NpuHMMaeT 3HadeHus [1..2]. Mo ymonuaHuio ucnonb3yetcs Bepcus 1;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHMMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgas yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnuMaeT 3HauveHme [0..63], 3HaueHune no
ymonuaHuio 0.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the 1list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[laHHas KomMaHAa Ucnonb3yeTcs AN NOAKYEeHN K yaasieHHoMY Y3y no npotokosny Telnet.

CuHTaKkcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs ctpokoi o 31 cumsona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétca B Buge AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NnpuHMMaeT
3HaueHus [0..255];
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E-SBC. CnpaBoyHuK komaHp, CLI

<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3afaéTcs B Buae X:X:X:X::X, re Kaxaas 4actb NpUHAMAET 3HaUEHNS
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums ycTpoicTBa, 3a4aETCsi CTPOKOW A0 253 CUMBO/IOB;

<PORT> - Homep TCP-nopTa, npocnylumBaemoro SSH-cepeepom, NprHUMaeT 3HaueHus [1..65535], no
yMO/14aHuio 23;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mMapLipyTu3aTtopa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgasi 4acTb npuHuMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAUYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnumMaeT 3HauveHme [0..63], 3HaueHune no
ymonuaHuio 0.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character 1is 'A]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:
Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)
* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015
(tester@kubuntu ~) $

terminal datadump

KoMaHaa nucnonb3yetcs A5 BbIK/TOUEHMS NOCTPAHNMYHOIO pexvMa BbiBOAAa TPACCUPOBOK A5 TEKYLLE
ceccun.

cnonb3oBaHue oTpulaTenibHol KoMaHbl BK/OYaEeT NOCTPaHMYHbIV PEXUM BbiBOAA TPACCHMPOBOK.

CuHTaKkcuc

[no] terminal datadump

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.
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E-SBC. CnpaBoyHuK komaHp, CLI

Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# terminal datadump

terminal mode
KomaHga ncnonb3yetcs Ans nepektoyeHns pexumMa paboTbl TepMrHana ans TEKYLLEN CecCumn.

icnonb3oBaHWe oTpuLaTeibHOM KoMaH/bl BK/TOYaET Ye/T0BEKOUMTAEMbI PeXrM paboTbl TEpMUHANA.

CuHTaKkcuc

terminal mode { human | machine }

MapameTpbl

human - yenoBekouNTaeMbI peXUM paboTbl TEPMUHANA, COAEPXKUMOE TEPMUHAIA NEPEPUCOBLIBAETCS NP
KaK/10M M0/1b30BaTe/IbCKOM BBOZE, NpefHa3HaYeH A/151 MHTEPaKTUBHOIO 1CNO/Mb30BaHWS;

machine — MalWVHHLIN pexym paboTbl TEPMIHANE, COAEPXUMOE TePMUHAIA He NePEePCOBLIBAETCS NP
no/sib30BaTeNIbCKOM BBOZE, NpeaHasHavueH 415 B3aumogeiicTeus ¢ CLI yepes ckpunTbl.

HeoG6xoaumbili ypoBeHb NPUBUETAIA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# terminal mode machine

terminal resize

KomaHga ucnonb3yeTcsi A8 MacliTabypoBaHus pasmepa TepMuHana nof pasMep okHa Nnpyu MCnosb30BaHNm
KOHCO/TbHOTO MOAK/THOYEHUS.

CuHTakcuc

terminal resize
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# terminal resize

traceroute

[aHHasi KomaHa UCMonb3yeTcs A1 TPACCMPOBKM MapLLpyTa [0 yKa3aHHOro CETEBONO YCTPOIACTBA.

CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } 1 }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | interface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dicmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> 1} ]

MapameTpbl
<VRF> — ums ak3emnnspa VRF, 3agaétcsa ctpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B sBuae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb NpUHMMaeT
3HavyeHus [0..255];

<IPV6-ADDR> - IPv6-agpec ycTpoicTsa, 3a4aétca B Buge X:X:X:X::X, rae kaxgasa 4yacTb NpMHUMAET 3Ha4YeHus
B LWecTHaauarepuuHom copmare [0..FFFF];

<HOSTNAME> — DNS-ums ycTpoicTsa, 3a4aéTcsa CTPOKO A0 255 CMMBONOB;

* ip — NpoBOANTbL TPACCUPOBKY NPW NOMOLLM ipv4-NakeTos;

* ipv6 — NpoBOAMTL TPACCUPOBKY NPW NOMOLLM ipv6-NakeToB.
<FIRST-TTL> — BpeMs xun3Hu |IP-nakeTa, 3Ha4eHNEe C KOTOPOro Ha4YMHaEeTCA TpacCupoBKa MapLIpyTa,
npuHMMaeT 3HadeHue [1..255], no ymonuanuio 1;

<MAX-TTL> — Bpemsi Xun3Hu IP-nakeTta, 3Ha4YeHNEe Ha KOTOPOM 3aKaHUYMBAETCA TpacCMpOBKa MapLUpyTa,
npuHMmaeT 3HadeHue [1..255], no ymonuaxuio 30;

<TIMEOUT> - BpeMsi oxXngaHusa oTBeTa, B cekyHaax. Onuusa BAUSIET Ha TallMayT, eCIN OTCYTCTBYHOT Kakue-
NMGO OTBETHI, B MPOTUBHOM c/lyyae yTunuTa xaeT asa RTTs. MpuHumaet 3HaueHue [1..60], no ymonuanuio 5
CeKyHz,

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOI0 ajipeca MOXET UCMOo/b30BaTbCs Mobol IP-agpec
mMapLupyTu3aTopa, 3aaaétcs B e AAA.BBB.CCC.DDD, rae kaxaas 4acTb NpUHUMaET 3HadeHus [0..255];
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<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAUYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTeppeiica MapLIpyTU3aTOPa, Yepes3 KOTOPbI GyayT OTNpaB/eHbl NakeTbl, 334aéTcA B BUAE,
onMcaHHOM B pasaene Turbl 1 Nopsaok MMEHOBaHNA NHTephencoB MapLupyTi3aTopa;

<TUN> — umsi TyHHenst MapLupyT13aTopa, Yepes KoTopblii 6yayT oTnpaBneHbl NAakeTbl, 334aETCA B BUAE,
onMcaHHOM B pasaene Turbl 1 NopsaoK MMEHOBaHNA TYHHENE MapLupyTn3aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHnumMaeT 3HauveHme [0..63], 3HaueHune no
ymosnyaHuto 0;

<PORT> - Homep TCP/UDP-nopTa, npuHMMaeT 3HadeHue [1..65535], 3HaueHne no ymonyanuio 53 ans UDP n 80
ana TCP;

<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxgasa yacTb NpUHUMAET 3Ha4YEeHMUs
[0..255]. Mpwu ykazaHnM AaHHOTO NapameTpa B MCXOAALLMIA nakeT gobasnsetcs IP source routing onuus,
KoTopasi coobLiaeT MapLupyTU3aTopy, Yepes Kakow L3 AO/MKEH MapLUpyTU3NpOoBaTbCA NakeT B ceTn. Ha
601bLUIMHCTBO MapLLPYTM3aTOPOB OTK/IKOYEHA MapLLpyTM3auus No 4aHHOW Onuumn N3 COobpakeHwi
6e3onacHocTy;

<GWIPV6-ADDR> — IPv6-agpec wsio3a, 3agaétca B Buge X:X:X:X::X, rge kaxgas yactb NpUHMMAaeT 3HauYeH s B
wecTHaguaTepuuHom gopmare [0..FFFF]. Mpu ykazaHuy gaHHOTo napameTpa B UCXOASLLMIA NakeT
fo6asnsetcs IP source routing onums, KoTopasi coobLaeT MapLupyTU3aTopy, Yepes Kakom LLUN03 AO/HKEH
MapLLPYyTM3MPOBaTLCA NakeT B CETU. Ha 60/bLUMHCTBO MapLLPYTM3aTOPOB OTK/II0YEHa MapLUpyTM3aumns no
[laHHO onummn 13 coobpaxeHunin 6e30nacHOCTU.

Heo6xoaumblii ypoBeHb nNpuBUiernii
1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets
1 192.168.16.1 (192.168.16.1) 1.240 ms 1.546 ms 1.883 ms

2 192.168.27.128 (192.168.27.128) 0.451 ms 0.437 ms 0.411 ms

uptime

[aHHo KomaHa0ol OCyLLECTBNSAETCA MPOCMOTP NPOAO/HKUTENBHOCTN BPEMEHN paboThl YCTPONCTBA.

CuHTaKkcuc

uptime

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.
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Heo6xoaumblii ypoBeHb nNpuBUiernii

1

KomaHgHbIi pexum
ROOT

Mpumep:

esr# uptime
System uptime (d,h:m:s):

verify

00,00:26:35

E-SBC. CnpaBoyHuK komaHp, CLI

[laHHOI KOMaHAoV BbINOMHAETCS pacyeT XeLl-CyMMbl 719 OTAe/IbHOro dhaiina ¢ Mcnonb3oBaHMEM YKa3aHHOTo

airopMTma XeLLunmpoBaHus.

CuHTaKkcuc
verify <ALGORITHM> <FILE>

MapameTpbl

<ALGORITHM> — anroputm xeLumpoBaHus, NpuHuMaeT 3HadeHust [md>5, sha2-256, sha2-512].

<FILE> — nyTb 1 uMmA hainna ans NnpoBepky, MOXET NPUHUMATb C/ieayoLme 3HaYeHNs:

« usb://usb_name:/PATH

« mmc://mmc_name:/PATH (kpome esr-10)

+ system:candidate-config
+ system:running-config

« system:factory-config

+ system:default-config

+ system:firmware-image-1
+ system:firmware-image-2
+ system:boot-1

+ system:boot-2

« flash:critlog/FILE

« flash:syslog/FILE

« flash:backup/FILE

« flash:data/FILE

+ tmpsys:syslog/FILE

Heob6xoaumbili ypoBeHb NPUBUETAIi

15

KomaHZHbIi pexum
ROOT
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Mpumep:

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4

verify filesystem

[JaHHO KOMaH/10Vi 3amycKaeTcs NPOLECC pacyeTa XeLl-CyMM /11 BCEX CUCTEMHbIX (haiifioB MapLupyTm3atopa
11 CPABHEHWSI C 3TA/TOHHLIMM 3HAYEHVSIMU. B pe3ynbTaTte BbIBOAMTCS MHpOPMALS O COOTBETCTBUM
paccUMTaHHbIX XeLl-CyMM 3Ta/IOHHbIM.

CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntoy, oTBEUaOWMI 3a NOAPOGHLIV BbIBOA, MHGOPMALMKX O MPOBEPKE KaxKAoro duainna.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbIi pexum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

[JlaHHOli KOMaHAOo 3anycKaeTcsi NPOLECC NPOBEPKM BHELLHETO HOCUTENSA Ha Ha/IMuMe OLWNGOK.

CuHTakcuc

verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl

<ID> — Homep nogkntoyeHHoro USB-HocuTensa no nopsaky;

83



E-SBC. CnpaBoyHuK komaHp, CLI

<USB-NAME> - ums nogkitodeHHoro USB-Hocutens. MiMsa MOXHO y3HaTb B BbiBOAe KOMaHabl show storage-
devices.

mmc — KAKY 4714 NPOoBEPKN YCTaHOB/TIEHHOIO MMC-HOCUTENA.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): y
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.
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6 YnpaBneHue nporpaMMHbIM 06ecrneyeHnem 1 KoHdurypaumei

+ archive

+ auto

* banner exec

+ banner login

+ boot host auto-config
* boot host auto-update
+ boot system

* by-commit

+ commit

+ commit check

+ confirm

* copy

+ count-backup

+ delete

« dir

* merge

+ path

* restore

+ rollback

+ save

+ show bootvar

+ show boot-licence

+ show candidate-config

+ show configuration changes
+ show crypto certificates

+ show licence

+ show running-config
+ show storage-devices
+ show usb

+ show version

* time-period

* type

+ unmount storage-device

+ update crypto default

archive

E-SBC. CnpaBo4yHuK komaHz CLI

[JaHHOV KOMaH/OVi OCYLLECTBSIETCS NEPEXOA B PEXNM HACTPOWKM NapamMeTpoB pe3epBUpOBaHIs

KOHUrypaumm.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaH/bl (N0) ycTaHAB/IMBAET 3HAUYEHVE MO YMOUAHUIO 4715

napaMeTpoB pPe3epBUPOBaHNS KOHGMIypaLyn.

CuHTaKcuc

[no] archive

MapameTpbl

KomaHga He cogepXuT napameTpoB.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

E-SBC. CnpaBoyHuK komaHp, CLI

[aHHo KomMaHa0l BK/OYAETCS PeXnM co3gaHmsa dpaina pe3epBHO KoHdMrypaumm Ha yaaneHHom cepsep u/

U NOKa/TbHO Yepes yKasaHHbIi NpoMexyTok BpeMeHu (pasgen time-period).

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) BbIK/IHOUYAET PEXMM OTNPABKM Yepes yKazaHHbIl

NPOMEXYTOK BPEMEHMN.

CuHTaKkcuc

[no] auto

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

HeoOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHZHbI pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[aHHoi KomaH10Vi 3a4aéTcs TEKCTOBOE COO06LLEeHME, BbIBOAVMOE MOC/IE YCNEeLIHOW ayTeHTUdmMKaLmm

Nnosib30BarTesid Ha MapLipyTnsarope.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yaansieTcsi TEKCTOBOE CO06LLIEHME, BbIBOAUMOE NOC/e

ycneLuHol ayTeHTUdMKaLmMI Nob30BaTe s Ha MapLLpyTU3aTope.
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CuHTakcuc

banner exec <BANNER>
no banner exec

MapameTpbl

<BANNER> - TekcToBOE CO06LLEHNE, 3a4aETCH B KaBblukax CTPoKon Ao 2047 CMMBOOB.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum

CONFIG

Mpumep:
esr(config)# banner exec '  ————=- Hello! This 1is an Eltex router.----—-
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.

banner login

[JaHHo KoMaHoVi 3a4aETCsl TEKCTOBOE COO06LLEeHME, BbIBOAVMOE 10 ayTeHTU(UKaLMM No/Ib30BaTeNst Ha
MapLUpyTU3aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> — TekcToBO€E CO06LLEHME, 3a4aETCS B KaBblukax CTPOKoW a0 2047 cMmBOOB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum

CONFIG

Mpumep:
esr(config)# banner login ' ————= Hello! This 1is an Eltex router.-----
\n-—--- Unauthorized connection is prosecuted by the law of the Russian Federation. ----- !
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boot host auto-config

JaHHaa komaHga BKNHOYaeT 3arpy3ky KoHgurypaumm mapLupytmsaropa npu nomowm npotokosa DHCP Option
54 (IP-appec TFTP-cepBepa) 1 67 (ums caiina koHdurypauum).

icnonb3oBaHue oTpuuaTesibHol (DOPMbl KOMaH/bl (N0) OTK/OYAET 3arpy3ky KOH(Urypauum mapLipytusaropa
npu nomoLy npotokona DHCP Option 66 n 67.

CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

3HayeHue No ymosiMaHuio

OTK/IH0YEHO.

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

boot host auto-update

[JlaHHan komaHa Bk/ouaeT 3arpy3ky MO mapLupyTtusatopa npu nomolym npotokona DHCP Option 54 (IP-
aapec TFTP-cepeepa) 1 nmvs gpaiina Mo B none FILE 8 DHCP OFFER. Mpw ncnonb3oBaHWM COBMECTHO ¢ boot
host auto-config o6HoBneHne MO nmeeT 6oee BbICOKUIA NPUOPUTET.

Micnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) OTK/oYaeT 3arpysky MO mapLupyTusaTopa npw
nomowu npotokosa DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
10
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3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# boot host auto-update

boot system

[aHHasi KomaHga CnyxuT ons Bbibopa akTMBHOro obpasa NporpammHOro obecneyeHus, 3arpy>XeHHoro Ha
YCTPOWCTBO.

CuHTaKkcuc
boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaHMe o6pa3a NnporpaMMHOro obecneyeHmns, KOTopbIil ByAET 3arpyXKaTbCs Ha YCTPOMCTBO:

+ image-1 — cnegytowas 3arpyska ycTpoincTea 6y4eT BbINONHEHA U3 nepBoro obpasa Mo;
+ image-2 — cnepytowas 3arpyska ycTpoinicTea 6y4eT BbINoNIHEHA U3 BTOPOro obpasa MNo;
* inactive - cnepytoLan 3arpyska ycTporictsa 6y4eT BbINosIHEHA C HeakTUBHOro obpasa Mo.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[ aHHO KOMaH/I0Vi BK/THOYAETCA PEXUM OTNPaBKM (daiina KoHUrypauum Ha cepeep pe3epBMpoBaHis nocne
YOA4YHOro NPUMEHEeHUst KOHUrypaLmu.

icnonb3oBaHue oTpuLaTeNIbHoO DOPMbI KOMaH bl (N0) BbIK/HOUYAET PEXIUM OTMNPAaBKM NOC/E YAa4HOro
MPYMEHEHNS KOHGMIypaLyn.
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CuHTakcuc

[no] by-commit

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KomMaHAHbIV peXxum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

commit

[laHHas komMaHza No3BOJISIET NPUMEHUTDL (CAenaTb AelcTBYOLWMMN) n3MeHeHus koHdurypauum. RUNNING-
KOHurypauums 3amewaetcs koHdurypaumein CANDIDATE. [ins Toro 4tobbl NPUMEHEHHbIE U3MEHEHUS CTan
MOCTOSIHHO AENCTBYOLWUMY, 3Ty Onepaumio HeobxoAMMO NOATBEPAUTL KOMaHAOoM confirm B Te4eHne BpeMeHN,
He NPeBbILIALLETND BpeEMS AeCcTBUA Talimepa noaTeepxaeHus (no ymonyanduto 600 cekyHz, U3MEHSIETCS Npu
nomoLm komaHapl system config-confirm timeout).

CuHTakcuc

commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT?> — KOMMEHTapui1 K JaHHOMY U3MEHEHWNI0 paboyeli KoHurypaummn. 3a4aéTcst TEKCTOBOIN CTPOKOIA
0o 31 cnvBona;

<TIMEOUT> — nHTepBan BpeMeHun B cekyHaax nocse Beoga KomaHabl commit 4o BOCCTaHOB/IEHNS
npeplayLiein Bepcum KoHdurypauum npy oTCyTCTBUM KOMaHAbl confirm, NPHUMAET 3Ha4YeHne B CekyHaax
[120..86400].

3Ha4yeHue no ymonyaHuio
<COMMENT> - nycTolj;

<TIMEOUT> — HacnepgyeTcs 3Ha4yeHune yCTaHOB/IEHHOe KoMaHaon system config-confirm timeout.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
10
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KomMaHAHbIV peXxum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# commit

3MEHEHNS KOHQUTypaLuy MPYMEHEHBI.

commit check

[aHHaa komaHza no3sonset nposanmamposatb KoHurypaumio CANDIDATE, noka nsmeHeHuns He NpuMeHeHbI.

CuHTakcuc

commit check

MapameTpbl

OTcyTCTBYIOT.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
10

KomaHZHbIi pexum
ROOT

Mpumep:
esr# commit check

3MeHeHns1 KoHUrypaLuum nprMeHeHb!.

confirm

KomaHga npegHasHaveHa /15 NOATBEPXAEHNS NPUMEHeHNs KoHdurypauun. Ecnv B TedeHne 3aaHHoro
BpeMeHm (no ymonyaHmio 600 cekyHA, M3MeHsIeTca Npy NOMOLLM KomaHabl system config-confirm timeout)
nocne NpMMeHeHUs KoHUrypaumm KomaHgoin commit He 6b110 BBEAEHO NOATBEPXAEHWE, NPOU30naeT
aBTOMaTUYeCKUin OTKaT Ha [AelCTBYIOLLYI0 paHee KOHurypauuio. ABToMarnyeckas cmcteMa oTkaToB
npegoTBpallaeT cuTyalmm NoTepu CBsA3n ¢ YCTPONCTBOM.
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CuHTakcuc

confirm

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoauMbIii ypoBeHb NpuBuierui

3Ha4veHue No ymMosiHaHuio
110

KomMaHAHbIV peXxum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# confirm

MoaTBepXAeHNE U3MEHEHWI B KOHGUTypaLyn.

copy

E-SBC. CnpaBoyHuK komaHp, CLI

JaHHasa koMmaHaa Cny>XuT 418 KonMpoBaHuA (baVIﬂOB Mexay passiMyHbIMU NCTOYHUKaMIN W nonyvaTesiaMn.

CuHTakcuc
copy <SOURCE> <DESTINATION>
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MapameTpbl
<SOURCE> — ncto4uHuk, 3anaétcs B BUae:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, koTopbIin cnywaet TFTP-cepBep, otgensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIN NYyTb K panny Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
« <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHocuTenbHbIN NYyTb K hanny Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMs Nosb3oBaTensi (HaCTPOUTbL UMS NOJIb30BATEsS MO YMOMHYAHMID MOXHO KOMaHZoM ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOUYaHMI MOXHO KOMaHzoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, koTopbIin cnywaet TFTP-cepsep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> — oTHOCUTENbHbIV UM abCONOTHLIN NyTb K haliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — UMs Nosb3oBaTensi (HaCTPoOUTbL UMS NOJIb30BATEsS MO YMOMYAHMID MOXHO KOMaHZAoM ip
ftp client username, onucaHHoli B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOHYaHMI MOXHO KOMaHzoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
AaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHbIe CKOBKM «[]»);
+ <path> — oTHOCUTENbHbIV UM abCONOTHBIN NyTb K haliny Ha FTP-cepsepe.
. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec SFTP-cepsepa;
* <user> — UMs Nosb3oBaTensi (HaCTPOUTbL UMS NOJIb30BATEsS MO YMOMYAHMID MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYAHMI MOXHO KOMaHoii ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopbIin cnywaeT SFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> — oTHocuTenbHbIN NYyTb K hanny Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdeic ans link-local agpecos;
* <user> — UMs Nosb3oBaTenst (HaCTPoOUTbL UMS NOJIb30BATEsS MO YMOTHYAHMID MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposib MO YMOYAHMI MOXHO KOMaHoii ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopblii cnywaet SFTP-cepsep, otaensietcs ot IPvé-agpeca cumBonom '# nnam ' (B
[JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/OUeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHocuTenbHbIN NYyTb K hanny Ha SFTP-cepsepe.
« scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMs Nosb3oBaTensi (HaCTPOUTbL UMS NOJIb30BATEsS MO YMOMHYAHMID MOXHO KOMaHZoM ip
ssh client username, onucaHHoi B ip ssh client username);
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<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — noprt, koTopblli cnywaeT TFTP-cepsep, oTaensercsa ot IP-agpeca CMMBOIOM «#» WU «»;
<path> — OTHOCUTE/bHbI UM abCONMOTHBIN NYTb K haiiny Ha cepeepe.

+ scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogawmin cetesoi nitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/SIb30BATE/S MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucanHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOTYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepBep, otaensietcs ot IPvé-agpeca cumsosniom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — OTHOCUKTEe/bHbI UM abCONMOTHBIN NYTb K haiiny Ha cepeepe.

« http:// <ip>[<port>]:/<path> — agpec dpaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopT, Ha KoTopom 3anyueH HTTP-cepsep, otaensaetca ot IP-agpeca CMMBOMIOM «#» Un
«»,;

<path> — oTHOCUKTeNbHbLIN NYyTb K thainny Ha HTTP-cepsepe.

* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec paiina Ha HTTP-cepsepe, rae:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnn
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUEH B KBaApaTHble CKOGKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainny Ha TFTP-cepsepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepsepe, rae:

<CA-FILE> - nms dhaiina ceptmudmnkara ygocToBepsoLLero cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> - nms chaitna ny6nmnyHoro ceptudprkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaitna npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTn3aTopa;

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopt, Ha koTopom 3anyweH HTTPS-cepBep, oTaensaetcs oT IP-agpeca cMMBOMIOM «#» Un
«»,

<path> — oTHOCUKTeNbHbIN NyTb K thainny Ha HTTP-cepsepe.

+ https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLENO cCepBepa B COOTBETCTBYIOLLEM pa3aene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> - nms chaitna ny6nmnyHoro ceptudpmkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaitna npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsitu
MapLLpyTn3aTopa;

<ipv6> — IPv6-agpec HTTPS-cepBepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<port> — nopT, Ha koTopom 3anyweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnn
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOGKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainny Ha TFTP-cepsepe.

+ usb://usb_name:/PATH

usb_name - nms, HasHayeHHOe USB-HocuTeno. BO3MOXHO NOCMOTPETL KOMaHAo0i show storage-
devices (cMm. pasgen show storage-devices);
<path> — nyTb K ¢paiiny Ha USB-HocuTene.
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« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/15)
* mmc_name — nms, HazHayueHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KoMaHAou show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.

+ system:factory-config — 3aBogckast KoHpurypauus;

+ system:default-config — kKoHurypaumsa no ymonuaxuto (nycras);

+ system:running-config — TekyLias koHUrypaums;

+ system:candidate-config — koHdhurypauus, kotopas OygeT NpYMeHeHa Noc/e BbINO/IHEHNUS KOMaH/bI
commit;

+ system:firmware — nporpammHoe o6ecneyeHune yctpoicTea. KonnpoBaHve Npov3BoanTCs ¢
HeakTVMBHOro obpasa NporpamMmHoOro obecneyeHnss yCTpomncTea,

+ system:boot-1 — nepBuyHbIi 3arpy3umnk yctpoiictsa (SBI, bl1, x-loader);

+ system:boot-2 — BTopnuHbIli 3arpysumnk yctpoiictea (U-Boot, boot) Ha Bcex ycTpolicTBax, 3a
ncknroveHnem ESR-15/30/31;

+ system:boot — BTopuuHbIiA 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;

+ system:licence — pyHKUMOHANbHAA TMLEH3MSA YCTPONCTBA;

« flash:critlog/FILE — nanka ansi coxpaHeHusi COOGLLEHNIA aapa 3a BCe BPeEMS paboTbl YCTPOICTBS;

« flash:syslog/FILE — nanka gns coxpaHeHust NOroB TEKYLLEN CECCUN, COXPaHSIETCA NOC/e Nepe3arpysku;

+ tmpsys:syslog/FILE — nanka An1s coxpaHeHusi 10roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;

« flash:backup/FILE — nanka Ans coxpaHeHnsi pe3epBHbIX KONUiA TEKYLLMX KOHhurypaumii
MapLupyTM3aTopa;

« flash:data/FILE — nanka gns ckaumBaHusi haiinioB C MapLIpyTM3aTopa;

+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;

+ crypto:crl/FILE — nanka gnsa xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLLUNX LIEHTPOB;

+ crypto:private-key/FILE — nanka ans xpaHeHusi NPUBaTHbIX K/HOYe;

+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/IMyHbIX Ko4e;

+ crypto:dh/FILE — nanka gnia xpaHeHus knodeli udbdon-Xennmaxa,;

« crypto:pfx/FILE — nanka gns xpaHeHusi koHTeliHepoB PKCS#12;

+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTtudpukaumio X.509;

+ crypto:ta/FILE — nanka gnsa xpaHeHusa TA-kntouein OpenVPN.

<DESTINATION> — Ha3HaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-apgpec TFTP-cepBepa;
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepBep, otaensaeTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepBepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec haiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ncxogsawwii cetesoit nHtepdpeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMA NOJSIb30BATEsNS MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOIYAHMID MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepBep, otaenseTcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM abCONOTHLIN NyTb K thaliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdpeic ans link-local agpecos;
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<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYAHMI MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCHTENbHbIN NN abCoNtTHLIN NyTb K dhainy Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec SFTP-cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NMO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopt, koTopblli cnywaeT SFTP-cepBep, oTaensercsa ot IP-agpeca CMMBOIOM «#» UMW «»;
<path> — oTHOcuTenbHbIN NyThb K thainy Ha SFTP-cepBepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOTYAHMIO MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt SFTP-cepBep, otaensietcs ot IPvé-agpeca cumsoniom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOcuTenbHbIN NyThb K thainy Ha SFTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — napo/sib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — OTHOCUKTE/bHbI UM abCONMOTHBIN NYTb K haiiny Ha cepeepe.

« scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogawmin cetesoi nHitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMID MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/1oUeH B KBaApaTHble CKOBKM «[]»);

<path> — OTHOCUKTEe/bHbIA UM abCONMOTHBIN NYTb K haiiny Ha cepeepe.

« http:// <ip>[<port>]:/<path> — agpec dpaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopT, Ha KoTopom 3anyuweH HTTP-cepsep, otaensaetca ot IP-agpeca CMMBOIOM «#» Un
«»,;

<path> — oTHOCUKTeNbHbLIN NYyTb K thainny Ha HTTP-cepsepe.

* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec dpaiina Ha HTTP-cepBepe, rge:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<port> — nopT, Ha koTopom 3anyweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnn
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOGKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainny Ha TFTP-cepsepe.
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« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
thanna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSIOLLENO CepBepa B COOTBETCTBYIOLLEM pa3aene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — ums halina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gesie naMaTu
MapLupyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaensercs ot IP-agpeca CUMBOMOM «#» nnu
«»,;
+ <path> — oTHOCUTeNbHbIN NyTb K daliny Ha HTTP-cepBepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLENO cCepBepa B COOTBETCTBYIOLLEM pa3aene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — nms chalina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gesne naMaTu
MapLupyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwii cetesoit nHtepdpeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUEH B KBaApaTHble CKOGKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
usb://usb_name:/PATH
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MoXHO nocMoTpeTb koMaHAol show storage-
devices (cm. pasgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/15/15R/15VF):
* mmc_name — nms, HazHayueHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KoMaHAou show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.
system:candidate-config — koHcpurypauus, kotopas 6yaeT NprMeHeHa Noce BbINO/HEHNS KOMaHAbI
commit;
system:firmware — nporpammHoe o6ecneyeHne ycTpoicTea. KonvpoBaHme Npon3BogMTCS C
HeakTMBHOro o6pasa NporpamMmHoro o6ecneyeHnss yCTpomncTea,
system:boot-2 — BTopunuHbIli 3arpy3umnk yctpoiictea (U-Boot, boot) Ha Bcex ycTpolicTBax, 3a
ncknoveHnem ESR-15/30/31;
system:boot — BTopuuHbIii 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;
system:licence — chyHKUMOHa/IbHAA NULEH3US YCTPONCTBE,
system:boot-licence — 3arpy3o4Has nMLeH31A YCTPONCTBAE;
system:cluster-unit-licences — nanka gnsi XxpaHeHns AULEH3NA YCTPOWCTB B KNacTepe;
flash:data/FILE — nanka gns ckaumBaHusi chaii/ioB C MapLIpyTM3aTopa;
crypto:cert/FILE — nanka ans xpaHeHns cepTudukaTos;
crypto:crl/FILE — nanka gns XxpaHeHMs ClMCKOB OTO3BaHHbIX CEPTUMKATOB YA0CTOBEPSIOLLMX LLEHTPOB;
crypto:private-key/FILE — nanka s xpaHeHusi NpuBaTHbIX KtoYel;
crypto:public-key/FILE — nanka ans xpaHeHus ny6anYHbIX KNoYew;
crypto:dh/FILE — nanka gns xpaHeHus kitodein Auddu-Xennmaxa;
crypto:pfx/FILE — nanka ans xpaHeHusi koHTeliHepoB PKCS#12;
crypto:csr/FILE — nanka gnsa xpaHeHus 3anpocos Ha ceptudmkaumio X.509;
crypto:ta/FILE — nanka ans xpaHenuns TA-kntovein OpenVPN.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomaHgHbIi pexum
ROOT

Mpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config

Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem crypto:crl/crl.pem

count-backup

[aHHol KomaHAo ycTaHaB/IMBaeTCsA MakCMasibHOE KO/IMYECTBO JI0Ka/IbHO COXPaHAEMbIX pe3epBHbIX KON
KOHurypauuii.

Mpwn ncnonb3oBaHUM OTPULATENBHOM (DOPMbI KOMaHAbl (NO) ycTaHaBNMBAETCSI 3HAUYEHME MO YMO/TYAHMIO.

CuHTakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — MakcuMasibHOe KO/IMUYECTBO fI0Ka/IbHO COXPaHSAEMbIX Pe3ePBHbIX KONU KoHUrypaumii. MpuHumaet
3HaueHus B AvanasoHe [1..100].

3Ha4yeHue no ymonyaHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20
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delete

[laHHas KomMaHAa CNyXuT ANa yaaneHus MUEH3NI, CepTUMKATOB, KoUed.

CuHTakcuc

delete <FILE>

MapameTpbl

<FILE> — Tvn (paiina, MOXeT NpUHUMAaTb crieaytolime 3HaueHus (Mpy yaasieHne 13 nank Heo6xoAMMo yKasaTb
HasBaHwue halina):

flash:backup/FILE — nanka Ans coxpaHeHusi pe3epBHbIX KONUiA TEKYLLMX KOHburypauwmii
MapLupyTM3aTopa;
flash:critlog/FILE — nanka ans coxpaHeHUsi COO6LLIEHNIA aapa 3a BCe BPeMS paboTbl YCTPOIACTBA;
flash:data/FILE — nanka gns ckaumBaHusi chaiiioB C MapLUpyTM3aTopa;
flash:syslog/FILE — nanka gsis coxpaHeHus NoroB TEKYLLEN CECCUN, COXPaHSIETCA NOC/Ee Nepesarpysku;
tmpsys:syslog/FILE — nanka ans coxpaHeHusi /I0roB TeKyLLeli ceccum, He CoXpaHseTcsa nocrne
nepesarpysku;
crypto:cert/FILE — nanka ans xpaHeHns cepTudukaTos;
crypto:crl/FILE — nanka gns XxpaHeHMs CMCKOB OTO3BaHHbIX CEPTUMKATOB YA0CTOBEPSIOLLMX LLEHTPOB;
crypto:private-key/FILE — nanka s xpaHeHus NpuBaTHbIX KoYel;
crypto:public-key/FILE — nanka ans xpaHeHus ny6anyHbIX KNoYew;
crypto:dh/FILE — nanka gns xpaHeHus kitodein Auddm-Xennmaxa;
crypto:pfx/FILE — nanka gns xpaHeHusi koHTeliHepoB PKCS#12;
crypto:csr/FILE — nanka gnsa xpaHeHus 3anpocos Ha ceptudmkaumio X.509;
crypto:ta/FILE — nanka ans xpaHenuns TA-kntovein OpenVPN;
system:licence — nuueH3na oNA akTBaumMm yHKUMOHaNa, TPebyoLWero NMLEH3uIo;
system:boot- licence — nMueH3nsa ycTpoincTBa, NPUMEHSAOLWAACS NPy 3anycke BTOPUYHOIO 3arpy3umka;
system:cluster-unit-licences/[Serial number] — nanka gns xpaHeHUs NULEH3WIA YCTPOICTB B KNacTepe;
usb://usb_name:/FILE

+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MoXHO nocMoTpeTb koMaHAol show storage-

devices (cm. pasgen show storage-devices);

+ <FILE> - nyTb K pariny un ero umsa Ha USB-HocuTene.
mmc://mmc_name:/<FILE> (kpome ESR-10/12V/12VF)

* mmc_name — nms, HazHayeHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KoMaHAou show

storage-devices (cM. pazgen show storage-devices);
+ <FILE> - nyTb Kk pariny un ero umsa Ha MMC-HocuTene.

Heo6xoaumblii ypoBeHb NpuBUiernii

15

KomaHgHbIi pexum

ROOT

Mpumep:

esr# delete crypto:dh/dh.key
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dir
[laHHas KomaHAa No3BOsISIET 0TO6PA3NTL COAEPXMMOE BHELLHUX HocuTenei nidopmauum (USB/MMC-kapT
namsiT) U NOKasIbHbIX pa3fenoB MapLupyTusaropa.

CuHTakcuc

dir <PATH>
{ usb://<USB-device-name>/<PATH> | mmc://<MMC-device-name>/<PATH> | flash:backup/FILE |
flash:data/FILE }

MapameTpbl
<PATH> — nma nokanbHOro pasgena nnm nyTb 40 Nanky Ha BHelWHeM HocuTene. NpuHMMaeT 3HavyeHus:

+ flash:critlog/ — nanka ans coxpaHeHusi COO6LLEHNIA aapa 3a BCe BPeMs paboTbl YCTPOIACTBA;
« flash:syslog/ — nanka gns coxpaHeHusl 10TOB TEKYLLEl CECCUM, COXPaHAETCS NOC/e nepesarpysky;
« flash:backup/ — nanka gns coxpaHeHusi pe3epBHbIX KOMUIA TEKYLLMX KOHMUIypaLuii MapLupyTu3aTopa;
« flash:data/ — nanka gns ckaumBaHusi haii/ioB ¢ MapLIPyTM3aTopa;
+ tmpsys:syslog/ — nanka Ans coxpaHeHus JI0roB TeKyLLE ceccum, He CoOXpaHaeTcs nocsie nepesarpysku;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTudnKaros,;
+ crypto:crl/FILE — nanka gna xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLLUNX LIEHTPOB;
+ crypto:private-key/FILE — nanka ans XxpaHeHusi NPUBaTHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/IMyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus knodeli udhdon-Xennmaxa;
« crypto:pfx/FILE — nanka gns xpaHeHusi koHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTtudpmkaumio X.509;
+ crypto:ta/FILE — nanka gnsa xpaHeHusa TA-kntouein OpenVPN;
+ usb://usb_name:/PATH
+ usb_name — nwvs, HazHayeHHoe USB-Hocutento. Bo3MoXHO nocMoTpeTb kKoMaHAol show storage-
devices (cm. pasgen show storage-devices);
+ <PATH> - nyTb Kk dpaiiny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF)
* mmc_name — nms, HazHayeHHoe MMC-HocuTent. BO3MOXHO NOCMOTPETb KoMaHAou show
storage-devices (cM. pazgen show storage-devices);
+ <PATH> - nyTb Kk dpaiiny Ha MMC-HocuTene.

<USB-device-name> — Ha3Ha4yeHHoe cuctemolri umsa USB-Hocutens. OTobpaxaeTcs B BbiBoAe KOMaHAbl show
storage-devices usb, pasgen show storage-devices.

<MMC-device-name> — HazHayeHHoe cuctemoin M MMC-Hocutens. OTobpaxaeTcs B BbiIBOAE KOMaHAbI
show storage-devices mmc, pa3gen show storage-devices.

« flash:backup/FILE — chaiin gnsi coxpaHeHns pe3epBHbIX KOMWI TEKYLLUX KOHGIUrypaLmii
MapLUpyTU3aTopa;
« flash:data/FILE — nanka gns ckaumBaHusi haiinioB C MapLUpyTM3aTopa;

<PATH> - nyTb fo Heobxoaumoli nanku Ha USB/MMC-HocuTene.
flash:backup/FILE — chaiin gna coxpaHeHus pe3epBHbIX KOMWii TEKYLLUX KOHGIUIypaLmin MapLupyTM3aTopa;

flash:data/FILE — nanka gns ckaumBaHusi oaiinoB ¢ MapLupyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
1
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# dir mmc://EF28-D074

Name Type Size

esrl000-1.4.0-build21l.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
merge

[JaHHas KomMmaHaa CyXuT 4518 06beMHEHNS TOKASIbHOTO WU/ 3arpyXaemoro dpainna KoHgumrypauum ¢
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl
<SOURCE> — UCTOYHUK, 3a1aéTcH B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhanny Ha TFTP-cepsepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec daiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
+ <interface> — ucxogsawwii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumonom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEss MO YMOUYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYaHMID MOXHO KOMaHZoi ip ftp client password,
onucaHHoi B ip ftp client password);
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM abCONOTHLIN NyTb K thaliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ucxogawwii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsNs MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMID MOXHO KOMaHZol ip ftp client password,
onucaHHoi B ip ftp client username);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);
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*+ <path> — oTHOCUTENbHbIN M abCONOTHLIN NYTb K haiiny Ha FTP-cepsepe.
. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-apgpec SFTP-cepsepa;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMA NO/SIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOTYAHMK MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KkoTopbIin cnywaeT SFTP-cepsep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «»;
+ <path> — oTHocuTenbHbIA NyTb K dhariny Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepsepa;
« <interface> — ncxogswmin cetesoit nHTepdeiic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NOSIb30BATEsS MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYAHMI MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);
« <port> — nopT, KoTopbIii cnywaet SFTP-cepsep, otaensietcs ot IPve-agpeca cumsoniom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/oUeH B KBaapaTHble CKOBKM «[]»);
+ <path> — oTHocuTenbHbIA NyTb K dpariny Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NOJSIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ssh client username, onucanHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
*+ <path> — OTHOCUTENbHbIN WM abCOMOTHBIN NYTb K haiiny Ha cepeepe.
« scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
« <interface> — ncxogswmin cetesoit nHTepdeiic ans link-local agpecos;
* <user> — UMs nosib3oBatensi (HaCTPOUTbL UMSA NO/SIb30BATEsS MO YMOTYAHMNI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);
*+ <path> — OTHOCUTENbHBIN WM abCOMOTHBIN NYTb K haiiny Ha cepeepe.
* http: //<|p>[<port>] /<path> — agpec cpaiina Ha HTTP-cepBepe, rge:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — noprt, Ha koTopom 3anyweH HTTP-cepBep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHOcUTenNbHbIN NyTb K daliny Ha HTTP-cepBepe.
* http: //<|pv6>[°/o<|nterface>][<port>] /<path> — agpec cpaiina Ha HTTP-cepBepe, rge:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
« <interface> — ncxogswmin cetesoit nHTepdeiic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUEH B KBaApaTHble CKOGKM «[]»);
+ <path> — oTHOcUTenNbHbIN NyTb K haliny Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
thanna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPAIOLLENO cepBepa B COOTBETCTBYIOLLEM pa3aene
namsaTy MapLipyTmM3aTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namsaTy MapLipyTmM3aTopa;
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+ <SK-FILE> — ums halina npyBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLLpyTM3aTopa;

+ <ip> — IP-agpec HTTP-cepBepa;

+ <port> — nopT, Ha KoTopom 3anyweH HTTPS-cepeep, otaenserca ot IP-agpeca CUMBOMOM «#» nnu
«»,;

+ <path> — oTHOCUTenNbHbIN NyTb K daliny Ha HTTP-cepBepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec daina Ha HTTPS-cepBepe, rae:

+ <CA-FILE> — nms chaiina ceptuncmkata ya40CTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pa3aene
namMaTu MapLupyTmM3aTopa;

+ <SC-FILE> — ums dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHLLEM pasgene
namMaTu MapLupyTmM3aTopa;

+ <SK-FILE> — nms halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLEM pa3gese naMaTu
MapLLpyTn3aTopa;

+ <ipv6> — IPv6-agpec HTTPS-cepBepa;

+ <interface> — ncxogsawwii ceteBoit nHtepdpeiic ans link-local agpecos;

+ <port> — nopT, Ha KoTopom 3anyuieH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B gaHHOM cnyyae IPv6-aapec Ao/mKeH 6bITh 3aK/THOUYEH B KBaApaTHble CKOOKM «[]»);

+ <path> — oTHOcuTenNbHbIN NyTb K haliny Ha TFTP-cepBepe.

« flash:data/FILE — nanka gns ckauvBaHusi oaiiioB ¢ MapLupyTM3aTopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHOHbIV peXxum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[aHHol KomaH0 onpefensaTca NPOTOKO/, apec cepBepa, a Takke pacnosioxeHve n npeguke nmeHun
thanina Ha cepsepe. Mpun BbINOSIHEHMM pe3epBUPOBaHNS K NpedIKCy MMeHn halina gobasnserca Tekyllee
Bpems n gara B popmare NMrrMmman_44mMmcCc.

icnonb3oBaHue oTpuuaTesibHo hopMbl KOMaHbl (NO) yAanseT yCTaHOB/IEHHOE 3HAYEHME.

CunHTtakcuc
path <PATH>
no path

MapameTpbl

<PATH> - chopmar nyTu 40 nNanku Ha yaasieHHOM cepBepe no npotokonam tftp/ftp/sftp/scp B ogHOM 13
cnegyowmx oopmaTos:
- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepsepa;
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
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<path> — oTHOCUKTeNbHbIA NYTb K thainny Ha TFTP-cepsepe.

- tftp://<ipv6>[%<interface>|[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:

<ipv6> — IPv6-agpec TFTP-cepBepa;

<interface> — ncxogawmin cetesoi nHitepdpeiic ans link-local agpecos;

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumsosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCUKTeNbHbIA NYTb K thainny Ha TFTP-cepsepe.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NMO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOSIYAHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopt, koTopblli cnywaeT TFTP-cepsep, oTaensetcsa ot IP-agpeca CMMBOIOM «#» UK «»;
<path> — oTHOCKTENbHbIN NN abCoNtTHLIN NyTb K dhainy Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogawmin cetesoi nitepdeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMSA NMO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYAHMI MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnylwaeTt TFTP-cepBep, otaensietcs ot IPvé-agpeca cumsosiom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/0UeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOCHTENbHbIN NN abCoNtoTHLIA NyTb K Goaitny Ha FTP-cepsepe.

. sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-apgpec SFTP-cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOTYAHMI0 MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopsblii cnywaet SFTP-cepsep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOcHTenbHbIN NyTb K (hainy Ha SFTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxogawmin cetesoi nHitepdpeiic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTbL UMSA NO/Ib30BATEsS MO YMOYAHMI0 MOXHO KOMaHZoM ip
sftp client username, onncaHHoii B ip sftp client username);

<password> — naposib (HaCTPOUTb Naposib MO YMOIYAHMI0 MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnylwaeTt SFTP-cepBep, otaensietcs ot IPvé-agpeca cumsoniom '# nam ' (B
JaHHOM cnydae IPv6-agpec Ao/mkeH 6biTh 3aK/1oUeH B KBaApaTHble CKOBKM «[]»);

<path> — oTHOcuTenbHbIA NyTb K (hainy Ha SFTP-cepsepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATESS MO YMOYAHMI0 MOXHO KOMaHZoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopsblii cnywaeT TFTP-cepep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — OTHOCUTEe/bHbI UM abCONMOTHBIN NYTb K haiiny Ha cepeepe.

+ scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;
<interface> — ncxogsawmin cetesoi nHitepdpeiic ans link-local agpecos;

104



E-SBC. CnpaBoyHuK komaHp, CLI

* <user> — UMs Nosib3oBatensi (HaCTPOUTbL UMSA NO/SIb30BATEsS MO YMOYAHMI MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoi B ip ssh client username);

+ <password> — naposib (HaCTPOUTbL Naposib MO YMOYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);

* <port> — nopT, KoTopblii cnywaeTt TFTP-cepsep, otaensietcs ot IPvé-agpeca cumBosiom '# nnm ' (B
JaHHOM cnydae IPv6-agpec Ao/mKeH 6biTh 3aK/oUeH B KBaApaTHble CKOBKM «[]»);

+ <path> — OTHOCUTENbHbIN N abCONIOTHLIM NYTh K halisly Ha cepeepe.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[aHHasi KoMmaHga No3BONSET OTMEHUTbL NPUMEHEHHYHO, HO HEMOATBEPXKAEHHYIO KOH(PMIypaumo 1 BEPHYTLCS K
nocneaHeln noaTeepxaeHHoW. KomaHaa NpuMEHSIETCS KO BCell KOHQoUrypaumm ycTpoinctea. OTmeHa
N3MEHEHWIT MOXET ObITb BbINO/THEHA TO/ILKO A0 BBOAA KOMaHAbl confirm. MNpy BbINOHEHUM KOMaHAbI restore
NPOUCXOANT NOTEPS HENOATBEPXKAEHHOI KOHMrypaumm.

CuHTaKkcuc

restore

MapameTpbl

KomaHga He coaepXuTt napamMeTpoB.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
10

KomaHZHbIi pexum
ROOT

Mpumep:
esr# restore

OcyLuecTBeEH BO3BpAT K NOC/iefHeR NOATBEPXKAEHHON! KOHMIypaLmu.
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rollback
[JaHHan KomaHaa no3BoseT UsMeHUThL cogepxmmoe candidate-config.

KomaHga npumeHseTcs KO BCeli KOHhurypaumm ycTponcTsa.

CuHTakcuc
rollback [to-backup <FILENAME>]

MapameTpbl

<FILENAME> — nms cpaiina paHee coxpaHeHHoI koHdurypaumm us pasgena flash:backup/ mapwpyTtumsartopa.

3HauyeHue No ymosi4aHuio

Be3 ncnonb3oBaHusa knouva "to-backup” B candidate-config konupyetcs Tekywas "running-config".

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
ROOT

Mpumep:
esr# rollback

Mpoun3BeaeHa oTMeHa BCeX HeNMpUMEHEHHbIX U3MEHEHMI B KOHUrypaLmn.

save

KomaHga cnyxumt ans coxpaHeHust CANDIDATE-koHpurypaumm B NOCTOSIHHYIO NaMsiTb YCTPOCTBA.

CuHTakcuc

save

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
ROOT
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Mpumep:
esr# save

CoxpaHeHue Tekylelt koHdurypaumm Ha Flash-namsite ycTpoiicTBa.

show bootvar

[aHHasi KomaHga CnyxuT Ansi IpocMoTpa UHhopmaLn 06 o6paszax NPorpaMMHOr0 06ecneveHus,
3arpy>eHHbIX Ha YCTPOICTBO.

CuHTakcuc

show bootvar

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show bootvar

Image Version Date Status After reboot
1 1.24.0 build 1[5cd22b8] 2024-08-01 18:00:47 Not Active
2 1.24.0 build 1[5cd22b8] 2024-08-01 18:00:47 Active *

show boot-licence

[laHHas KoMaHAa CNyXuT A8 NPoCcMoTpa UHdopMaummn 06 akTUBHO NULEH3UM YCTPOACTBA NPUMEHSIEMbIX Ha
aTane 3arpy3ku BTOPUYHOIO 3arpy3ymnka.

CuHTakcuc

show boot-Tlicence

MapameTpbl

KomaHga He coaepXuT napameTpos.
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Heo6xoaumblii ypoBeHb nNpuBUiernii
5

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show boot-licence
Licence 1information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NPO100O0O530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[aHHo KomaHaol OCyLEeCTBNAETCA NPOCMOTP KOHUrypauumn ycTponcTea, kotopas byaeT ycTaHOB/AEHA
nocne npuMeHeHus HacTpoek (komaHaa commit).

CuHTaKkcuc
show candidate-config [ full ] [ <SECTION> ]

MapameTpbl
full = knou g 0TO6paKeHUs B KOH(UTYpaLMN 3HAYEHNIA BCEX MapaMeTpoB, B TOM YMC/IE U HEHACTPOEHHbIX.
<SECTION> - pa3gen koHurypaumm:

* aaa — HacTpoiika napaMeTpoB ayTeHTUdVKaLMW, aBTopu3aummn n yueTa;
+ access-list — KOHGUrypauus cnMckoB JocTyna;
+ bridges — kOHpurypaumsa ceteBbIX MOCTOB;
+ [<NUM>] - Homep ceTeBoro mocTa.
+ channel-group - KoHMrypauus rpynnel arperawuum KaHasos,;
+ clock — koHurypaums cuctemHbIx YacoB MapLupyTtusaropa u NTP-npoTokona;
+ dhcp — koHdurypauns DHCP-cepBepa, knneHTta n Relay-areHTa;
+ domain - koHdurypaums domain lookup;
+ content-provider — KOH(pMrypaums NCTO4YHMKA 0GHOBNEHWIT NpaBW/1 pacnpocTpaHsaeMbIX No
KOMMEPYECKON NNLEH3NK;

+ dual-homing — koHdurypaums cepsuca Dual Homing ' ;
+ extended — paclumpeHHblii BbIBOA, KOHGUrypauuu,
+ hostname — ceTeBoe MMs MapLLpyTU3aTOPS;
« interfaces [<IF>] — KoHbUrypauus nHTepdeincos:
+ <IF> - HaumeHoOBaH1e nHTepgielica, 3agaéTca B BUAE, ONUCAHHOM B pasgene Tursl 1 nopsaok
MMEHOBaHNsi UHTePhencoB MapLLpyTu3aTopa.
* ip-address — koHGurypauums IP-nHTepceiicos;

108



E-SBC. CnpaBoyHuK komaHp, CLI

* ipv6 [<SUBSECTION>] — koHurypauus IPvé:
+ address — koHurypaums IPv6-nHTepdencos;
+ dhcp [<SUBSECTION>] — koHourypaums IPvé DHCP-cepBrcoB:
+ client — koHurypaums IPvé DHCP-cepsepa;
+ relay — koHpurypaums IPvé DHCP Relay-areHTa;
* server — koHurypauus IPvé DHCP-knneHTa.
« routing [<SUBSECTION>] — koHtpurypauus IPv6-mapLipyTusaumm:
+ bfd — koHburypaums npotokona IPv6 BFD;
*+ bgp — koHpurypauumsa npotokona IPvé BGP;
+ ospf — koHdurypaums npotokona OSPFv3;
« prefix-lists — koHchurypauwms IPvé6 npedmkc-nncTos;
* rip — KoHurypauus nportokona RIP;
+ static — KOHUrypaums ctaTmyeckmx MapLupyToB.
* vrrp — KoHdurypauums IPvé VRRP-npoTokona.
+ dialplan — koHburypaumsa nnaHa Hymepauuy;
+ lldp — koHurypaums npotokona LLDP;
+ mac-address-table — koHurypaums Ta6nuubsl MAC-agpecos ' ;
* mailservers — KOHMrypaLmsi NOYTOBbIX CEPBEPOB 1 JOMEHOB;
« mdns — doyHKumoHana mDNS;
* mirroring — KOHUrypauys 3epkaimposaxus ' ;
* mpls - KOHMrypauusi NpoTokonoB TexHonorum MPLS;
* mdns — KoHurypauusa doyHkumoHasia mDNS;
* multiwan — koHpurypaums cepsuca pesepsrpoBaHuns n 6anaHcuposkm WAN-nHTepdeincos;
* nat [<SUBSECTION>] — koHcpurypauus cepsrca NAT:
+ source — KoHpurypauusa cepsuca Source NAT,;
+ destination — koHpurypayma cepsuca Destination NAT;
+ alg — KoHdurypauus anroputma NAT.
+ netflow — koHurypaums Netflow-npotokona;
+ object-groups [ <TYPE> [ <NAME> ] | = koHpurypauus npocouneis;
+ <TYPE> — T1in npothnns, NpyHMMaET 3HaUYEHUSA:
+ content-filter;
+ email;
* network;
+ address-port;
+ application;
* mag;
* service;
* url.
* <NAME> - nmsa npochunsa 3agaHHoro tvna.

+ port-security — KoHdpurypauus Port Security '
* qos — KoHpurypaums QosS;
+ remote-access [<SUBSECTION>] — koHdurypauus npodpuneii L2TP over IPsec n PPTP-cepBepos;
* 12tp — koHpurypaumsa npodpunein L2TP over IPsec-cepBepos;
* pptp — KoHurypauus npoduneii PPTP-cepsepos;
* openvpn — KoHurypaums npodpuneii OpenVPN-cepsepoB.
+ remote-client — kKoHdUrypaumsa yaaneHHoro goctyna (SSH, Telnet, etc.);
* rmon — KoHpurypauma RMON;
+ routing [<SUBSECTION>] — KoHdpurypauus MapLupyTU3aLmm:
+ bfd — koHpurypauymsa npotokona BFD;
+ bgp — koHpurypauumsa npotokona BGP;
* isis — koHGurypaums npotokona IS-IS;
+ key-chains — koHdurypaums knwyen ayTeHTMdnKaumm;
+ ospf — koHdpurypauus npotokona OSPF;
« prefix-list — koHUrypaumsa npedmKc-NncToB;
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* rip — KoHurypaums nportokona RIP;
* route-maps — KOHpurypauma MapLupyTHbIX KapT
* [<RM-NAME> ] — umsa mMapLupyTHOIA KapTbl.
* static — KOHUrypaums ctaTmyeckmx MapLupyToB.
« security [<SUBSECTION>] — koHchurypaumsi cepeucos IPsec VPN u Firewall;
+ ike — koHpurypaums IKE;
* ipsec — KoHchurypaums IPsec;
*+ zone — KoHurypaums 30H Firewall;
* zone-pair — KoHdhurypauus nepexofos mexay 3oHamu Firewall.
* sip — KoHQMrypauus npotokona SIP;
+ profile — koHdurypaums SIP-npochuneis;
+ service — koHGurypaums SIP.
+ sflow — koHgmrypaums sFlow-npotokona;
* snmp — KoHpurypauusa SNMP-cepsepa;
* spanning-tree — KoHGUrypauusi NpoToKoN0B cemeiicTBa Spanning Tree;
* sla — koHurypaums cepsuca IP SLA;
*+ system — kKoHurypauus obLecncTeMHbIX NapaMeTpos;
+ syslog — koHcpurypauymsa cepsuca Syslog;
+ tracks — koHurypauus Tracking-o6bEKTOB.
* tunnels [<TYPE> [<NUM>]] — KoHpurypauus TyHHeneii:
* <TYPE> — TUN TyHHENA, NPUHNMAET 3HAYEHUSA:
+ gre — KoHgurypauuss GRE-TyHHenen;
* ip4ip4 — koHpurypaums IPv4 over IPv4-TyHHenel;
* 12tp — koHpurypaumsa L2TP-TyHHenels;
* 12tpv3 — koHpurypaumsa L2TPv3-TyHHenen;
* It — KOHoUrypauusa nornyecknx TyHHenerw;

- softgre — koHdurypaums SoftGRE-TyHHenei ';

+ vti — koHurypauna VTI-TyHHenen;

* pptp — KoHpurypauusa PPTP-KIMeHTOB;

* pppoe — KoHdmrypaums PPPOE-KNMeEHTOB;

* 12tp — koHdurypaumsa L2TP-kNneHToB;

+ openvpn — KoHurypaums OpenVPN-kiMeHToB.

+ <NUM> - HOMep TyHHens AaHHOro Tuna B KOHUrypauumn mapLupytumsaropa.

+ vlans — koHdpurypaumsa VLAN;
* voice — KoHpurypaums rosioCoBbIX CEPBUCOB;
« vrf — koHcurypauus VRF;
+ vrrp — KoHdpurypauusa VRRP-npoTokona;
+ wireless-controller — koHdurypauusi napametpoB Wi-Fi koHTponnepa;
« zabbix — koH(purypaumsa Zabbix-areHTa.

A p Tekyuleii Bepcum MO gaHHbIe QYHKUMM NOAAEPXKNBAIOTCS TONbKO Ha MapLupyTmnsatopax ESR-1000.

HeoOxoaumbivi ypoBeHb NPUBUETAIi
10

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show candidate-config

ntp enable

ntp broadcast-client enable

syslog max-files 3

syslog file-size 512

syslog file default info

vlan 2

exit

security zone trusted

exit

security zone untrusted

exit

object-group service telnet
port-range 23

exit

object-group service ssh
port-range 22

exit

object-group service dhcp_server
port-range 67

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[laHHO KOMaH/10¥i OCyLLIECTB/SIETCS MPOCMOTP Pas3nunii Mexay KoOHpUrypauvoHHbLIMU chaiinamum.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl
<CONFIG> — KoHpurypaumnoHHbln hainn ans cpaBHeHus. MoryT npUHMMaTb 3HaYeHNS:

+ candidate-config;
* running-config;

+ factory-config;

+ default-config;

« flash:backup/FILE.

3HaueHue No yMmo4aHuio

Be3 ykaszaHns <CONFIG> oTo6paxaeTcs pasHuua mexay running-config n candidate-config.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
ROOT
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Mpumep:

esr(config-)# show configuration changes
+ 1interface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

[JaHHasi KomaHa BbIBOAWUT MHGIOPMALMIO O KOJIMYECTBE CEPTUCIMKATOB.

CuHTakcuc

show crypto certificates [ <CERTIFICATE-TYPE> [ <FILE> ] ]

MapameTpbl
<CERTIFICATE-TYPE> — Tvn cepTudomkara nnu kiw4a, MoXeT NpuHMMaTh crieayowme 3HaueHns:

+ cert — X.509 ceptudomkarsi,

« dh - knou Andbdon-Xennmaxa;

* private-key — npyBatHbIe K04y,

* public-key — ny6nunuHble knwouy;

* ta - HMAC-knoy;

+ crl — oTo3BaHHbIE CepTUdIMKaTbI;

* Csr — 3anpocsbl Ha ceptudmkaymo X.509;
+ pfx — PKSC12-koHTeiHep.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHaHbI pexum
ROOT

Mpumep:

esr# show crypto certificates
Type Total

cert 3

dh 1

private-key 2

public-key 1

ta 1

crl 1
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show licence

[JlaHHas komMaHza CnyxuT 41 NpocMoTpa MHopMaLuy 06 akTUBHOW NNLEH3MUM YCTPOICTBA.

CuHTakcuc

show licence

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHgHbIi pexum
ROOT

Mpumep:

esr# show licence
Licence 1information

Name: X-Telecom

Version: 1.0

Type: ESR-1000

S/N: NP01000046

MAC: A8:F9:4B:AA:03:20

Features:
DHCP - Dynamic Host Configuration Protocol
IDS - Empty description
SWUTIL - View interface's utilization

show running-config

[laHHasa KomMaH4a CNyXuT ANna NPoCcMoTpa TekyLeid KoHUrypauum ycTpoicTea.

CuHTakcuc
show running-config [<SECTION>] [ full ]

MapameTpbl
<SECTION> - pasgen KoHpurypaumm, onucaHme npyesegeHo B pasgene show candidate-config.

full = kntou aNs 0TOGPAKEHUS B KOH(UIYPALMIN 3HAUYEHWIA BCeX NapaMeTpoB, B TOM UYUC/IE U HEHACTPOEHHbIX.

Heob6xoaumbili ypoBeHb NPUBUETAIi
10
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KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

syslog console info

show storage-devices

[laHHOI KoMaHAoV BbIBOAWUTCSA MHGDOPMALMS O NOAK/OUYEHHbIX BHELIHUX HocuTensx nicopmaummn (USB/MMC-
KapT namsTu).

CuHTakcuc

show storage-devices { usb | mmc }

MapameTpbl
usb — USB-Hakonutesnb nHdopmaumu.

mmc — SD/MMC-kapTta namsaTu.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show storage-devices mmc

Name Total, MB Used, MB Free, MB
EF28-D074 99.79 72.64 27.15
show usb

[aHHOoI KomaHAoM BbIBOAUTCA MHGIOPMaUUsa 0 nogknoveHHbIx USB-Hocutensx.

CuHTakcuc

show usb
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr-1000# show usb
USB device Vendor Product ID Product version

show version

[laHHas KoMaH4a CyXuT A8 NPOCMOoTpa TekyLeih Bepcuy NporpaMMHOro obecneyeHns 1 annapaTHoi Yactu
yCTpOWCTBA.

CuHTakcuc

show version [ bl | hw | sw | voip ] [ unit { <RANGE-ID> | local } ]

MapameTpbl
<bl> — 3TOT NapameTp No3BONSIET NpOCMaTpUBaTh TONbKO Bepcuto boot. HegoctynHo Ha VESR,;

<hw> — 3TOT NnapameTp NO3BONSAET NpOCMaTpPMBaThL TO/IbKO BEPCUIO annapaTHOn YacTu
ycTpoiicTBa. HegoctynHo Ha VESR;

<SW> — 3TOT NapameTp Mo3BO/ISET NPOCMAaTPKBaTh TO/ILKO BEPCUIO NPOrpaMMHOro o6ecneyeHus;

<v0ip> — 3TOT NapameTp No3BO/SAET NpocMaTpmBaTh TOMbKO Bepcuto VOoIP. OCTYNHO TO/IbKO Ha YCTPOMCTBAxX
ESR-12V, ESR-12VF n ESR-15VF;

<RANGE-ID> - npuHumaeT Homepa toHUTOoB B chopmarte: ID,ID-ID. Homep oHUTa NpUHUMAET 3HadveHus [1..2];

local — kntoy gns OTOGPaKEHUsI BEpCUM YCTPOICTBA, HA KOTOPOM BBOAMTCS KOMaHAa, B hopmare BbiBoga 6e3
BK/IIOYEHHOT0 KnacTtepa.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbI pexum
ROOT
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Mpumep:

esr# show version
Boot version:
1.24.0.1 (2024-08-01 13:40:59)
SW version:
1.24.0 build 1[d9bdbda] (2024-08-01 18:06:41)
HW version:
1v7

esr# show version bl
Boot version:
1.24.0.1 (2024-08-01 13:40:59)

esr# show version hw
HW version:
1v7

esr# show version sw
SW version:
1.24.0 build 1[d9bdbda] (2024-08-01 18:06:41)

time-period

[aHHoii KomaH1oVi 3a4aéTcs Nepuog, BpEMEHMU, MO UCTEUEHUI KOTOPOro GYAET OCYLLECTBIATHCS
aBTOMATNYECKOE Pe3epBMPOBaHME KOHQUIypaLun.

Vicnonb3oBaHue oTpuLaTeNibHo (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
time-period <TIME>

no time-period

MapameTpbl

<TIME> — nepnogn4yHoOCTb aBTOMAaTNYECKOro pe3epBmpoBaHNAa KOHUrypaunmn, NPUHMMaET 3Ha4YeHne B
MuHyTax [1..525600].

3HaueHue No yMmo4aHuio

720 MUHYT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ARCHIVE
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esr(config-archive)# time-period 1440

type

[laHHOV KOMaH/10¥i yCTaHAB/IMBAETCS TUM COXPaHEeHUsI pe3epBHbIX KOHJMIypauuii MapLipyTusaTopa.

Mpu MCronb3oBaHUM OTPULATENIbHON (DOPMbI KOMaHbl (N0) yCTAHAB/IMBAETCS PEXUM MO YMO/TYAHNIO.

CuHTakcuc

type <TYPE>

no type

MapameTpbl

<TYPE> — TN coxpaHeHus pe3epBHbIX KOHdUrypaumii mapLupytusaropa. NpuHMMaeT 3HauyeHus:

local — coxpaHeHus1 pe3epBHbIX KOHGUIypaLuii I'IpOVICXOp,VIT B pasgen flash:backup/ c umeHem chaiina
Bl/lp,a "config_YYYYMMDD_HHMMSS_username;" rae:

* YYYY - rof, cornacHo CUCTEMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucy pes3epBHO Konumn
KOHGourypaumu,

MM - mecsL, corfiacHO CUCTEMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucu pe3epBHON
Konuu KoHdurypaumu,

DD - geHb, cornacHo CUCTEMHbBIM YacaM MapLipyTnsaTtopa Ha MOMEHT 3anucy pe3epBHOn Konun
KOHGourypaumu,

HH — yac, cornacHo cMcTeMHbIM Yacam MapLupyTM3aTopa Ha MOMEHT 3anucu pe3epBHOM Konuu
KOHGourypaumu;

MM - MWHyTa, COrnacHO CUCTEMHbIM YacaM MapLupyTusaropa Ha MOMEHT 3anucu pe3epBHON
Konuu KoHdurypaumu,

SS — cekyHAa, cornacHo CUCTEMHbIM YacaM MapLupyTusaTopa Ha MOMEHT 3anucy pe3epBHOi
Konuun KoHdurypauumm.

username — MMs YYETHOI 3anncu, B pamkax CecCum KOTOPO Gblsl BbIMO/IHEH «COMMity».

* remote — coxpaHeHus1 pe3epBHbIX KOH(UIYypaL Ml NPOMCXOAAT Ha YAaNeHHbI cepsep;
both — coxpaHeHus pe3epBHbIX KoHGUrypauuii B pasaen flash:backup n Ha yaaneHHbIli cepsep.

3HaueHue No yMmo4yaHuio

remote

Heob6xoauMbIii ypoBeHb NpuBUIerui

15

KomaHgHbIii pexum
CONFIG-ARCHIVE

117



Mpumep:

esr(config-archive)# type both

unmount storage-device

E-SBC. CnpaBoyHuK komaHp, CLI

,ﬂ,aHHOVI KOMaHﬂ,OVI npon3BognTCA OTKNKYEHNE BHELLHEINO HAKOMUTE/IA.

CuHTakcuc

unmount storage-device { usb | mmc }

MapameTpbl
usb — USB-Hakonutenb nHdopmawmn.

mmc — SD-/MMC-kapTta namstu.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbI pexum
ROOT

Mpumep:

esr# show storage-devices usb

esr# 2024-04-27T08:55:40+00:00 %USBFLASH-I-CHANGE:

update crypto default

[JlaHHOli KOMaH0i 0GHOBNSKOTCS CEPTUCIMKATDI.

CuHTakcuc

'D2E5-006B' has been 1dinserted!

update crypto default <CERTIFICATE-TYPE> [invalid-after] [valid-after]

MapameTpbl

<CERTIFICATE-TYPE> — T1n ceptudinkara uam Knw4a, MOXeT NPUHUMAaThb CrieayoLne 3Ha4YeHus:

+ dh - knou Andbdomn-Xennmaxa;
* Cca — KOpHEBOW cepTndimkar;
+ cert — X.509-ceptuchmkar.

invalid-after — ycTaHoBKa AaThl, 10 KOHLIA KOTOPOI1 ByAET AelicTBOBATL CEPTUCIMKAT;

valid-after — yctaHoBKka gathl, OT HaYana KoTopoii byaeT AeiicTBOBaTb CEPTUIMKAT.
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Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIi pexum
ROOT

Mpumep:

esr# update crypto default ca invalid-after 00:00:00 01 january 2025
esr# show crypto certificates cert default_ca.pem | i after
Valid after: 2024-06-13 12:27:57
Invalid after: 2025-01-01 00:00:00
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7 Hactpoiika TFTP-cepBepa

+ dscp enable ip tftp server local-port dscp
*+ enable

* ip tftp server

* local-port

dscp

KomaHpaa 3anaét 3HaveHne koga DSCP ansa ucnonb3oBaHusa B IP-3arofioBke ncxogsawmx naketos TFTP-
cepsepa.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (N0) ycTaHaBnmBaeT 3HadeHne DSCP no ymonuyaHuio.

CuHTakcuc

dscp <DSCP>
no dscp

MapameTpbl

<DSCP> - 3HaueHune koga DSCP, npuHumaeT 3HaueHve B gnanasoHe [0..63].

3Ha4yeHue no ymonyaHuio
0

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIN pexum
CONFIG-TFTP-SERVER

Mpumep:
esr(config-tftp-server)# dscp 22
enable

[aHHoii komaHgon Bkntovaetcs TFTP-cepBep Ha MapLupyTM3aTope.

icnonb3oBaHue oTpuuaTesibHoi (hopMbl KoMaH bl (no) oTknouaet TFTP-cepsep.

CuHTakcuc

[no] enable

MapameTpbl

OTcyTCTBYIOT.
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3HauyeHue No ymosi4aHuio

OTK/IHOYEHO.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# enable

ip tftp server
[laHHas KoMaH4a NepeBoAMT MapLLPYTM3aTop B peXUM KoHdurypuposaHusa TFTP-cepsepa.
Pa6ounm pasgenom TFTP-cepBepa siBnsietca flash:data/.

Micnonb3oBaHue oTpuLaTeNibHoOi (DOpMbl KOMaH bl (N0) BbIK/OYAET 1 pa3HacTpanBaeT TFTP-cepsep.

CuHTakcuc

ip tftp server vrf <VRF>

MapameTpbl

<VRF> — ums ak3emnnspa VRF, 3agaetcsa cTpokoi 4o 31 cuMBona, B pamkax kotoporo 6yaet pabotatb TFTP-
cepsep.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbI pexum
CONFIG

Mpumep:

esr(config)# ip tftp server

local-port
[aHHoii komaHgon onpegensietca nopt TFTP-cepeepa Ha mapLupyTm3aTope.

MCHOﬂb3OBaHM6CﬂpMHaTeﬂbHOM(bOprIKOMaHAH(nO)yCTaHaBﬂMBaeT3HaquMeIH)yMOﬂHaHMD.
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CuHTakcuc

local-port <PORT>

MapameTpbl

<PORT> — HOMep nopTa, NPUHUMAET 3HaueHne B gnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
69

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHAHbIi pexum
CONFIG-TFTP-SERVER

Mpumep:

esr(config-tftp-server)# local-port 6212
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8 HacTtpoiika ESBC

+ Pexum KoHturypuposaHusa ESBC
* esbhc
+ HacTpoiikm cnnMcKoB NpUYMH 0T6O0S
+ cause-list sip
+ cause-mask
* rename
+ HacTtpoiikm ncnonb3osaHus mogynein ESBC
+ general
+ core-count
* media-balancer-count
* media-worker-count
* sip-balancer-count
* sip-worker-count
+ HacTtpoiikn megnanpodouneii
+ media-profile
+ codec
* rtp-timeout
+ srtp keying
+ srtp mode
* rename
+ HacTpolikn megmapecypcos
* media-resource
* ip-address
* port-range
* rename
+ HacTtpoiikm Tabnuu, mogmdukauum
* mod-table
+ common
* mod
+ HacTtpoiikn mogndgmkatopos CgPN/CdPN
+ value-pattern
*+ replacement
* rename
* sip
* mod
* HacTpolikn mogudpmkaTopa gobasneHus 3aronoska (add)
+ header name
+ header value
+ sip method pattern
*+ sip method type
* sip response-pattern
+ HacTpolikn mogudmkaTopa yaasneHus 3aronoska (no-transit)
* sip-header pattern
*+ sip method pattern
*+ sip method type
* sip-response-pattern
+ value-pattern
* HacTpolikn mogudomkaTopa 3aMeHbl 3aronoska (replace)
*+ replacement
* sip header-pattern
*+ sip method pattern
*+ sip method type
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* sip response-pattern
+ value-pattern
+ HacTpoliku moaudpmkaTopa TpaHauTa 3aronoBka (transit)
* sip header pattern
*+ sip method pattern
*+ sip method type
* sip response-pattern
+ value-pattern
*+ HacTpolikn mogucpmkaTopa KonmpoBaHus (copy)
* sip header-pattern
*+ sip method pattern
*+ sip method type
* sip response-pattern
+ value-pattern
* variable-str
* rename
+ HacTpolikvu Tabnuupsl MapwpyTtusaumm (route-table)
* route-table
* rename
* rule
+ action
+ condition
+ Hactpoiikm SIP-npogunns
* sip-profile
+ cause-list
+ keepalive enable
+ keepalive failed-interval
+ keepalive method
+ keepalive success-interval
* rename
* HacTtpoiikn SIP-TpaHcnopTta
*+ sip-transport
* ip-address
* mode
* port
* rename
+ HacTtpoiiku TpaHKoB
+ trunk sip
+ domain
+ media profile
* media resource
+ mod-table sip
* nat
+ comedia-mode
* remote addr
*+ remote port
* rename
* route-table
* sip-profile
+ sip-transport
+ HacTpoiikn TpaHKOBbIX rpynmn
* trunk-group
+ balancing round-robin
+ media-profile

E-SBC. CnpaBo4yHuK komaHz CLI
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* media-resource
+ mod-table sip
* rename
* route-table
* sip-profile
* trunk
+ HacTpoiikn user-interface
* user-interface sip
+ allow-unreg-call
« domain
* media profile
* media resource
+ mod-table sip
* nat
+ comedia-mode

* keep-alive-interval

* rename
* route-table
* sip-profile

* sip-transport

Pexum koHdurypuposaHusa ESBC

eshc

[aHHasa KomaHaa OCyLLECTBNSAET nepexoq K KoHurypuposaHuo ESBC.

E-SBC. CnpaBo4yHuK komaHz CLI

Vicnonb3oBaHue oTpuLaTeNbHo hopMbl KOMaH bl (N0) copackiBaeT KoHdurypauuo ESBC.

CuHTakcuc

esbc
no esbc

MapameTpbl

KomaHga He cofepXuT napaMeTpos.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoauMmbIii ypoBeHb NnpuBuierui
15

KomaHaHbI pexum
CONFIG
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Mpumep

vesr (config)# esbc
vesr (config-esbc)#

HacTpoiiky cnMcKoB NPUYUH OTGOS

cause-list sip

[laHHas kKomaHAa No3BOJISIET NePeliT! B HACTPOMKN YKa3aHHOTO CNcka NpPUYMH 0T60S A5 nepexoaa Ha
cnepyrollee HanpaeB/ieHNE UK CO34aTb HOBBIIA.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) yAANAET yKasaHHbI CMUCOK.

CuHTakcuc

cause-list sip <NAME>
no cause-list sip <NAME>

MapameTpbl

<NAME> — Ha3BaHue crnucka.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeobOxoaumbili ypoBeHb NPUBUETAi
15

KomaHZgHbIi pexum
CONFIG-ESBC

Mpumep

vesr (config-esbc)# cause-list sip NEW_LIST
vesr (config-esbc-cause-list-sip)#

cause-mask

[aHHasi KomaHJa No3BoNsET 3a7aTh MacKy NPUUYNH 0T60S1. MOXHO MCNO/b30BaTh PErY/IAPHLIE BbIDAXEHNS
PCRE.

icnonb3oBaHue oTpuLaTeNbHON (DOPMbl KOMaH bl (N0) OTK/MOYAET OT6OP NPUYMH OT6OS MO Macke.
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CuHTakcuc

cause—-mask <MASK>
no cause-mask

MapameTpbl

<MASK> - macka, no koTopoii 6yayT otomnparbcs SIP-0TBETHI.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-CAUSE-LIST-SIP

Mpumep

#ECNn N3 TpaHkKa npuaéT oTBeT 40x(400-409), NpoM3OnAET mMapuwpyTulaums Ha criegywuee HarnpabBfeHue
vesr (config-esbc-cause-list-sip)# cause-mask 40.
vesr (config-esbc-cause-list-sip)#

rename

[laHHas KomaHAa No3BO/SIET NeperMeHoBaTb CO3A4aHHbIA CMMCOK.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> - HOBOE Ha3BaHne cnmcka.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-CAUSE-LIST-SIP
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Mpumep

vesr (config-esbc-cause-1list-sip)# rename NEW_NAME_LIST
vesr (config-esbc-cause-list-sip)#

HacTtpoiiku ncnonb3soBaHusa mogyneii ESBC

general

[JaHHasi KomaHa No3BOSIET NEPeNnTN B HAaCTPOIiKK ynpaeneHust moaynsimu ESBC.

CuHTakcuc

general

MapameTpbl

KomaHga He coaepXuT napameTpos.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesr(config-esbc)# general
vesr(config-esbc-general)#

core-count

[aHHaa kKomaHa no3BosiAeT HACTPOUTbL KOIMYECTBO MOy el core.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc

core-count <COUNT>

no core-count

MapameTpbl

<COUNT> — KonnyecTBO MoAynel, MakcMMasibHOe 3HavYeHne 3aBucuT oT konuyectea saep CPU.
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BbicuntbiBaetcsi no cpopmyne 0,4 * (cpu_count - 1), oKpyrfieHHOe B MEHbLLYIO CTOPOHY.

3Ha4yeHue no ymonyaHuio
1

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-GENERAL

Mpumep

vesr (config-esbc-general)# core-count 8
vesr (config-esbc-general)#

media-balancer-count

[aHHan KomaHaa nNo3BONSIET HACTPOUTL KonnyecTBo Mmoayneii media-balancer.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CuHTakcuc

media-balancer-count <COUNT>

no media-balancer-count

MapameTpbl
<COUNT> — konnyecTBo mMoAay/nein, MakcuMasibHOe 3HavyeHne 3aBUCUT OT KonudecTsa sigep CPU.

BbicunTbiBaetcsa no cpopmyne 0,4 * (cpu_count - 1), OKpYriEHHOE B MEHbLLYI CTOPOHY.

3HayeHue No ymosiMaHuio
1

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-GENERAL

Mpumep

vesr (config-esbc-general)# media-balancer-count 8
vesr (config-esbc-general)#
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media-worker-count
[aHHaa komaHa no3BOISET HACTPOUTL KoMyecTBo Moayneii media-worker.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc

media-worker-count <COUNT>
no media-worker-count

MapameTpbl
<COUNT> — KonnyecTBO MoAy/el, MakcMMasibHOe 3HavYeHne 3aBucuT oT konuyectea saep CPU.

BbicuntbiBaetcsi no popmyne 0,8 * (cpu_count - 1), oKpyrfieHHOe B MEHbLLYIO CTOPOHY.

3HauyeHue No ymosi4aHuio
1

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-GENERAL

Mpumep

vesr (config-esbc-general)# media-worker-count 8
vesr (config-esbc-general)#

sip-balancer-count
[laHHas KomaHAa No3BOJISIET HACTPOUTL KONMYECTBO Moayreit sip-balancer.

Vicnonb3oBaHue oTpuLaTeNibHoi (DOpMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTaKkcuc

sip-balancer-count <COUNT>
no sip-balancer-count

MapameTpbl
<COUNT> — KonnuyecTBO Moaysei, MakcMMasibHOEe 3Ha4YeHne 3aB1MCuUT OT konuyectea saep CPU.

BbicuutbiBaetcs no coopmysie 0,5 * (cpu_count - 1), OKpyr/fieHHOE B MEHbLLYIO CTOPOHY.

3HaueHue No yMmo4aHuio
1
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-GENERAL

Mpumep

vesr (config-esbc-general)# sip-balancer-count 8
vesr (config-esbc-general)#

sip-worker-count
[aHHas KomaHAa No3BOJISIET HACTPOUTL KONMYECTBO Moayrneit sip-worker.

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.
CunHTtakcuc
sip-worker—-count <COUNT>

no sip-worker-count

MapameTpbl
<COUNT> — konnyecTBo mMoAaynein, MakcumasibHOe 3HavyeHne 3aBUCUT OT KonudecTsa sigep CPU.

BbicunTbiBaetcsa no cpopmyne 0,6 * (cpu_count - 1), OKpyr/iEHHOE B MEHbLLYI CTOPOHY.

3HauyeHue No ymosiMaHuio
1

Heob6xoaumbili ypoBeHb NPpUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-GENERAL

Mpumep

vesr (config-esbc-general)# sip-worker-count 8
vesr (config-esbc-general)#

HacTtpoiiku meguanpodcuneii

media-profile

[JlaHHas komMaHza No3BO/SIET NEPENTIN B HACTPOIKU yKazaHHOTO Meananpounisa Uan co3fatb HOBbINA.
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icnonb3oBaHue oTpuuaTesibHol hopMbl KOMaHAbl (NO) yAaIAET yKasaHHbIi Meananpognsib.

CuHTakcuc

media-profile <NAME>
no media-profile <NAME>

MapameTpbl

<NAME> - Ha3BaHMe meananpodumns.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHgHbIi pexum
CONFIG-ESBC

Mpumep

vesr (config-esbc)# media-profile MEDIA_PROFILE

vesr (config-esbc-media-profile)#

codec

[JlaHHan komaHa No3BOsISIET BbIGPATb KOAEKN ANsi paboThl B pexmme npokcuposaHus (allow) n

TpaHckoaupoBaHus (audio, video, image).

icnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) 3anpeLLaeT ykasaHHbI pexunM paboTbl/KOOek.

CuHTakcuc

codec allow {all | <CODEC_PATTERN> [<PT>]}

no codec allow {all | <CODEC_PATTERN> [<PT>]}
codec {audio | video | image} {all | <CODEC>}

no codec {audio | video | image} {all | <CODEC>}

MapameTpbl

allow — go6aBneHne KOAEKOB A5 Pab0Tbl B peXUME MPOKCUPOBAHNS.
<CODEC_PATTERN> — Ha3BaHWe Kogeka/JyacTb Ha3BaHUs Kogdeka.

<PT> - payload type. He 06513aTenbHblii napamerp.

audio — po6aBneHve Kogekos Tvna audio aAns paboTbl B peXnme TpaHCKOANPOBaHUS.

video — fo6aBneHve kogekoB Tvna video ansi paboTbl B pexumMe TpaHCKOAMPOBaHUS.

image — fo6aBneHne KOAEKOB Tuna image A5t paboTbl B peXrMe TpaHCKOAMPOBaHUS.

<CODEC> — Ha3BaHVe Kogeka. YKka3blBaeTcs U3 Cnucka nogaep)kaHHbIX 419 TPaHCKOANPOBaHUA KOAEKOB.
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all — B pexxume npokcupoBaHusi (codec allow) BktouaeT CNMCoK LWabIOHOB KOAEKOB MO YMOMYAHWIO,

[OCTYMNHbIX A5 NPOKCUMpPOBaHUs. B pexume TpaHckoaupoBaHus (codec audo/video/image) BkntoyaeT Bce
[IOCTYMHbIE KOAEKW 3a4aHHOro Tuna.

3Ha4yeHue no ymonyaHuio

PaspelueH CNMCOK KOAEKOB N0 YMOMYaHUo B pexume npokcmpoBaHust (codec allow all).

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-MEDIA-PROFILE
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Mpumep

vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#
vesbc(config-esbc-media-profile)#

PROFILE

media-profile

codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec
codec

audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
audio
video
video
video
video
image
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow
allow

MEDIA_PROFILE

PCMU

PCMA
G7221-24
G7221-32
G7221C-24
G7221C-32
G7221C-48
OPUS

ILBC

GSM

G722
G726-16
G726-24
G726-32
G726-40
G729
SPEEX-NB
SPEEX-WB
SPEEX-UWB
L16-MONO
AMR
AMR-WB
telephone-event
H263-1998
H264

VP8

VP9
FAX-T38
AMR
CLEARMODE
CN

G72

G722/ 9
G728 15
G729/ 18
GSM 3

H26

H261 31
H263 34
ILBC

L16/44100 11
L16/44100/2 10
L20

OPUS

PCMA 8

PCMU 0

SPEEX

do confirm
do sh running-config esbc media-profile MEDIA_

all
all
all
all

E-SBC. CnpaBoyHuK komaHp, CLI
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codec allow T38 t38

codec allow VP

codec allow telephone-event
exit

rtp-timeout
[aHHasa komaHaa No3BOMSIET BKAOUMTL TaimayT oxuaaHnsa RTP-nakeTos.

Micnonb3oBaHue oTpuLaTesibHov hopMbl KOMaHbl (NO) BbIK/HOYAET TaliMep.

CuHTakcuc

rtp-timeout <TIMER>
no rtp-timeout

MapameTpbl

<TIMER> - nepuog, BpeMeHu B MUHyTax, npuHMmaeT 3HadyeHus [1..10080].

3HauyeHue No ymosiMaHuio

OtcytcTByeT(0).

Heob6xoaumbili ypoBeHb NPpUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

#BK/MOYNTb 5-MUHYTHbI Tanmep oxmpgaHua RTP-nakeToB
vesr (config-esbc-media-profile)# rtp-timeout 5
vesr (config-esbc-media-profile)#

srtp keying

[aHHaa kKomaHaa no3BoMSiET BblbpaTb MeTOA 0O6MeHa KnrvaMu Npu ncnosb3oBaHnn SRTP.
Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) OTK/OYAET BblGpaHHbI METOA,
CunHTakcuc

srtp keying <METHOD>

no srtp keying <METHOD>

MapameTpbl

<METHOD> - meToA 06MeHa Klouamu, NpuHUMaeT 3HaueHus [dtls-srtp, sdes].
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3Ha4yeHune no ymonyaHuio

Bce meTobl OTK/THOYEHDI.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

#lcnonb3oBaTb mMeTon DTLS-SRTP
vesr (config-esbc-media-profile)# srtp keying dtls-srtp
vesr (config-esbc-media-profile)#

srtp mode
[aHHasa komaHaa No3BOMSIET BbI6paTb pexum ncnosnb3osaHna SRTP.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CuHTakcuc

srtp mode { disable | mandatory | optional }
no srtp mode

MapameTpbl
disable — SRTP 3anpeLéH;

mandatory — SRTP o6s13ateneH, npohnab TpaHcnopTa B meama cekummn SDP 6yaeT n3MeHEH Ha
cooTBeTCTBYOLLNIA Npodhmnb SRTP;

optional — SRTP He o6s3aTteneH, HO kntoun 6yayT noactaenexsl B offer SDP BToporo nneva, 6e3 nameHeHus
npodonna TpaHcnopTta B meana cekummn SDP.

3HayeHue No ymosiMaHuio

disable

Heob6xoaumbili ypoBeHb NPUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-PROFILE
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Mpumep

#BKNoUNTL 06A3aTenbHOe Ucnosib3oBaHue SRTP
vesr (config-esbc-media-profile)# srtp mode mandatory
vesr (config-esbc-media-profile)#

rename

[laHHas KoMaHAa No3BOJISIET NeperMeHoBaTb CO3AaHHbIN Meananpognsib.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHue meguanpocuns.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-PROFILE

Mpumep

vesr (config-esbc-media-profile)# rename NEW_NAME_MEDIA_PROFILE
vesr (config-esbc-media-profile)#

HacTtpoiiku meguapecypcoB

media-resource

E-SBC. CnpaBoyHuK komaHp, CLI

[JaHHas komMmaHza No3BOJISIET NEPEWTN B HACTPOIKM yKa3aHHOTO Meauapecypca Uim co3aatb HOBBIA.

icnonb3oBaHue oTpuuaTesibHoli (DOpPMbl KOMaHbl (N0) yAasisieT ykasaHHbIii Meauapecypc.

CuHTakcuc

media-resource <NAME>
no media-resource <NAME>

MapameTpbl

<NAME> - Ha3BaH1e mefgmapecypca.
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3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KoMaHAHbIV pexum
CONFIG-ESBC

Mpumep

vesr (config-esbc)# media-resource NEW_MEDIA_RESOURCE
vesr (config-esbc-media-resource)#

ip-address

[aHHasa komaHAa No3Bo/sieT HacTpouTb IP-agpec ansa meamnapecypcos.
icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaansieT HacTpoiiky IP-aapeca.
CunHTtakcuc

ip-address <IP_ADDR>

no ip-address

MapameTpbl

<IP_ADDR> - IP-agpec ESBC, koTopblin 6yaeT ncnonb3oBatbecs ANsi nepeaayn/nprvemMa ronocosoro tpagmka.

3HaueHue No yMmo4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG-ESBC-MEDIA-RESOURCE

Mpumep

vesr(config-esbc-media-resource)# ip-address 192.168.114.130
vesr (config-esbc-media-resource)#

port-range

JaHHaa komaHOa No3BosSeT HacTpouTb anana3oH UDP-noptoB ansa meanapecypcos.
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Vicnonb3oBaHue OTpMLtaTeﬂbHOVI (*)OprI KOMaHAbl (no) yCTaHaB/iMBaeT 3Ha4YeHNe No ymMmo4aHuio.

CuHTakcuc

port-range <START_PORT>-<END_PORT>
no port-range

MapameTpbl

<START_PORT> - HauyanbHbIli UDP-nopT, koTopbii ESBC 6yaeT ncnonsb3osatb 415 nepegayn/npuema
ros1ocoBoro Tpaduka;

<END_PORT> — koHeuHblin UDP-nopT, koTopbiii ESBC 6yaeT ncnonb3osarb A1 nepegayn/npmnema roniocoBoro
Tpadmka.

3Ha4yeHune no ymonyaHuio
8000 - 65535

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-MEDIA-RESOURCE

Mpumep

vesr (config-esbc-media-resource)# port-range 20000-30001
vesr (config-esbc-media-resource)#

rename

[laHHasa KoMaHAa No3BOJISIET NeperMeHoBaTb CO3AaHHble Meanapecypchbl.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHMe MeaMapecypcos.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-MEDIA-RESOURCE
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Mpumep

vesr (config-esbc-media-resource)# rename NEW_NAME_MEDIA_RESOURCE
vesr (config-esbc-media-resource)#

HacTpoiiku Tabnuy mogucukaymnm

mod-table
KomaHga no3BonsieT nepeiitu B HACTPOIKM yKkazaHHO Tabnuubl Moaudmrkaumm nnm co3natb HOBYHO.

icnonb3oBaHue oTpuUaTesibHoO (DOPMbI KOMaH bl (N0) yAanseT ykazaHHyto Tabnmuy MoaudmvKaLmu.

CuHTakcuc

mod-table {common | sip} <NAME>
no mod-table {common | sip} <NAME>

MapameTpbl
common — co3gaHne/KoHurypuposaHue tabnuupsl mogudmkaumia Tuna common.
sip — co3gaHune/KoHturypupoBaHune tTabnuubl Mmogudukaumia tuna sip.

<NAME> — Ha3BaHMe Tabnuubl MoaNMKaLIUN.

3HaueHue No yMmo4aHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesr(config-esbc)# mod-table sip NEW_MODTABLE
vesr (esbc-mod-table)#

common
[aHHaa KomaHaa no3BOMISET NEPENTM B HACTPOIKN yKa3aHHON Tabnuupl mogudmkauumn nnm co3gartb HOBYIO.

icnonb3oBaHue oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) yAanseT ykasaHHyo Tabnmuy MoaucmrKaumn.
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CuHTakcuc

mod-table common <NAME>
no mod-table common <NAME>

MapameTpbl

<NAME> — Ha3BaHuMe Tabnuubl MoagndrKaLun.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHAHbIi pexum
CONFIG-ESBC

Mpumep

vesr (config-esbc)# mod-table common NEW_MODTABLE
vesr (esbc-mod-table)#

mod

[laHHasa KomMaHAa No3BOoJISIET CO34aTb MOANGIMKATOP B TabnnLe MoandmKaLmm an nepenT B HaCTPOKK yxe

co3gaHHoro mogudmkaropa.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yAaNsieT ykasaHHbIi MmogudmkaTop.

CuHTakcuc

mod <INDEX> <MODE>
no mod <INDEX>

MapameTpbl
<INDEX> — nHgekc moandhmkaropa, npuHMmMmaeT 3HavyeHnsa ot 0 o 63;
<MODE> - T1n co3gasaemoro moaudukaropa, npPUHMMaeT 3Ha4YeHNS:

+ cdpn — moaudpmkaTop CgPN;
+ cgpn — moaudpmkaTop CdPN.

Heob6s3aTtenbHbIi NnapameTp, Hy)XeH To/IbKO Npu co3aaHny moaudmkaTopa Ans ykasaHust Tmna nméo ans
CMeHbI TMna moaudmkaTtopa. Ecnv moandmkatop yxe co3gaH, To AN1s nepexofa K ero HacTpoiikam
[lOCTaTOYHO yKasaTb MHAEKC 3TOr0 MoAMdMKaTOpa, yKasbiBaTb TUM He TpebyeTcs.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE

Mpumep

vesr (esbc-mod-table)# mod O cgpn
vesr (esbc-mod-table-modification)#

HacTpoiikn mogudmkatopos CgPN/CdPN

value-pattern

[aHHaa komaHa no3BosISET yka3aTb COAEePXUMOe 3arofoBKa, Npy CoBnageHnn ¢ KotopbiMm Gyaet
NPUMeHATLCA MogudomkaTop. MOXHO UCMOb30BaTb perysispHble BolpaxkeHnss PCRE.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.
CunHTtakcuc
value-pattern <PATTERN>

no value-pattern

MapameTpbl

<PATTERN> — cogepxnmoe 3arofioBka, Npu CoBnaZieHnn ¢ KOTopbiM ByAeT NPMMEHATbLCA Moandmkarop.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# value-pattern 45001
vesr (esbc-mod-table-modification)#

replacement

JaHHaa komaHaa No3BOMAET 3a4aTb NPaBU/Io ANA NOAMEHbI COAEPXUMOro 3arosioBka. MoXHO 1cnosnb3oBaTb
perynspHele BolpaxxeHus PCRE.
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icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) yAANSET AaHHY HACTPOIiKY M3 KOHMUrypauum.
CuHTakcuc
replacement <REPLACEMENT>

no replacement

MapameTpbl

<REPLACEMENT> — npaBuno 4/ nogMeHbl COAEPXMUMOr0O 3aro/ioBka.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# replacement 85001
vesr (esbc-mod-table-modification)#

rename

[laHHas KomaHAa No3BO/SIET NeperMeHoBaTb CO3a4aHHy0 Tabnuuy MoangUKaLumm.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBO€e Ha3BaHue Tabnuubl MoandmKaLlmu.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
ESBC-MOD-TABLE
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Mpumep

vesr (esbc-mod-table)# rename NEW_NAME_MODTABLE
vesr (esbc-mod-table)#

sip
[aHHasa KomaHAa No3BOMSIET NEPENTN B HACTPOWKM YKa3aHHON Tabnumubl Moandmkaumm nnn co3gaTb HOBYIHO.

cnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaH bl (NO) yaanseT ykasaHHyo Tabnuly moaudukaumi.

CuHTaKkcuc

mod-table sip <NAME>
no mod-table sip <NAME>

MapameTpbl
<NAME> - Ha3BaHu1e Tabnuubl MoandrKaLlun.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHaHbIi pexum
CONFIG-ESBC

Mpumep

vesr (config-esbc)# mod-table sip NEW_MODTABLE
vesr (esbc-mod-table) #

mod

[JlaHHan komaHza No3BOJISIET co3fdaTb MoandukaTop B Tabnuue MoaucvKauum Unm nepeiTn B HaCTPOIKK yxe
C034aHHOro MoaudmkaTopa.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yAANAET yKasaHHbIi MogudmkaTop.
CuHTakcuc
mod <INDEX> <MODE>

no mod <INDEX>

MapameTpbl

<INDEX> - uHgekc mogudpmkatopa, npuHumMaet 3HavyeHmns ot 0 go 63;
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<MODE> - T1n cozgaBaemoro MoaugukaTopa, npUHUMaeT 3Ha4YeHus:

add - moguchukaTop fobasneHns 3aro/ioBKa;

no-transit — mogudrkaTop yaasieHns 3aronoBka,;

replace — moandmkaTop 3aMeHbl 3arofoBKa;

transit — mogudoukaTop TpaH3uTa 3arosioBKa;

Copy — MoAMMKaTop KOMMPOBaHUS 3arosioBKa (4acTu 3aro/ioBka) B NePEMEHHYHO.

Heob6s3aTenbHbIli napameTp, Hy)XeH TO/IbKO NpU co3aaHny moavdmkaTopa Ass ykasaHust Tmna nméo ans
CMeHbI TMna moaudmkaTtopa. Ecnv moaudmkaTop yxe co3aaH, To A5 nepexoaa K ero HacTpoiikam
[I0CTaTOYHO YKasaTb MHAEKC 3TOr0 MOAMMKATOPA, YKasbiBaTb TUM He TpebyeTcs.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui

15

KoMaHAHbIV pexum
ESBC-MOD-TABLE

Mpumep

vesr (esbc-mod-table)# mod 0 add
vesr (esbc-mod-table-modification)#

HacTpoiikn mogucumkaropa goéasneHus 3aronoBka (add)

header name

[aHHasa kKomaHAa No3BOMSIET 3aAaTb Ha3BaHMe 3aro/1I0BKa, KOTOPbI HEO6X0AMMO A06aBUTb.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.

CuHTakcuc

header name <NAME>
no header name

MapameTpbl

<NAME> — Ha3BaHMe 3aro/yloBKa, KOTOPbI HEOBX0ANMO A06aBUTD.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUMETAIA

15
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KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# header name Test_header
vesr (esbc-mod-table-modification)#

header value
[aHHasi KomaHga No3BONSAET 3a4aTb COAEPKMMOE 3aro/ioBKa, KOTOPOE HEOHX0AUMO A06aBUTb.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) yAANAET AaHHY HACTPOIiKY U3 KOHMUrypauum.

CuHTakcuc

header value <VALUE>
no header value

MapameTpbl

<VALUE> - cogepxnmoe 3arosioBka, KoTopoe Heobxoanmo fo6aBuTb.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# header value 123456
vesr (esbc-mod-table-modification)#

sip method pattern

JaHHaa komaHga Nno3BodeT 3afaTb MeToAbl SIP-3anpocoB, K KOTOPbIM OyAeT NPUMEHATLCA Mogudpukartop.
MOoXHO 1cnosnb3oBaTb peryrisipHsie BoipaxeHns PCRE.

Vicnonb3oBaHue oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTKOYAET UCMOSIb30BaHWE AAHHOMO MoaudmKaTopa
Ansa secex SIP-3anpocos.

CuHTakcuc

sip method pattern <PATTERN>
no sip method
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MapameTpbl

<PATTERN> — meTop SIP-3anpocoB, kK KoTopomy 6yaeT npuMeHeH Mmoaudukarop.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyaeT NMPUMEHATbLCS TOMNbKO K 3anpocam BYE m INVITE
vesr (esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesr (esbc-mod-table-modification)#

sip method type
JaHHaa komaHga no3BongeT Bolbparb MeTo SIP-3anpoca, k KoTopomy 6yAeT NpMMeHATbLCS Mogudmkarop.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAndmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — metog SIP-3anpoca, K KoTopomy 6yaeT npumMeHeH MoandukKaTop, NPUHUMAET 3HAYEHUS:

« Ack;

+ Bye;

+ Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15
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KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip-method type Invite
vesr (esbc-mod-table-modification)#

sip response-pattern

JaHHaa komaHga no3BosgeT 3agatb SIP-0TBEThI, K KOTOPLIM 6yAeT NPUMEHATLCA Moaudukatop. MoXHo
ncnosnb3oBaTh peryndapHsie BbipaxkeHns PCRE.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHMEe AAaHHOIO MoAudMKaTopa
Ansa scex SIP-0TBETOB.

CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl
<PATTERN> — SIP-0TBeTHI, K KOTOPbLIM BYAET NPUMEHEH MoaudmKaTop.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MognonkaTop OyneT MpUMEHATbCHA KO BceM SIP-oTBeTam
vesr (esbc-mod-table-modification)# sip response-pattern .+
vesr (esbc-mod-table-modification)#

HacTtpoiiku mogudmkaropa yaaneHus sarosnioBka (no-transit)

sip-header pattern

[JaHHaa komaHza no3BoNseT 3a4aTb Ha3BaHe 3aro/10BKa, KOTopblii HEO6X0AMMO Yaa/IUTb. MOXHO
NCcnonb30Bathb perydpHble BolpaxkeHns PCRE.

icnonb3oBaHue oTpuLaTeNbHO (DOPMbI KOMaH bl (N0) yAanseT AaHHYH HAaCTPOVKY U3 KOHCUrypaLmi.

148


https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html

E-SBC. CnpaBoyHuK komaHp, CLI

CuHTakcuc

sip header-pattern <PATTERN>
no sip-header

MapameTpbl

<PATTERN> — Ha3BaHuWe 3arofoBKa, KOTOPbIi HEOOX0AMMO YAAIUTb.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip header-pattern Test_header
vesr (esbc-mod-table-modification)#

sip method pattern

[JaHHaa komaHza no3BonseT 3agarb MeToabl SIP-3anpocos, K KOTOpbIM ByAEeT MPUMEHATLCA
mMoaudomkaTop. MOXHO UCNonb30BaTth peryrispHblie BolpaxeHus PCRE.

icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAudmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc
sip method pattern <PATTERN>

no sip method

MapameTpbl

<PATTERN> — meTop SIP-3anpocos, kK KoTopomy ByaeT npuMeHeH Mmoaudukarop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION
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Mpumep

#MogndnkaTop OyneT NMPUMEHATbLCS TOMNbKO K 3anpocam BYE m INVITE
vesr (esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesr (esbc-mod-table-modification)#

sip method type
JaHHaa komaHga no3BongeT Bol6patb MeTo SIP-3anpoca, kK KoTopomy 6yAeT NpMMeHATbLCS Mogudmkarop.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOTO0 MoAudMKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — metog SIP-3anpoca, K KoTopomy O6yAeT npumMeHeH MoanduKaTop, NPUHUMAET 3HAYEHUS:

« Ack;

+ Bye;

+ Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip method type Invite
vesr (esbc-mod-table-modification)#

sip-response-pattern

JaHHaa komaHga no3BosgeT 3anatb SIP-0TBEThI, K KOTOPbIM 6yAeT NPUMEHATLCA Moaudukarop. MoXHo
Mcnonb3oBathb perysdpHele BolpaxkeHnss PCRE.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) OTK/OYAET UCMO/b30BaHNE AAHHOro MoAudmKaTopa
ansi scex SIP-oTBETOB.
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CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl

<PATTERN> — SIP-0TBeTHI, K KOTOPbLIM ByAET NPUMEHEH MoaudmKaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyneT NPUMEHATbCS KO BceM SIP-oTBeTaMm
vesr (esbc-mod-table-modification)# sip response-pattern .+
vesr (esbc-mod-table-modification)#

value-pattern

JaHHaa komaHga No3BOMISET yKasaTb COAEPXMMOE 3aro/ioBKa, Npyu cCoBnageHun ¢ KoTopbim 6yaet
NPUMEHATLCA MoAMdImKaTop. MOXHO MCNOb30BaTbL PeryspHble BhlipaxeHns PCRE.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yAANAET AaHHYH HACTPOIiKY U3 KOHMUrypauuu.
CuHTakcuc
value-pattern <PATTERN>

no value-pattern

MapameTpbl

<PATTERN> — cogepxnmoe 3arosioBka, Npu COBNafeHnn ¢ KOTOpPbIM ByAeT NPUMEHATLCA MogudrkaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

151


https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html

E-SBC. CnpaBoyHuK komaHp, CLI

Mpumep

vesr (esbc-mod-table-modification)# value-pattern example
vesr (esbc-mod-table-modification)#

HacTpoiikn mogucumkaropa 3ameHbl 3aronoska (replace)

replacement

[JaHHaa komaHaa No3BOMAET 3a4aTb NPaBU/Io ANA NOAMEHbI COAEPXUMOro 3arosioBka. MoXHO 1MCNonb30BaTb
perynspHole BblpaxxeHns PCRE.

icnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaH bl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.

CuHTakcuc

replacement <REPLACEMENT>
no replacement

MapameTpbl

<REPLACEMENT> — npaBuiio gnsa nogMeHbl COAEPXKMMOro 3aro/ioBka.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# replacement 456
vesr (esbc-mod-table-modification)#

sip header-pattern

[JaHHaa komaHa No3BONSAET 3a4aTb Ha3BaHVe 3aro/1oBkKa, CoAepPXMMoe KOTOPOro Heobxoanmo
3amMeHnUTb. MOXHO 1cnob3oBaTh perysispHble BolpaxkeHns PCRE.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yAansieT aHHY HACTPOVKY U3 KOHMUrypaLuui.
CuHTakcuc

sip header-pattern <PATTERN>
no sip-header

152


https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html

E-SBC. CnpaBoyHuK komaHp, CLI

MapameTpbl

<PATTERN> — Ha3BaHMe 3arofioBka, CoOAepX1MmMoe KOTOpPoro Heo6xoAnMo 3aMeHUTb.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip header-pattern Test_header
vesr (esbc-mod-table-modification)#

sip method pattern

[aHHaa komaHa no3BonseT 3agarb Metoabl SIP-3anpocos, K KOTOpbIM ByAeT MPUMEHATLCA
mMoaudomkaTop. MOXHO MCNoNb30BaTh peryrispHble BolpaxeHus PCRE.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAudmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc
sip method pattern <PATTERN>

no sip-method

MapameTpbl

<PATTERN> — meTop SIP-3anpocos, kK KoTopomy ByAeT npuMeHeH Mmoaudukarop.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION
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Mpumep

#MogndnkaTop OyneT NMPUMEHATbLCS TOMNbKO K 3anpocam BYE m INVITE
vesr (esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesr (esbc-mod-table-modification)#

sip method type
JaHHaa komaHga no3BongeT Bol6patb MeTo SIP-3anpoca, kK KoTopomy 6yAeT NpMMeHATbLCS Mogudmkarop.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOTO0 MoAudMKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — metog SIP-3anpoca, K KoTopomy O6yAeT npumMeHeH MoanduKaTop, NPUHUMAET 3HAYEHUS:

« Ack;

+ Bye;

+ Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip method type Invite
vesr (esbc-mod-table-modification)#

sip response-pattern

JaHHaa komaHga no3BosgeT 3anatb SIP-0TBEThI, K KOTOPbIM 6yAeT NPUMEHATLCA Moaudukarop. MoXHo
Mcnonb3oBathb perysdpHele BolpaxkeHnss PCRE.

icnonb3oBaHue oTpuLaTesibHOW hopMbl KOMaHbl (NO) OTK/OYAET UCMO/b30BaHNE AAHHOro MoAudmKaTopa
ansi scex SIP-oTBETOB.
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CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl

<PATTERN> — SIP-0TBeTHI, K KOTOPbLIM ByAET NPUMEHEH MoaudmKaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyneT NPUMEHATbCS KO BceM SIP-oTBeTaMm
vesr (esbc-mod-table-modification)# sip response-pattern .+
vesr (esbc-mod-table-modification)#

value-pattern

[JaHHaa komaHza no3BOSISET yKa3aTb MECTO B COAEPXMMOM 3aro/sioBka, KOTOpoe HeobxoAnmo
3amMeHuUTb. MOXHO 1Cnosb30BaTh perysispHble BoipaxeHus PCRE.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yAANAET AaHHYH HACTPOIiKY U3 KOHMUrypauuu.
CuHTakcuc
value-pattern <PATTERN>

no value-pattern

MapameTpbl

<PATTERN> — MecCTO B cOAEPXUMOM 3aro/i0BKa, KOTOpoe He06X0ANMO 3aMEHUTb.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION
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Mpumep

#KOHeL CTPOKM MCXOAHOrO COAEepPXMMOro 3arosioBKa
vesr (esbc-mod-table-modification)# value-pattern $
vesr (esbc-mod-table-modification)#

HacTpoiikn mogucukaropa TpaH3uTa 3arosoBka (transit)

sip header pattern

[aHHaa komaHa no3BoNseT 3a4arb Ha3BaHVe 3aro/10BKa, KOTOpPbI HEO6X0AMMO TPaH3UTUTL. MOXHO
NCcnonb3oBaTb perysdpHele BolpaxkeHns PCRE.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.

CuHTakcuc

sip header-pattern <PATTERN>
no sip header

MapameTpbl

<PATTERN> — Ha3BaHue 3arofioBKa, KOTOPbI HEOOXOANMO TPaH3UTUTD.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip header-pattern Test_header
vesr (esbc-mod-table-modification)#

sip method pattern

[JaHHaa komaHza no3BonseT 3agarb Metoabl SIP-3anpocos, K KOTOpbIM OyAeT NPUMEHATLCA
MoandmkaTop. MOXHO MCNoNb30BaTh peryrisipHbie BolpaxeHus PCRE.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) OTK/IOYAET UCMO/Ib30BaHNe AaHHOro MoAndmKaTopa
ans scex SIP-3anpocos.

CuHTakcuc

sip method pattern <PATTERN>
no sip method
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MapameTpbl

<PATTERN> — meTop SIP-3anpocoB, kK KoTopomy 6yaeT npuMeHeH Mmoaudukarop.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyaeT NMPUMEHATbLCS TOMNbKO K 3anpocam BYE m INVITE
vesr (esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesr (esbc-mod-table-modification)#

sip method type
JaHHaa komaHga no3BongeT Bolbparb MeTo SIP-3anpoca, k KoTopomy 6yAeT NpMMeHATbLCS Mogudmkarop.

icnonb3oBaHue oTpuuaTesibHO hopMbl KOMaHzbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAndmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method

MapameTpbl
<TYPE> — metog SIP-3anpoca, K KoTopomy 6yaeT npumMeHeH MoandukKaTop, NPUHUMAET 3HAYEHUS:

« Ack;

+ Bye;

+ Cancel;
* Invite;

+ Options;
* Register.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15
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KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip method type Invite
vesr (esbc-mod-table-modification)#

sip response-pattern

JaHHaa komaHga no3BosgeT 3agatb SIP-0TBEThI, K KOTOPLIM 6yAeT NPUMEHATLCA Moaudukatop. MoXHo
ncnosnb3oBaTh peryndapHsie BbipaxkeHns PCRE.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHMEe AAaHHOIO MoAudMKaTopa
Ansa scex SIP-0TBETOB.

CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl
<PATTERN> — SIP-0TBeTHI, K KOTOPbLIM BYAET NPUMEHEH MoaudmKaTop.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MognonkaTop OyneT MpUMEHATbCHA KO BceM SIP-oTBeTam
vesr (esbc-mod-table-modification)# sip response-pattern .+
vesr (esbc-mod-table-modification)#

value-pattern

[aHHaa komaHa No3BOMSET yKa3aTb COAEPXKUMOE 3aronoBKa, Npy CoBnageHnn ¢ KoTopbiM Byaet
NPUMEHATLCA MoAMdIMKaTOp. MOXHO MCMNOb30BaThb perynspHble BhlpaxeHns PCRE.

Vicnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) yAanseT AaHHYH HaCTPOViKy U3 KOHdUrypaumu.
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CuHTakcuc

value-pattern <PATTERN>
no value-pattern

MapameTpbl

<PATTERN> — cogepxnmoe 3arosioBka, Npu coBnageHnn ¢ KoTopbiM 6yAeT NpUMEHATLCA MoandmkaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# value-pattern example
vesr (esbc-mod-table-modification)#

HacTpoiikn mogucmkaropa konupoBaHus (copy)

sip header-pattern

[JaHHaa komaHza no3BoNsAeT BblbpaTb 3aro/ioBOK, B KOTOPOM ByZeT NpoM3BOAMTLCA OTOOP 3HaYEeHUs OJ1s
KonuposaHusi. MOXHO UCMo/b30BaTb pery/isipHble BolpaxkeHns PCRE.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHbl (NO) yAaNsieT aHHY HACTPOVKY U3 KOHMUrypaLui.
CunHTakcuc
sip header-pattern <PATTERN>

no sip header

MapameTpbl

<PATTERN> — Ha3BaHue 3arofioBKa, KOTOPbI HEOOXOANMO TPaAH3UTUTD.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
ESBC-MOD-TABLE-MODIFICATION
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Mpumep

vesr (esbc-mod-table-modification)# sip header-pattern Test_header
vesr (esbc-mod-table-modification)#

sip method pattern

[aHHaa komaHza no3BonseT 3agarb Metoabl SIP-3anpocos, K KOTOpbIM ByAeT NPUMEHATLCA
MoaudomkaTop. MOXHO MCNonb30BaTth peryrispHblie BolpaxeHus PCRE.

icnonb3oBaHue oTpuLaTesnibHO hopMbl KOMaHbl (NO) OTK/IOYAET UCMO/Ib30BaHNE AAHHOT0 MoAudmKaTopa
Ans scex SIP-3anpocos.

CuHTakcuc

sip method pattern <PATTERN>
no sip method

MapameTpbl
<PATTERN> — meTop SIP-3anpocos, kK KoTopomy ByAeT npuMeHeH Mmoaudukarop.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbI pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MoondnkaTop OyaeT MPMMEHATbLCSA TOMbKO K 3anpocam BYE um INVITE
vesr (esbc-mod-table-modification)# sip method pattern ~((BYE)|(INVITE))S
vesr (esbc-mod-table-modification)#

sip method type
[aHHaa komaHaa no3Bonset BblopaTb MeTod SIP-3anpoca, K KOTopoMy 6yAeT NPUMEHATLCA MogudmkaTop.

Vicnonb3oBaHme oTpuLaTesibHoi (hopMbl KOMaHZbl (NO) OTKOYAET UCMOSIb30BaHNE AAHHOMO MoaudmKaTopa
ansa scex SIP-3anpocos.

CuHTakcuc

sip method type <TYPE>
no sip method
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E-SBC. CnpaBoyHuK komaHp, CLI

<TYPE> — meTog SIP-3anpoca, K KoTopomy 6yaeT npumMeHeH MoandunkaTop, NPUHUMAaET 3HaYEeHUS:

3Ha4yeHue no ymonyaHuio

Ack;
Bye;
Cancel;
Invite;
Options;
Register.

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui

15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# sip method type Invite
vesr (esbc-mod-table-modification)#

sip response-pattern

[laHHas kKomaHAa no3BossieT 3a7atb SIP-0TBETHI, K KOTOPLIM BYAET NPUMEHATLCS MoAMdMKaTop. MOXHO

NCNoNb30BaTh perynsapHsle BolpakeHus PCRE.

Mcnonb3oBaHue oTpuuaTenbHoli hopmbl kKoMaHbl (N0) OTK/IOYAET UCMO/Ib30BaHMEe AAaHHOI0 MoAudmKaTopa

Ansa scex SIP-0TBETOB.

CuHTakcuc

sip response-pattern <PATTERN>
no sip response

MapameTpbl

<PATTERN> — SIP-0TBeThHI, K KOTOPbLIM BYAET NPUMEHEH MoandmKaTop.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui

15
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KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

#MogndnkaTop OyaeT NPUMEHATbCS KO BceM SIP-oTBeTaMm
vesr (esbc-mod-table-modification)# sip response-pattern .+
vesr (esbc-mod-table-modification)#

value-pattern

[laHHas KoMaHAa No3BOJISIET yKa3aTb COAEPXMMOE 3arofoBka, Npu COBNaZeHnn ¢ KOTopbIM 6yaeT
NPUMEHATLCS MoandmKaTop. MOXHO MCMOMb30BaTb Pery/spHbie BbipaxeHus PCRE.

icnonb3oBaHue oTpuuaTenibHo hopMbl KOMaHbl (NO) yAANAET AaHHY HACTPOIKY U3 KOHMUrypauuu.
CuHTakcuc
value-pattern <PATTERN>

no value-pattern

MapameTpbl

<PATTERN> — cogepxnmoe 3arosioBka, Npu COBNafeHnmn ¢ KOTOpPbIM ByAeT NPUMEHATLCA MogudrkaTop.

[lna KONMPOBaHUSI YacT COAEPXKMMOrO 3aro/loBKa HEO6X0AMMO yKa3aTb 3Ty YacTb B CKOOKAX.

Mpumep:

value-pattern 'header (value)'
# B nepemeHHyl OypeT pobaBneHo ToNbKO value

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb nNpuBUiernii
15

KomMaHAHbIV peXxum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# value-pattern example
vesr (esbc-mod-table-modification)#

162


https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html
https://www.opennet.ru/base/dev/pcre_perl_intro.txt.html

E-SBC. CnpaBoyHuK komaHp, CLI

variable-str

[JaHHasi KomaHa No3BoSIET ykazaTb HOMEP NEPEMEHHON, B KOTOPYH GyAEeT NOMELLEHO 3HaYeHVe, 0TO6paHHOe
B pe3y/ibTaTe BbINOIHEHNS KOMaHAbl value-pattern.

cnonb3oBaHue oTpuuaTensHo hopMbl KOMaHAabI (no) yaansieT AaHHyt HaCcTPOIiKy M3 KOHQUrypauum.
CuHTakcuc
variable-str <VAR>

no variable-str

MapameTpbl

<VAR> — HOMep nepemMeHHOM, 3aaeTcs B Anana3oHe 3HadeHunin u01-u99.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
ESBC-MOD-TABLE-MODIFICATION

Mpumep

vesr (esbc-mod-table-modification)# variable-str u@l
vesr (esbc-mod-table-modification)#

rename
JaHHaa komaHga No3BO/ISET NepenmMeHoBaTb Co34aHHyo Tabnmuy mogndrkaumn.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBOe Ha3BaHue Tabnuuybl MogmdmkaLmu.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15
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KoMaHAHbIN pexum
ESBC-MOD-TABLE

Mpumep

vesr (esbc-mod-table)# rename NEW_NAME_MODTABLE
vesr (esbc-mod-table)#

HacTtpoliku Taénuuybl maplipytusauum (route-table)

route-table
[aHHasi KoMmaHaa No3BONSET NEePeTU B HACTPOIKM yKazaHHOM TabnuLbl MapLUpyTU3aLui UK co3aaTb HOBYIO.

Vicnonb3oBaHue oTpuuaTesibHoi (DOPMbI KOMaH bl (N0) yAanseT ykazaHHyto Tabimuy MapLupyTU3aLmu.

CuHTakcuc

route-table <NAME>
no route-table <NAME>

MapameTpbl

<NAME> - Ha3BaHuVe mMeamapecypca.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesr(config-esbc)# route-table NEW_ROUTE_TABLE
vesr (config-esbc-route-table)#

rename

[JaHHas komaHza No3BO/SIET NEPEVMEHOBATL CO34aHHYH0 TabnuLy MapLUpyTU3aLmu.

CuHTakcuc
rename <NEW_NAME>
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MapameTpbl

<NEW_NAME> — HOBO€e Ha3BaHue Tabnunupbl MapLipyTusauuu.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-ROUTE-TABLE

Mpumep

vesr (config-esbc-route-table)# rename NEW_NAME_ROUTE_TABLE
vesr (config-esbc-route-table)#

rule

[laHHasa KomaHAa No3BOJISIET CO34aTb NPABW/IO B TabNMLe MapLUpyTM3aLnmn UIn NepenT B HaCTPOKK yxe
CO37aHHOro NnpaBuna.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yAansieT ykasaHHoOe npasBusio.

CuHTakcuc
rule <INDEX>

MapameTpbl

<INDEX> — nHgekc npasuna, npuHumaeT 3HadeHus ot 0 go 63.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-ROUTE-TABLE

Mpumep

vesr (config-esbc-route-table)# rule 0
vesr (config-esbc-route-table-rule)#
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action

[JlaHHas komMaHza No3BOJISIET yKas3aTb AelCTBUE, KOTOpPOe ByAeT coBepLlaTbCs NPy MapLLpyTU3aLmMmn Bi3oBa
yepes AaHHOoe NpaBuso.

icnonb3oBaHme oTpuuaTesibHoli (DOpMbl KOMaH/bl (N0) yAanseT AaHHYH HAaCTPOViKy U3 KOHdUrypaumu.

CuHTakcuc

action { direct-to-trunk | direct-to-trunk-group | reject } <DIRECTION>
no action

MapameTpbl

direct-to-trunk — oTpaBuTb BbI30B B TPaHK, ykazaHHblin B <DIRECTION>;
direct-to-trunk-group — oTnNpaBunTb BbI30B B TPAHKOBYIO rpynny, ykasaHHyt B <DIRECTION>;
reject — OTKNOHUTL BbI30B;

<DIRECTION> — Ha3BaHWe TpaHKa 1Unn TpaHKoBO rpynmbl, Kyaa 6yaet oTnpasneH Bbi30B.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-ROUTE-TABLE-RULE

Mpumep

vesr (config-esbc-route-table-rule)# action direct-to-trunk NEW_TRUNK
vesr (config-esbc-route-table-rule)#

condition

[JaHHasi KoMaHa No3BO/SIET HACTPOUTb YC/IOBUS, KOTOPbIE A0/KHbI BbIMO/HATLCS, YTOObI BbI30B
CMapLIpyTM3MPOBAJICS MO YKazaHHOMY NpaBusly B TabnnUe MapLipyT3aLmi.

icnonb3oBaHue oTpuuaTesibHoi DOPMbl KOMaH bl (N0) yAansieT AaHHy HacTPOIiKy U3 KOHUrypaLmu.

CuHTaKkcuc

condition <INDEX> { cdpn | cgpn } <CONDITION_MASK>
no condition <INDEX>

MapameTpbl
<INDEX> — nHaekc ycnosus, npuHMMaeT 3HavyeHuns oT 0 go 7;
cdpn — npoBepka ycnoBus BbINoaHAETCA no cdpn;

cgpn — NpoBepKa yC/1I0BUS BbIMOTHAETCS MO cgpn;
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<CONDITION_MASK> - ycnosue, KOTOpoe [0/HKHO BbIMO/IHATLCS, YUTOObI BbI30B CMapLUpYTU3MpPOBasICA Mo
AaHHOMY MpaBwy, 418 COCTaB/IEHMA YC/I0BUIN HEOOXOAMMO UCNONbL30BaTb perynsapHsie BoipakeHns PCRE.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-ROUTE-TABLE-RULE

Mpumep

vesr (config-esbc-route-table-rule)# condition @ cdpn 724001$
vesr (config-esbc-route-table-rule)#

Hactpoiiku SIP-npodnns

sip-profile
[aHHas komaHAa No3BONSIET NEPETU B HACTPOIKM ykazaHHoro SIP-npocuns nnm cosgatb HOBbINA.

cnonb3oBaHue oTpuUaTesibHoi (DOpPMbl KOMaH bl (N0) yaansieT ykasaHHblii SIP-npodmib.

CuHTakcuc

sip-profile <NAME>
no sip-profile <NAME>

MapameTpbl

<NAME> — Ha3BaHue SIP-npodnnsi.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC
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Mpumep

vesr (config-esbc)# sip-profile NEW_SIP_PROFILE
vesr (config-esbc-sip-profile)#

cause-list
[aHHasi KoMaHAa No3BONSIET NPUBSI3aTh CNNCOK NPUYMH 0T60S K SIP-npodounto.

cnonb3oBaHue oTpuuaTenibHoli (DOpPMbl KOMaH bl (No) yaanseT cnucok u3 SIP-npoduns.

CuHTaKkcuc

cause-list <NAME>
no cause-list

MapameTpbl

<NAME> — Ha3BaHue Cnu1cka, KoTopblii NpuBsa3biBaeTcs K SIP-npodnnio.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYET.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KomaHZHbIi pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesr(config-esbc-sip-profile)# cause-list NEW_NAME_LIST
vesr(config-esbc-sip-profile)#

keepalive enable

JaHHasi KoMaHZa BK/OYAET KOHTPO/Ib AOCTYNHOCTU HanpaefieHnii (TpaHka), K KoTopbIM npmBsidaH SIP-
npocune.

icnonb3oBaHune oTpuLaTesibHOV hopMbl KOMaHbl (NO) YyCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc
keepalive enable

no keepalive enable

MapameTpbl

OtcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

KOHTPO/b BbIK/THOYEH.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesr (config-esbc-sip-profile)# keepalive enable
vesr (config-esbc-sip-profile)#

keepalive failed-interval

E-SBC. CnpaBoyHuK komaHp, CLI

[laHHas KomaHAa No3BOJISIET 3a7aTb MHTEPBasl KOHTPOSA 419 HEAOCTYNHOIO HanpPaB/IeHus.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTUYAHMIO.

CunHTtakcuc
keepalive failed-interval <TIME>
no keepalive failed-interval

MapameTpbl

<TIME> — Bpems B cekyHaax, NpuHuMaeT 3HadeHus [10..3600].

3HayeHue No ymosiMaHuio
20

Heob6xoaumbili ypoBeHb NPUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesr(config-esbc-sip-profile)# keepalive failed-interval 60
vesr (config-esbc-sip-profile)#

keepalive method

,ﬂ.aHHaﬂ KOMaHa No3BosideT Bbl6paTb MEeTO KOHTPO1A AOCTYNHOCTHU Hal'lpaBl'IeHMI7I.
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CuHTakcuc

keepalive method <METHOD>

MapameTpbl

<METHOD> — meToA KOHTPONS HanpaB/fieHWNiA, HA AaHHbIA MOMEHT NPUHMMAET TO/IbKO OAHO 3HaYeHue -
options.

3Ha4yeHue no ymonyaHuio

options

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesr (config-esbc-sip-profile)# keepalive method options
vesr (config-esbc-sip-profile)#

keepalive success-interval
[laHHas KoMaHAa No3BOJISIET 3a7aTb MHTEPBas1 KOHTPONSA A/1A AOCTYMNHOIO Harnpas/eHus.

Micnonb3oBaHune oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHMIO.
CunHTakcuc
keepalive success-interval <TIME>

no keepalive success-interval

MapameTpbl

<TIME> -- Bpems B ceKyHaax, NpuHuMaeT 3HadeHuns [10..3600].

3HayeHue No ymosiMaHuio
60

Heob6xoaumbili ypoBeHb NPUBUETAIi
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-PROFILE
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Mpumep

vesr (config-esbc-sip-profile)# keepalive success-interval 120
vesr (config-esbc-sip-profile)#

rename

[aHHasa KomaHaa No3BOMSIET NepPenMeHoBaThb Co3aaHHbI SIP-npodune.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOoBOe Ha3BaHue SIP-npoduns.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-PROFILE

Mpumep

vesr (config-esbc-sip-profile)# rename NEW_NAME_SIP_PROFILE
vesr (config-esbc-sip-profile)#
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HacTtpoliiku SIP-TpaHcnopTa

sip-transport

[aHHasi KoMaHJa No3Bo/SET NEpeiTN B HACTPOIKN yKazaHHoro SIP-TpaHcnopTa unm co3aaTth HOBBIA.

icnonb3oBaHue oTpuLaTeNbHO hopMbl KOMaH bl (N0) yaansieT ykasaHHblii SIP-TpaHcnopT.

CuHTakcuc

sip-transport <NAME>
no sip-transport <NAME>

MapameTpbl

<NAME> - Ha3BaHue SIP-TpaHcnopTa.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesr (config-esbc)# sip-transport NEW_SIP_TRANSPORT
vesr (config-esbc-sip-transport)#

ip-address

JaHHaa komaHga no3BosigeT HacTpouTb IP-agpec ana SIP-TpaHcnopTa.
Vicnonb3oBaHue oTpulatenbHoli hopmMbl komaHAabl (No) yaansieT HacTpoiiky IP-agpeca.
CuHTakcuc

ip-address <IP_ADDR>

no ip-address

MapameTpbl
<IP_ADDR> - IP-agpec ESBC, koTopblii 6ygeT ncnonb3oBarbecsa 415 nepegayn/npyema curHannsamu.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-TRANSPORT

Mpumep

vesr (config-esbc-sip-transport)# ip-address 192.168.114.130
vesr (config-esbc-sip-transport)#

mode

[aHHas KomaHga No3BONSAET BblbpaTb NPOTOKO/1 TPAHCMOPTHONO YPOBHS, UCNOMb3yeMbIi 415 NpuMa/nepegayn
coobLueHuin SIP.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (N0) BO3BpaLLAET 3HAYEHNE MO YMOMUYAHUIO.

CuHTakcuc

mode { tcp-only | tcp-prefer | tls | udp-only | udp-prefer }
no mode

MapameTpbl
tcp-only — ucnonb3osatb Tonbko TCP-npoToKON;

tcp-prefer — npuem no UDP 1 TCP. OtnpaBka no TCP. B cnyyae ecnv He yaanocb yCTaHOBUTb COeANHEHne No
TCP, otnpaBka npoussoantcsa no UDP;

tls — ucnonb3osars tls;
udp-only — ncnonb3osatb To/1bk0 UDP-npoTokor;

udp-prefer — npmuem no UDP n TCP. OtnpaBka naketoB 6onee 1300 6aiit no TCP, meHee 1300 6aiiT — no UDP.

3HayeHue No ymosiMaHuio

udp-only

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-TRANSPORT
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Mpumep

vesr (config-esbc-sip-transport)# mode udp-prefer
vesr (config-esbc-sip-transport)#

port
JaHHas komaHga no3BonseT HacTpouTb NopT Ans SIP-TpaHcnopTa.

Micnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) yAansieT HaCcTPOiiKy nopTa.
CuHTakcuc
port <PORT>

no port

MapameTpbl

<PORT> — nopt ESBC, koTOpbIli 6yAeT ncnonb3oBaTbCs AN nepeaaydn/npueMa curHanusawmm, npUHNMaeT
3HayeHus ot 1 go 65535.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-SIP-TRANSPORT

Mpumep

vesr (config-esbc-sip-transport)# port 5060
vesr (config-esbc-sip-transport)#

rename

,ﬂ.aHHaﬂ KOMaHAa No3BOJIAET NnepenMmeHoBaTb COS,D,&HHI:IVI SIP—TpchnopT.

CuHTakcuc

rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HoBOe Ha3BaHue SIP-TpaHcnopTa.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-SIP-TRANSPORT

Mpumep

vesr (config-esbc-sip-transport)# rename NEW_NAME_SIP_TRANSPORT
vesr (config-esbc-sip-transport)#

HacTpoliku TpaHKOB

trunk sip
[laHHas koMaH4a No3BOJSIET NEPENTN B HACTPOIKM yka3aHHOro SIP-TpaHka 1am co3garb HOBBINA.

icnonb3oBaHue oTpuLaTeNbHo (hopMbl KOMaH bl (N0) yaansieT ykasaHHbIii SIP-TpaHk.

CuHTakcuc

trunk sip <NAME>
no trunk sip <NAME>

MapameTpbl

<NAME> — Ha3BaHue SIP-TpaHka.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ESBC

Mpumep

vesr(config-esbc)# trunk sip NEW_TRUNK
vesr (config-esbc-trunk-sip)#
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domain

[JaHHas KomaHza No3BoNsAeT 3a/aTb JOMEHHOE UMS TpaHKa, KoTopoe OyaeT NoACTaBNATLCA B 3aro/oBKax
From/To B ncxogawmx 3anpocax B TPaHK.

Vicnonb3oBaHue oTpuuaTesibHoi (hopMbl KOMaHZbl (NO) yAanseT HacTPOiiKy AOMeHa.

CuHTakcuc

domain <DOMAIN>
no domain

MapameTpbl

<DOMAIN> - fOoMeHHOe uMs TpaHka.

3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# domain new.domain
vesr (config-esbc-trunk-sip)#

media profile

[aHHasa komaHAa No3BoNsET NpuBs3aTb Meguanpodunu K SIP-TpaHky.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) yaansieT Meamanpodusib ¢ TpaHka.
CuHTaKkcuc

media profile <NAME_MEDIA_PROFILE>

no media profile

MapameTpbl
<NAME_MEDIA_PROFILE> — Ha3BaH\e meananpodmnnsi.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heo6xoaumblii ypoBeHb NpuBUIernii
15
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KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# media profile NEW_NAME_MEDIA_PROFILE
vesr (config-esbc-trunk-sip)#

media resource

JaHHas komaHaa no3BonsAeT NpuBsA3aTb Megnapecypcsbl K SIP-TpaHky.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (N0) yaanseT Meamapecypc ¢ TpaHka.

CuHTakcuc

media resource <INDEX> <NAME_MEDIA_RESOURCE>
no media resource <INDEX>

MapameTpbl
<INDEX> — nHgekc npmBsi3aHHbIX Megnapecypcos, NpUHMMaeT 3HadeHnsa ot 0 ao 7;
<NAME_MEDIA_RESOURCE> — Ha3BaHVe Meanapecypca.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

HeobOxoaumbili ypoBeHb NPUBUETAi
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# media resource 0 NEW_MEDIA_RESOURSE
vesr (config-esbc-trunk-sip)#

mod-table sip

[laHHas KoMaHAa No3BO/SIET NPUBSA3aTh TabULYy Moaudukaumm K SIP-TpaHky.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaanseT Tabnmuy MoandgmuKaLmm ¢ TpaHka.

CuHTakcuc

mod-table sip { in | out } <NAME_MODTABLE>
no mod-table sip { in | out }
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MapameTpbl
in — npasuna u3 Tabamubl MoguQUKaLMM NPUMEHSIOTCA MPU NOyYEHUN COOBLLEHNS;
out — npasuna 13 Tabnuubl MOANMINKALMM NPUMEHSIOTCA NMPY OTNpaBke COObLLEHUS;

<NAME_MODTABLE> — Ha3BaHu1e Tabnuubl MogudmKaLmu.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# mod-table sip in NEW_MODTABLE
vesr (config-esbc-trunk-sip)#

nat
JaHHas komaHga no3sonset npoxoxgeHne RTP Tpadmka yepes NAT o151 TpaHKoB.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) OTK/KOYAET UCMO/Ib30BaHNe MeXaHN3MOB
npeogonenus NAT.

comedia-mode

CuHTakcuc

nat comedia-mode { flexible | on | off }
no nat comedia-mode

MapameTpbl

flexible — npoBepsieT ncTouHNK BO BXxoAsiLLeM RTP-noToke n TpaHCAnpyeT ucxoasiumii notok Ha IP-agpec n
UDP-nopT, € KOTOPOro NpMHMMAaEeTCs MeananoTok, B Criydae npepbiBaHns Bxoasulero RTP-notoka 6onee yem
Ha 1 cekyHAy, UCXOLALLMIA NOTOK NPOAOMKAET TPAHC/IMPOBATLCS,;

on — NPoBEPSIET UCTOUYHUK BO BXoAseM RTP-noToke u TpaHCAUpyeT nexodsiunin notok Ha IP-aapec n UDP-
nopT, C KOTOPOro NPUHUMAETCA MeananoTokK, B C/lyvae npepbiBaHus Bxoasuero RTP-notoka 6onee yem Ha 1
CEeKyHAY, UICXOASALLNIA MOTOK NepecTaeT TpaHC/IMPOBaThLCS,

off — pexxum NAT BbIK/HOUEH.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-USER-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# nat comedia-mode on
vesr (config-esbc-trunk-sip)#

remote addr
[aHHasi KomaHaa No3BoNseT 3ajaTb apec YAaNeHHON CTOPOHbI.

Mcnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (NO) yaanseT agpec yaasieHHOW CTOPOHbI.

CuHTakcuc

remote addr <ADDRESS>
no remote addr

MapameTpbl

<ADDRESS> - agpec yaasnieHHOW CTOPOHbI, NPUHUMAET 3HavyeHuns B popmaTtax IPv4, IPv6, foMeH.

3HayeHue nNo ymosidaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# remote addr 192.168.114.129
vesr (config-esbc-trunk-sip)#

remote port
[laHHaa komMaHa No3BOo/AET 3a4aTb NOPT YAA/IEHHON CTOPOHI.

icnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHzbl (NO) yAaNAET NopT yAa/IEHHOW CTOPOHLI, NPUHUMAET
3HayeHns ot 1 go 65535.
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CuHTakcuc

remote port <PORT>
no remote port

MapameTpbl

<PORT> - nNopT yAa/IeHHOI CTOPOHbI, NPUHUMAET 3HayveHus oT 1 go 65535.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# remote port 5060
vesr (config-esbc-trunk-sip)#

rename

[aHHasa KomaHaa No3BOMSIET NEPENMEHOBATL CO3aHHbIi SIP-TpaHK.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOoBOe Ha3BaHue SIP-TpaHka.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP
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Mpumep

vesr (config-esbc-trunk-sip)# rename NEW_NAME_TRUNK
vesr (config-esbc-trunk-sip)#

route-table
[aHHasa KomaHaa No3BOASIET NPUBS3aTh TabnMLUy MaplipyTmdaumm K SIP-TpaHky.

Micnonb3oBaHune oTpuLaTesibHov hopMbl KOMaHzbl (NO) OTBA3bLIBAET TAGMULLY MApPLLPYTU3ALIMKX OT TpaHKa.

CuHTakcuc

route-table <NAME_ROUTE_TABLE>
no route-table

MapameTpbl

<NAME_ROUTE_TABLE> — Ha3BaHue TabnuLbl MapLLUpyTU3aLnn.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

HeobOxoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# route-table NEW_ROUTE_TABLE
vesr (config-esbc-trunk-sip)#

sip-profile

[JaHHaa komaHga no3sonset npusasarb SIP-npodusib K SIP-TpaHky.

icnonb3oBaHue oTpuuaTesnibHoi hopmMbl KOMaHbl (No) oTBA3bIBaET SIP-npodhusb OT TpaHka.
CuHTakcuc

sip-profile <NAME_SIP_PROFILE>

no sip-profile

MapameTpbl
<NAME_SIP_PROFILE> - Ha3BaHue SIP-npodmns.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# sip-profile NEW_NAME_SIP_PROFILE
vesr (config-esbc-trunk-sip)#

sip-transport

JaHHas komaHga no3sonset npueasarb SIP-TpaHcnopT K SIP-TpaHky.

cnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaH bl (N0) 0TBA3bIBAET SIP-TpaHCMNopT OT TpaHkKa.
CunHTtakcuc

sip-transport <NAME_SIP_TRANSPORT>

no sip-transport

MapameTpbl
<NAME_SIP_TRANSPORT> — Ha3BaHue SIP-TpaHcnopTa.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-SIP

Mpumep

vesr (config-esbc-trunk-sip)# sip-transport NEW_SIP_TRANSPORT
vesr (config-esbc-trunk-sip)#
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HacTpoliku TpaHKOBbIX rpynn

trunk-group
[laHHas kKomaHAa No3BO/SIET NEPENTN B HACTPOIKM yKa3aHHOM TpaHKOBOW rpynnbl UK CO34aTb HOBYIO.

icnonb3oBaHue oTpuLaTeNbHOi DOPMbI KOMaH bl (N0) yAanseT yKkazaHHy TPaHKOBYH rpynmny.

CuHTakcuc

trunk-group <NAME>
no trunk-group <NAME>

MapameTpbl

<NAME> — Ha3BaHue TpaHKOBOW rpynnbl.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesr (config-esbc)# trunk-group NEW_TRUNK_GROUP
vesr (config-esbc-trunk-group)#

balancing round-robin

[aHHas KomaH[a No3BONSAET BK/IIOUUTL HA TPaHKOBOW rpynne pexum 6anaHcuposkm round-robin.
icnonb3oBaHue oTpuuaTesnibHO hopMbl KOMaHbl (NO) BbIK/THOYAET GaslaHCUPOBKY.

CuHTakcuc

balancing round-robin

no balancing

MapameTpbl
OrtcyTcTBYIOT.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# balancing round-robin
vesr (config-esbc-trunk-group) #

media-profile
[laHHas komMaHAa No3BOosISIET NPUBSA3aTb MeananpodnIn K TpaHKOBOW rpynne.

Vicnonb3oBaHmne oTpuuaTenibHOM hopMbl KOMaHAbI (no) yaansetr meguanpodunnb ¢ TPaHKOBOW rpynnbl.
CuHTakcuc
media-profile <NAME_MEDIA_PROFILE>

no media-profile

MapameTpbl
<NAME_MEDIA_PROFILE> — Ha3BaHne meananpoduis.

3HayeHue nNo ymosidaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# media-profile NEW_NAME_MEDIA_PROFILE
vesr (config-esbc-trunk-group)#

media-resource
[aHHasi KomaHga No3BONSAET NpUBA3aTb Meanapecypcbl K TPaHKOBOW rpynne.

Mcnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHAbl (NO) yaanseT Meamapecypc ¢ TPaHKOBOW rpynnbl.
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CuHTakcuc

media-resource <INDEX> <NAME_MEDIA_RESOURCE>
no media-resource <INDEX>

MapameTpbl
<INDEX> - nHpekc npvssi3aHHbIX Meauapecypcos, NpuH1UMaeT 3HavyeHns ot 0 go 7,
<NAME_MEDIA_RESOURCE> — Ha3BaHne Mmeguapecypca.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# media-resource @ NEW_MEDIA_RESOURCE
vesr (config-esbc-trunk-group) #

mod-table sip
[laHHas KomaHAa No3BOsISIET NPUBA3aTh Tab/MLYy MoaudnKkaumm K TPAHKOBOIA rpynne.

icnonb3oBaHune oTpuLaTesibHo hopMbl KOMaH bl (NO) yaansieT Tabnuuy MoanduKaLmm ¢ TPaHKOBOI rpynnbl.

CuHTakcuc

mod-table sip { in | out } <NAME_MODTABLE>
no mod-table sip { in | out }

MapameTpbl
in — npaBuna u3 Tabmubl MOgUUKaLMMN NPUMEHSIKOTCA MPU NOyYEHUN COOBLLEHNS;
out — npasuna 13 Tabnuubl MOAMMINKALMM NPUMEHSIIOTCA NPY OTNpaBke COOOLLEHUS,

<NAME_MODTABLE> — Ha3BaHu1e Tabnuubl MoandmKaLlmu.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15
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KoMaHAHbIN pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# mod-table sip in NEW_MODTABLE
vesr (config-esbc-trunk-group) #

rename

[laHHasa KomMaH4a No3BOJISIET NeperMeHoBaTb CO34aHHYy0 TPAHKOBYH rpynmny.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HOBO€e Ha3BaHWe TPaHKOBOW rpynmbl.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# rename NEW_NAME_TRUNK_GRUOP
vesr (config-esbc-trunk-group)#

route-table

E-SBC. CnpaBoyHuK komaHp, CLI

[laHHan komaHza No3BO/SIET NPYBA3aTb TabNMLYy MapLpyTU3auuy K TpPaHKOBO rpynne.

icnonb3oBaHue oTpuuaTesnibHo hopMbl KOMaHzbl (N0) OTBA3LIBAET Tab/IMLY MapLUpyTM3aLmMm OT TPaHKOBO

rpynne.

CuHTakcuc

route-table <NAME_ROUTE_TABLE>
no route-table

MapameTpbl

<NAME_ROUTE_TABLE> — HazBaHWe TabnuLbl MapLLupyTU3aLmnn.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# route-table NEW_ROUTE_TABLE
vesr (config-esbc-trunk-group) #

sip-profile

[aHHasa komaHaa no3BonsieT npuessaTb SIP-npodinsb K TpaHKOBOWA rpynne.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) oTBA3bIBAET SIP-npodusib OT TPaHKOBOIA rpynMbl.
CunHTtakcuc

sip-profile <NAME_SIP_PROFILE>

no sip-profile

MapameTpbl
<NAME_SIP_PROFILE> — Ha3BaHue SIP-npodmns.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAI
15

KomaHgHbIii pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# sip-profile NEW_NAME_SIP_PROFILE
vesr (config-esbc-trunk-group)#

trunk

ﬂaHHaﬂKOMaHAaHOBBOﬂHeTﬂpMBH3aTpraHH4KTpaHKOBOMprHHe
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icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHzbl (NO) yAanseT TpaHK U3 TPAHKOBOI rpynnbl.

CuHTakcuc

trunk <INDEX> <NAME_SIP_TRUNK>
no trunk <INDEX>

MapameTpbl
<INDEX> — nHAekc TpaHka B coCcTaBe TPaHKOBOM rpynnbl, NPUHUMAET 3HaveHus ot 0 go 24;

<NAME_SIP_TRUNK> — Ha3BaHue TpaHKa, KOTOpPbIli BK/TOYAETCA B COCTaB TPAHKOBOWA rpynmbl.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMmbIii ypoBeHb NpuBUierui
15

KoMaHAHbIV pexum
CONFIG-ESBC-TRUNK-GROUP

Mpumep

vesr (config-esbc-trunk-group)# trunk 0 NEW_TRUNK
vesr (config-esbc-trunk-group) #

HacTpoiiku user-interface

user-interface sip
[laHHas kKoMmaHAa No3BONSIET NEPeTU B HACTPOIKM yKa3aHHOro user-interface nnv cosgatb HOBbII.

icnonb3oBaHue oTpuuaTesibHoOi (hopMbl KOMaH bl (N0) yaansieT ykasaHHblii user-interface.

CuHTakcuc

user-interface sip <NAME>
no user-interface sip <NAME>

MapameTpbl

<NAME> - Ha3BaHue user-interface.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15
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KomMaHAHbIV peXxum
CONFIG-ESBC

Mpumep

vesr(config-esbc)# user-interface sip NEW_USER_INTERFACE
vesr (config-esbc-user-interface-sip)#

allow-unreg-call

[aHHas KomaHaa no3BOMSAET BKAOUNTL BO3MOXHOCTb MPONycKaTb BbI30Bbl OT HE3APErMCTPUPOBaHHbIX
AbO0HEHTOB.

Mcnonb3oBaHue oTpulatenbHol hopmbl KOMaHbl (NO) OTK/OYAET 3TY BO3MOXHOCTb.

CuHTakcuc

allow-unreg-call
no allow-unreg-call

MapameTpbl
OrtcyTcTBYIOT.

3Ha4yeHue no ymonyaHuio

B0O3MOXHOCTb OTK/1l0YEHA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHaHbIi pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# allow-unreg-call
vesr (config-esbc-user-interface-sip)#

domain

[JaHHas KomaHa No3BoNseT 3aaaTh JOMeHHoe uMs user-interface, koTopoe 6yaeT NoACTaBNATLCS B
3aronoskax From/To B ncxogsumx 3anpocax Ha aboHEHTOB.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHzbl (NO) yAansieT HaCTPOIiKy AOMeHa.
CuHTakcuc

domain <DOMAIN>
no domain
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MapameTpbl

<DOMAIN> — nomeHHoe nms user-interface.

3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBuierui
15

KoMaHAHbIN pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# domain new.domain
vesr (config-esbc-user-interface-sip)#

media profile
[aHHas komaHga No3BoNsieT NpuBa3aTb Meananpoduim K user-interface.

Micnonb3oBaHue oTpuLaTesnibHoi hopMbl KOMaHbl (N0) yaansieT Meamanpodusb ¢ user-interface.
CunHTakcuc
media profile <NAME_MEDIA_PROFILE>

no media profile

MapameTpbl
<NAME_MEDIA_PROFILE> — Ha3BaHne meananpoduis.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# media profile NEW_NAME_MEDIA_PROFILE
vesr (config-esbc-user-interface-sip)#
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media resource
[aHHasi KomaHga No3BONSAET NpUBA3aTb Meamnapecypchbl K user-interface.

icnonb3oBaHve oTpuLaTenbHoii hopmMbl kKoMaHAbl (N0) yaansieT megmapecypc ¢ user-interface.

CuHTakcuc

media resource <INDEX> <NAME_MEDIA_RESOURCE>
no media resource <INDEX>

MapameTpbl
<INDEX> — nHAeKc npuBA3aHHbIX MefnapecypcoB, NPUHNMaET 3HaveHus ot 0 go 7;
<NAME_MEDIA_RESOURCE> - Ha3BaHue Mmeauapecypca.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomMaHAHbIV peXxum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# media resource © NEW_MEDIA_RESOURCE
vesr (config-esbc-user-interface-sip)#

mod-table sip
[aHHas KomaHAa No3BOSIET NpuBA3aTh Tabnnuy mogudmnkaumm k user-interface.

Vicnonb3oBaHue oTpuLaTenibHoi (hopMbl KOMaH bl (N0) yaanset Tabnuuy moamdkauum ¢ user-interface.

CuHTaKkcuc

mod-table sip { in | out } <NAME_MODTABLE>
no mod-table sip { in | out }

MapameTpbl
in — npasuna u3 Tabanubl MoguUKaL MM NPUMEHSOTCA NPU NOYYEHUN COOBLLEHNS;
out — npasuna 13 Tabnuubl MOANMINKALMM NPUMEHSIIOTCA NPY OTNpaBke COObLLEHUS;

<NAME_MODTABLE> — Ha3BaHu1e Tabnuubl MogndmKaLmu.

3HaueHue No yMmo4aHuio

OrtcyTtcTBYeT.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# mod-table sip in NEW_MODTABLE
vesr (config-esbc-user-interface-sip)#

nat
[aHHasa komaHaa no3sonsieT ESBC paboTtaTb ¢ aboHEHTaMK, KOTOpble HaxoaaTcs 3a NAT.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (NO) OTK/KOYAET UCMO/Ib30BaHNe MeXaHN3MOB
npeogonenus NAT.

comedia-mode

CuHTakcuc

nat comedia-mode { flexible | on | off }
no nat comedia-mode

MapameTpbl

flexible — npoBepsieT ncTouHMK BO BxoAsiLLeM RTP-noToke n TpaHCAnpyeT ucxoasiumii notok Ha IP-agpec n
UDP-nopT, € KOTOPOro NpMHMMaeTCs MeananoTok, B Criydae npepbiBaHns Bxoasulero RTP-notoka 6onee yem
Ha 1 cekyHAy, UCXOAALLMIA NOTOK NPOAOMKAET TPAHC/IMPOBATLCS,;

on — NPoBEPSIET UCTOUYHUK BO BXoaseM RTP-noToke u TpaHCcAUpyeT nexoasiunin notok Ha IP-aapec n UDP-
nopT, C KOTOPOro NPUHUMAETCA MeananoTokK, B C/lyvyae npepbiBaHus Bxoasuwero RTP-notoka 6onee yem Ha 1
CEeKyHAY, UICXOASALLNIA MOTOK NepecTaeT TpaHC/IMPOBaThLCS,

off — pexum NAT BbIK/HOUEH.

3HayeHue nNo ymosidaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPUBUMETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP
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Mpumep

vesr (config-esbc-user-interface-sip)# nat comedia-mode on
vesr (config-esbc-user-interface-sip)#

keep-alive-interval
B Tekywein Bepcum MO He nogaepxvsaeTcs.

CuHTakcuc
nat keep-alive-interval <TIME>

no nat keep-alive-interval
MapameTpbl
<TIME> — Bpems B cekyHOax, 4N nogaepxaHusa curdasibHoro coegmHenmns 3a NAT. JonycTtumble 3HaveHus 0 -

65535.

3Ha4yeHune no ymonyaHuio

OTK/0YEHO.

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHaHbI pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# nat keep-alive-interval 30
vesr (config-esbc-user-interface-sip)#

rename

JaHHaa komaHaa no3BosisgeT nepermMmeHoBaTb CO3,£I|aHHbI[7I user-interface.

CuHTakcuc
rename <NEW_NAME>

MapameTpbl

<NEW_NAME> — HoBOe Ha3BaHue user-interface.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.
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Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIV pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# rename NEW_NAME_USER_INTERFACE
vesr (config-esbc-user-interface-sip)#

route-table
[aHHasi KomaHaa No3BONSET NpPUBsA3aTh TabnuLy mapLpyTmulaumm kK user-interface.

icnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHbl (N0) OTBA3LIBAET TAG/IULLY MapLLPYTU3aLMn OT user-
interface.

CuHTakcuc
route-table <NAME_ROUTE_TABLE>

no route-table

MapameTpbl

<NAME_ROUTE_TABLE> — Ha3BaHue TabnuLbl MapLLUpyTU3aLnn.

3HauyeHue No ymosiMaHuio

OTcyTcTBYET.

Heob6xoaumbili ypoBeHb NPpUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# route-table NEW_ROUTE_TABLE
vesr (config-esbc-user-interface-sip)#

sip-profile
[JaHHas komaHaa no3sonseT npueasatb SIP-npodhnnb K user-interface.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaHbl (No) oTBaA3bIBaeT SIP-npocusb ot user-interface.

194



E-SBC. CnpaBoyHuK komaHp, CLI

CuHTakcuc

sip-profile <NAME_SIP_PROFILE>
no sip-profile

MapameTpbl
<NAME_SIP_PROFILE> - Ha3BaHue SIP-npodmns.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

Heo6xoauMbIii ypoBeHb NpuBUerui
15

KoMaHAHbIN pexum
CONFIG-ESBC-USER-INTERFACE-SIP

Mpumep

vesr (config-esbc-user-interface-sip)# sip-profile NEW_NAME_SIP_PROFILE
vesr (config-esbc-user-interface-sip)#

sip-transport

[aHHan kKomaHaa no3BonsieT npueasartb SIP-TpaHcnopT K user-interface.

Micnonb3oBaHue oTpuuaTesnibHoi hopMbl KOMaH bl (N0) oTBA3bIBaeT SIP-TpaHcnopT oT user-interface.
CunHTtakcuc

sip-transport <NAME_SIP_TRANSPORT>

no sip-transport

MapameTpbl
<NAME_SIP_TRANSPORT> — Ha3BaHue SIP-TpaHcnopTa.

3HayeHue No ymosiMaHuio

OTcyTcTBYET.

HeoG6xoaumbili ypoBeHb NPUBUETAIA
15

KomaHgHbIii pexum
CONFIG-ESBC-USER-INTERFACE-SIP
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Mpumep

vesr (config-esbc-user-interface-sip)# sip-transport NEW_SIP_TRANSPORT
vesr (config-esbc-user-interface-sip)#
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9 Hactpoiika WEB-cepBepa

* ip http port

* ip http server
* ip https port

* ip https server

ip http port
[aHHoi KomaHaon onpegensieTcsa nopt http-cepsepa Ha ycTpolicTBe.

icnonb3oBaHme oTpuuaTesibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHUIO.

CuHTakcuc
ip http port <PORT>
no 1ip http port

MapameTpbl

<PORT> — HOMep NopTa, yKkasbiBaeTcs B AnanasoHe [1..65535].

3Ha4yeHue no ymonyaHuio
80

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIN pexum
CONFIG

Mpumep

vesr(config)# ip http port 80

ip http server
[aHHoih KomaHao BkNovaeTcs http-cepep Ha ycTpolicTBe.

Vicnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH bl (No) oTkouaeT http-cepsep.

CuHTakcuc

ip http server
no ip http server

MapameTpbl

OTcyTCTBYIOT.
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3HauyeHue No ymosi4aHuio

http-cepBep BbIK/tOYEH.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep
vesr(config)# ip http server
ip https port

[aHHoii KomaHaon onpegensieTcsa nopt https-cepeepa Ha ycTpoiicTse.

Micnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaHAbl (NO) yCTaHAB/IMBAET 3HAYEHME MO YMOTYAHMIO.
CuHTakcuc
ip https port <PORT>

no ip https port

MapameTpbl

<PORT> — HOMep nopTa, yka3biBaeTcs B AnanasoHe [1..65535].

3HaueHue no ymMmon4yaHuwo
443

Heob6xoauMbIii ypoBeHb NpuBUierui
15

KomaHgHbIii pexum
CONFIG

Mpumep

vesr(config)# ip https port 443
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ip https server
[aHHol KomaHaon BkntovaeTcs https-cepsep Ha ycTpoiicTse.

icnonb3oBaHve oTpulaTesibHoii hopmMbl koMaHabl (N0) oTkouaeT https-cepsep.

CuHTakcuc

ip https server
no ip https server

MapameTpbl

OtcyTCTBYIOT.

3HauyeHue No ymosi4aHuio

https-cepsep BbIK/IHOYEH.

HeoG6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIN pexum
CONFIG

Mpumep

vesr(config)# ip https server
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10 Hactpoika DNS

+ domain ip host

+ domain lookup enable
+ domain name

« domain name-server

domain ip host
JaHHaa komaHga onpegenset cratmyeckyto DNS-3anuce.

icnonb3oBaHme oTpuLaTesibHoli (hopMbl KOMaHbl (N0) yaanseT 3anmchb.

CuHTakcuc
[no] domain ip host <NAME> <IP>

MapameTpbl
<NAME> — nms xocTa, 3agaéTcsa CTPOKOoI A0 253 CMMBO/IOB.

<IP> — |P-agpec xocTa, 3aaaétcs B Buge AAA.BBB.CCC.DDD, rge kaxaasi yacTb npuHMMaeT 3HadeHus [0..255].

Heo6xoaumblii ypoBeHb nNpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# domain ip host eltex.loc 172.16.0.3

domain lookup enable
JaHHas komaHga BknovaeTt paspewieHmne DNS-nmeH.

icnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaH bl (NO) BbiK/ItOUYaEeT paspelleHne DNS-meH.

CuHTaKkcuc

[no] domain lookup enable [ vrf <VRF> ]

MapameTpbl

<VRF> - nms ak3emnnspa VRF, 3agaetca cTpokoit fo 31 cMMBONa, B pamMkax KOToporo 6yfeT BK/Ilo4eHO
paspelueHre DNS-umeH.

Heob6xoaumbili ypoBeHb NPUBUETAIA
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# domain lookup enable

domain name
KomaHza no3BO/ISeT Ha3HauMTbh UMA OMEHa AN1A MapLupyTM3aropa.

Mcnonb3oBaHue oTpulaTenbHoli hopmbl kKomaHabl (N0) yaansieT uMs AoMeHa Aas MapLlipyTusaropa.

CuHTakcuc
domain name <NAME>

no domain name

MapameTpbl

<NAME> — nms gomeHa mapLupyTtusaropa, 3agaéTcsa cTpokoii ot 1 go 31 cumBona.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# domain name eltex-co.ru

domain name-server
JaHHaa komaHga onpepenset IP-agpec DNS-cepBepa, ucnosbzyemoro ansg paspeweHns DNS-uveH.

Mcnonb3oBaHue oTpuuaTenbHoW hopMbl KoMaHbl (no) yaansiet agpec DNS-cepeepa.

CuHTakcuc

[no] domain name-server <IP> [vrf <VRF>]

MapameTpbl

<IP> - IP-agpec ncnons3yemoro DNS-cepBepa, 3agaétcsa B Buae AAA.BBB.CCC.DDD, rae kaxaasn 4yacTtb
npuHUMaEeT 3HaueHus [0..255];
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<VRF> - nmsa ak3emnnspa VRF, 3agaetcs cTpokoit Ao 31 cMMBO/1a, B pamMmkax KoToporo 6yeT NpouCcXo4nTb
B3aumopgeicTtene ¢ DNS-cepsepom.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# domain name-server 172.16.0.1
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11 HacTtpoinka mDNS-reflector

+ clear ip mdns-reflector

* ip mdns-reflector

* ip mdns-reflector services
+ show ip mdns-reflector

clear ip mdns-reflector

[aHHasi kKomaHga 06HOBNSET AaHHble B Kalle mMDNS-reflector.

CuHTakcuc

clear 1ip mdns-reflector

MapameTpbl

KomaHga He cofepXuUT napamMeTpos.

3Ha4yeHue no ymonyaHuio

OrtcyTtcTByeT.

HeoGxoaumblii ypoBeHb NpuBUiernii
1

KoMaHAHbIV pexum
ROOT

Mpumep

esr# clear 1ip mdns-reflector

ip mdns-reflector

E-SBC. CnpaBoyHuK komaHp, CLI

[JaHHas komaHga fo6aBnsieT nHTepdelic B koHdurypaumto cepeuca mDNS-reflector. s 3anycka cepsuca

HY>XHO BK/IIOUMTb B KOHCpUrypaLmio MAHUMYM ABa MHTepdieiica.

Vicnonb3oBaHue oTpuuaTenbHoii koMaHAapl (no) yaanseT nHtepdeiic n3 KoHdurypauum ceperca mDNS-

reflector.

CuHTakcuc

ip mdns-reflector
no ip mdns-reflector

MapameTpbl

KomaHga He coaepXuT napameTpos.
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3HauyeHue No ymosi4aHuio

OrtcyTtcTByeT.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG-IF-GI

CONFIG-IF-TE
CONFIG-IF-TWE
CONFIG-IF-FO
CONFIG-IF-HU
CONFIG-IF-SUB
CONFIG-IF-QINQ
CONFIG-IF-PORT-CHANNEL
CONFIG-BRIDGE

Mpumep

esr(config-if-gi)# ip mdns-reflector

ip mdns-reflector services

[aHHaa komaHaa aktusmpyet comnbtpaumtio cepsmcoB mMDNS. Cepsucel, ykasaHHble B object-group <NAME>,
OyayT paspeLleHsbl, BCe oCTaslbHble ByayT 3anpeLleHbl. Ecnm cnucok dounstpaumm nycT, To 6yayT AOCTYMNHbI
BCE CEPBUCHI.

icnonb3oBaHue oTpuuaTenbHoit kKoMaHAabl (No) oTkoUaeT dmbTpauuto cepsrcoB mMDNS.

CuHTakcuc

ip mdns-reflector services <OBJ-GROUP-URL-NAME>
no ip mdns-reflector services

MapameTpbl

<0OBJ-GROUP-URL-NAME> - nmsa npodmna URL-agpecos, 3agaétcs CTpokoi Ao 31 cumsona.

3HaueHue No yMmo4yaHuio

OrtcyTtcTBYET.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10
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KomMaHAHbIV peXxum
CONFIG

Mpumep

esr (config)# object-group url test

esr (config-object-group-url)# url _ssh._tcp.local
esr (config-object-group-url)# exit

esr (config)#

esr (config)# ip mdns-reflector services test

show ip mdns-reflector

[aHHasi KomaHga BbIBOANUT CNNCOK cepBMCOB M3 kala mMDNS-reflector.

CuHTakcuc

show ip mdns-reflector [ interfaces <IF> | service <NAME> ]

MapameTpbl

<IF> — nHTepdeiic nnu rpynnbl UHTepAoeicoB, 3aaaéTcs B BUAE, ONMCAHHOM B pasaene Turbl 1 Nopsiaok
VIMEHOBaHUSI MHTEPEICOB MapLLpYTU3aTOPa;

<NAME> - nms npodunsa URL-agpecos, 3agaétcsa cTpokoii ao 31 cumsona.

3Ha4yeHue no ymon4yaHuio

OrtcyTtcTByeT.

Heob6xoaumbili ypoBeHb NPUBUETAIA
1

KomaHZHbIi pexum
ROOT
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Mpumep

esr# show ip mdns-reflector
Interface IP address Hostname Service Port

0.10 WEP-12ac.local _brcm-sb._tcp 80

0.10 WEP-12ac.local _telnet._tcp 23
br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

0.10 WEP-12ac.local _http._tcp 80
br21 172.21.0.10 WEP-12ac.local _https._tcp 443
gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22
gil/0/2.20 172.20.0.11 Book-tester-7.local _eppc._tcp 3031
gil/0/2.20 172.20.0.11 Book-tester-7.local _rfb._tcp 5900
gil/0/2.20 172.20.0.11 Book-tester-7.local _smb._tcp 445
gil/0/2.20 172.20.0.11 Book-tester-7.local _airplay._tcp 7000
gil/0/2.20 172.20.0.11 Book-tester-7.local _raop._tcp 5000
gil/0/2.20 172.20.0.11 Book-tester-7.local _teamviewer._tcp 2020

[ol ool ol oM olNol

esr# show ip mdns-reflector service ssh

Interface IP address Hostname Service Port

br21 172.21.0.10 WEP-12ac.local _ssh._tcp 22

gil/0/2.20 172.20.0.11 Book-tester-7.local _ssh._tcp 22
gil1/0/2.20 172.20.0.11 Book-tester-7.local _sftp-ssh._tcp 22

E-SBC. CnpaBo4yHuK komaHz CLI
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12 HacTpolika 06LLecMCTEMHbIX NapaMeTpoB

+ O6Lme napameTpbl

*+ HacTpoliika noaKItoUYeHns1 K cepBepy MLEH3MPOBaHUS

alias

hostname

set unit id

show cpu network-load

show cpu history

show cpu processes

show cpu utilization

show licence-manager status
show system

show system id

system fan-speed

system config-confirm timeout
system cpu load-balance overload-threshold
show unit id

system utilization softgre disable
update licence-manager licence

descriprtion
enable

host address
host port

ip vrf forwarding
licence-key
licence-manager
location
system-name

O6wume napamMmeTpbl

alias

E-SBC. CnpaBo4yHuK komaHz CLI

[aHHas KomaHJa AaeT BO3MOXHOCTb HACTPOWTL YKOPOUEHHbIe/CneunuyHbIe KOMaH bl B pas/inyHbIX

KOMaHAHbIX

icnonb3oBaHue oTpuLaTeNbHON DOPMbI KOMaH bl (N0) yaansieT 3anmchb.

pexnmMmax.

& [ns akTMBauuM HacTPOEHHbIX alias HeobxoaUMo nepenoaknoUnNTbLCs K CLI MapLupyTrsaTopa.

CuHTakcuc

alias {<ALIAS_NAME>} {<MODE>} {<COMMAND>}
no alias <ALIAS_NAME>

MapameTpbl

<ALIAS_NAME> - nms HOBO#1 KOMaHApbl.

<MODE> - Ha3BaH\s KOMaHZHOro pexumMa, B KOTOPOM MPUCYTCTBYET HOBas KOMaHaa:

+ aaa-ldap-profile-configure;
+ config;
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+ config-aaa-das-profile;

+ config-aaa-radius-profile;
+ config-access-profile;

+ config-acl;

+ config-acl-rule;

+ config-address-assignment-pool;
+ config-antispam-profile;
« config-antispam-profile-rule;
+ config-archive;

+ config-bgp;

+ config-bgp-af;

+ config-bgp-aggregate;

+ config-bgp-group;

+ config-bgp-group-af;

+ config-bgp-group-af-vrf;
+ config-bgp-listen;

+ config-bgp-local-as;

« config-bgp-neighbor;

+ config-bgp-neighbor-af;
+ config-bgp-neighbor-af-vrf;
« config-bgp-vrf;

+ config-bgp-vrf-af;

+ config-bgp-vrf-aggregate;
« config-bgp-vrf-group;

« config-bgp-vrf-listen;

+ config-bgp-vrf-local-as;

+ config-bgp-vrf-neighbor;
+ config-bridge;

+ config-cellular-modem;

« config-cellular-profile;

+ config-class-map;

+ config-class-policy-map;
+ config-cluster;

+ config-cluster-unit;

+ config-content-provider;
+ config-crypto-sync;

+ config-das-server;

+ config-dhcp-server;

+ config-dhcp-server-failover;
+ config-dhcp-server-vendor-specific;
+ config-dhcp-vendor-id;

+ config-dnat;

+ config-dnat-pool;

+ config-dnat-rule;

+ config-dnat-ruleset;

+ config-failover;

+ config-firewall-failover;

« config-gre;

+ config-http-profile;

+ config-if-e1;

« config-if-gi;

+ config-ifte;

« config-iftwe;

« config-if-fo;

« cpnfig-if-hy;

E-SBC. CnpaBoyHuK komaHp, CLI
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+ config-if-loopback;

« config-if-multilink;

+ config-if-port-channel;

« config-if-qing;

+ config-if-serial;

+ config-if-sub;

+ config-ike-gw;

+ config-ike-keyring;

« config-ike-policy;

+ config-ike-proposal;

+ config-ip4ip4;

« config-ips;

+ config-ips-auto-upgrade;
+ config-ips-category;

+ config-ips-category-rule;

+ config-ips-category-rule-advanced;

+ config-ips-content-filter;
+ config-ips-policy;
+ config-ips-policy-vendor;

+ config-ips-policy-vendor-category;

« config-ips-upgrade-user-server;
+ config-ipsec-policy;

+ config-ipsec-proposal;
« config-ipsec-vpn;

+ config-ipvé-dhcp-server;
« config-ipv6-ospf;

+ config-ipv6-ospf-area;

+ config-ipv6-ospf-vlink;

« config-ipvé-pl;

« config-ipvé-wan-rule;

+ config-ipvé-wan-target;
+ config-ipvé-wan-target-list;
+ config-isis;

+ config-key-chain;

« config-key-chain-key;

+ config-12tp;

« config-12tp-server;

« config-12tpv3;

« config-12vpn;

+ config-l2vpn-autodiscovery-bgp;
+ config-l2vpn-eompls;

« config-12vpn-pw;

+ config-l2vpn-pw-class;
+ config-ldap-server;

+ config-ldp;

+ config-ldp-af;

+ config-ldp-af-if;

+ config-ldp-neighbor;

+ config-licence-manager;
+ config-line-aux;

+ config-line-console;

+ config-line-ssh;

+ config-line-telnet;

« config-lt;

« config-mailserver;

E-SBC. CnpaBoyHuK komaHp, CLI
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+ config-mailserver-domain;

+ config-mpls;

+ config-net-policy;

+ config-netflow-host;

« config-ntp;

+ config-object-group-address-port;
+ config-object-group-application;
+ config-object-group-cf-kaspersky;
+ config-object-group-content-filter;
+ config-object-group-email;

+ config-object-group-mac;

+ config-object-group-network;
+ config-object-group-service;
+ config-object-group-url;

+ config-openvpn;

+ config-openvpn-server;

+ config-openvpn-server-user;
+ config-ospf;

+ config-ospf-area;

+ config-ospf-vlink;

« config-pl;

+ config-policy-map;

+ config-ppp-user;

+ config-pppoe;

« config-pptp;

+ config-pptp-server;

+ config-profile;

+ config-radius-server;

+ config-rip;

« config-ripng;

+ config-route-map;

+ config-route-map-rule;

+ config-security-zone;

+ config-security-zone-pair;

+ config-security-zone-pair-rule;
+ config-sflow-host;

« config-sla-responder;

+ config-sla-test;

+ config-snat;

+ config-snat-pool;

+ config-snat-rule;

+ config-snat-ruleset;

+ config-snmp;

+ config-snmp-host;

+ config-snmp-user;

+ config-subscriber-control;

+ config-subscriber-default-service;
+ config-subtunnel;

+ config-syslog-destination;

« config-syslog-file;

+ config-syslog-host;

« config-tacacs-server;

« config-tftp-server;

« config-track;

+ config-user;

E-SBC. CnpaBoyHuK komaHp, CLI
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config-vlan;

config-vrf;

config-vti;

config-wan-rule;
config-wan-target;
config-wan-target-list;
config-wireguard;
config-wireguard-server;
config-wireguard-server-peer;
config-wireguard-tunnel-peer;
config-wlc-failover;
config-zabbix-agent;
config-zabbix-proxy;

debug;

root;

root-change-expired-password.

E-SBC. CnpaBoyHuK komaHp, CLI

<COMMAND> - cTpoka pa3mepoM 96 cumsosios. KomaHga CLI. BBogutcsi NO/IHOCTLIO, 6€3 cokpalyeHuii. Ans

BBOAa KOMaH/Abl N3 HECKOJIbKMX CJ/10B 06pa|v|nﬂeTc;| ,DIBOVIHbIMM KaBbl4YKaMu.

Heo6xoaumblii ypoBeHb NpuBUiernii

10

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# alias qwe root "show version"

hostname

KoMaHza no3BonsieT Ha3HaunTb CeTeBoe MMS ANs MapLupyTu3artopa.

Mcnonb3oBaHue oTpuLaTesibHoi hopMbl KOMaH bl (NO) yCTaHABIMBAET UMSI MapLLpPyTU3aTopa No yMosiyaHuio.

CuHTaKkcuc

hostname <NAME> [ unit <ID> ]

no hostname [ unit <ID> ]

MapameTpbl

<NAME> — ceTeBoe 1Ms MapLpyTnsaTopa, 3a4aétcsa CTPOoKoin Ao 63 CMMBOSOB;

<ID> - HOMep toHWTa, NPUHUMAET 3HaveHus [1..2].

Heob6xoaumbili ypoBeHb NPUBUETAIi

10
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3HauyeHue No ymosi4aHuio

esr-10/esr-12v/esr-12vf/esr-15/esr-15r/esr-15vf/esr-20/esr-21/esr-30/esr-31/esr-100/esr-200/esr-1000/
esr-1200/esr-1500/esr-1511/esr-1700/esr-3100/esr-3200/esr-3200L/esr-3300/vesr — B 3aBUCUMOCTU OT
MoZenv mapLipyTtusatopa.

KomaHgHbIi pexum
CONFIG

Mpumep:

esr(config)# hostname router-l.eltex-co.ru

set unit id

[aHHo KomaHa0l BbICTaBNSAETCS HOMEP OHUTA YCTPOIicTBa.

CuHTaKkcuc

set unit id <ID>

MapameTpbl

<ID> - HOMep toHWTa, NPUHUMAET 3HaveHus [1..2].

HeobOxoaumbili ypoBeHb NPUBUETAi
10

KomaHZgHbIi pexum
ROOT

Mpumep

esr# set unit id 2
Unit ID will be 2 after reboot

show cpu network-load

[laHHO KOMaH/10¥i OCyLLIECTBNSIETCS MPOCMOTP HArpy3Kku, NPOU3BOAMMON CETEBbLIM TPAUKOM.

CuHTakcuc

show cpu network-load
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MapameTpbl

KomaHga He cofepXuT napaMeTpos.

Heo6xoaumblii ypoBeHb NpuUBUIernii

1

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show cpu network-load

CPU ID CPU load

0 0
1 49413
2 46812
3 49229
4 0

5 53019
6 39699
7 49726
8 39789
9 36876
10 53041
11 49010
12 53082
13 63027
14 52722
15 55165

Heaviest session

80.88.157.57 >
172.129.22.57
80.88.157.75 —->
172.129.22.75
172.129.22.41 >
80.88.157.41
80.88.157.77 —>
172.129.22.77
80.88.157.79 ->
172.129.22.79
172.129.22.45 >
80.88.157.45
172.129.22.61 —>
80.88.157.61
80.88.157.59 ->
172.129.22.59
172.129.22.5 —>
80.88.157.5
172.129.22.47 >
80.88.157.47
172.129.22.13 —>
80.88.157.13
80.88.157.69 ->
172.129.22.69
80.88.157.73 ->
172.129.22.73
80.88.157.71 ->

+ CPU ID — Homep agpa CPU;
+ CPU load - 3arpyska sigpa CPU (pps);

+ Heaviest session — ceccus, koTopas HarpyxaeT aapo CPU 6onbLie BCero;
+ Session weight — yTunusauus ceccum (pps).

Session
weight

9863
9804
9779
9775
9679
9896
9650
9617
10001

9924

E-SBC. CnpaBo4yHuK komaHz CLI
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show cpu history

[aHHOoI KOMaHA0M OCYyLEeCTBAETCS NPOCMOTP UCTOPUKU UCNOb30BaHUA pecypcos CPU.

CuHTakcuc

show cpu history [ average | max ] [cpu {<CPU>}] [timer {<TIMER>}]

MapameTpbl

average | max — yKasbIBaeT, ICTOPMIO KaKOW CTAaTUCTUKM HEOGXOAMMO BbIBOAUTD, YCPEAHEHHYHO UK
MaKCMMasibHy0 3a UHTepBasl. Be3 ykasaHusi 4aHHOrO K/itoua BbIBOAUTCS UCTOPWS YCPEAHEHHOV CTATUCTUKM
(average).

<CPU> — BO3MOXHO yka3aTb Homep KoHKpeTHoro CPU, no koTopomMy 6yAeT BbIBOAUTLCA NCTOPUSA CTATUCTUKN
ncnosnb3oBaHusa pecypcos CPU. bes ykazaHusa Homepa CPU 6ygeT BbiBOgMTLCA UHAOpMaLms no scem CPU,
NCNONb3YIOLWMMUCA CUCTEMOA.

<TIMER> — B kayecTBe napamMeTpoB 41 AaHHOIO K/iloya MOTYT BbICTYNaTh:

*+ hours — oTo6paxaeT ncToputo 3a nocnegHune 72 yaca;

* minutes — oTo6paxaeT ncToputo 3a nocnegHme 60 MUHYT;

+ seconds — oTo6paxaeT nctoputo 3a nocnegHve 60 cekyHz,

* Mpw oTcyTCcTBMM KNtoYa timer BbiBOAATCA 3 Tab/MLbl UICTOPUM CTATUCTUKM Ucnofib3oBaHmsa CPU.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHAHbIi pexum
ROOT
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Mpumep:

esr# show cpu history max cpu 0

CPUO
Last
util
100
90
80
70
60
50
40
30
20
10
0 2

t1
Last
util
100
90
80
70
60
50
40
30
20
10

60 seconds:
ization, %

# #i#t

# #i#t
HH#HHHHHH A
R I
5 50
me, 5 sec.
60 minutes:
ization, %

#
#
#

#

##

##

##

HH# # #

HH# # #

HF HF HF HF HF

#

# # #
# # #

HEHHAHAHHHHAH AR H AR R R R H R R R

0 5 10 15 20 25 30 35 40 45 50 55 60

Last

util

100
90
80
70
60
50
40
30
20
10

72 hours:
ization, %

# # #

# #H##
# #H##
HHEH#H#H
HHEH#H#H
HHEH#H#H
HHEH#H#H

H H HF HF HF H

time, min.

##
##
##
##
##
##
##

HERHAHAHHAHAH AR A HAH SR H AR H AR R
HERHAHAHHAHAH AR A HAH SR H AR H AR R
HERHAHAHHAHAH AR A HAH SR H AR H AR R

0 5 10 15 20 25 30 35 40 45 50 55 60 65 70

show cpu processes

time, hours
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[JlaHHOI KOMaH/10Vi OCYLLIECTB/SIETCS NPOCMOTP MUCMo/b30BaHUA pecypcoB CPU-npoueccamu.
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CuHTakcuc

show cpu processes [ active | name <PROCESS_NAME> ]

MapameTpbl
active — CMMCOK aKTMBHbIX NPOLECCOB;

name — nMmAa KOHKPETHOro npotecca.

Heo6xoauMmbIii ypoBeHb NnpuBuierui
15

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show cpu processes

PID Name CPU 5s CPU 1m CPU 5m Memory Runtime
(d,h:m:s)

1384 Routing 0.00% 0.13% 0.13% 0.32% 00,00:45:46
474 Modem-cfgmgr 0.00% 0.00% 0.00% 0.30% 00,00:00:56
724 ESRFS 0.00% 0.02% 0.00% 0.10% 00,00:00:57
447 File-mgr 0.00% 0.00% 0.00% 0.72% 00,00:02:51
620 Modem—-mgr 0.00% 0.00% 0.00% 0.32% 00,00:00:18
472 IPC-mgr 0.00% 0.00% 0.00% 0.08% 00,00:00:45
468 E1D 0.00% 0.00% 0.00% 0.12% 00,00:00:31
305 SYSLOG 0.00% 0.00% 0.01% 0.23% 00,00:02:07
297 HAVEGEd 0.00% 0.00% 0.01% 0.14% 00,00:03:58
239 Device-mgr 0.00% 0.02% 0.01% 0.11% 00,00:01:13
319 RNGd 0.00% 0.02% 0.02% 0.03% 00,00:07:00
371 Service-mgr 0.00% 0.02% 0.01% 0.14% 00,00:03:45
363 Cp-mgr 0.00% 0.00% 0.00% 0.13% 00,00:01:25
366 Session-mgr 0.00% 0.00% 0.00% 0.14% 00,00:01:05
373 REXd 0.00% 0.00% 0.00% 0.17% 00,00:00:53
367 Lb 0.00% 0.00% 0.00% 0.07% 00,00:00:18
368 Alarm-mgr 0.00% 0.00% 0.00% 0.09% 00,00:00:43
359 Syslog-mgr 0.00% 0.00% 0.00% 0.16% 00,00:01:25
358 Ipc-hub 0.00% 0.13% 0.14% 0.23% 00,00:51:46
372 AAA-mgr 0.00% 0.00% 0.00% 0.23% 00,00:00:42
370 Systemdb 0.00% 0.02% 0.03% 0.15% 00,00:09:11
374 SFP-mgr 0.00% 0.02% 0.00% 0.22% 00,00:01:20
362 If-mgr-ng 0.00% 0.00% 0.00% 0.27% 00,00:01:33
369 Env-mgr 0.00% 0.03% 0.04% 0.23% 00,00:15:00
360 Lic-mgr 0.00% 0.03% 0.04% 0.24% 00,00:14:03
361 If-mgr 0.80% 0.60% 0.65% 0.36% 00,03:54:54
365 Cfgsync-mgr 0.00% 0.07% 0.02% 10.85% 00,00:37:08
364 Oi-mgr 0.20% 0.08% 0.08% 3.09% 00,00:31:08
31093 CLI 0.00% 0.10% 0.02% 0.58% 00,00:00:01

216



E-SBC. CnpaBoyHuK komaHp, CLI

show cpu utilization

[JaHHol KoMaH0M OCyLLEeCTBSETCA NPOCMOTP UCNo/b30BaHusA pecypcos CPU.

CuHTakcuc

show cpu utilization

MapameTpbl

KomaHga He cofepXnUT napamMeTpos.

Heob6xoauMbIii ypoBeHb NpuBUierui
1

KomaHAHbIi pexum
ROOT

Mpumep:

esr# show cpu utilization

CPU Last Last Last
5 sec 1 min 5 min
(0] 1.98% 6.75% 20.02%
1 67.50% 15.62% 6.88%
2 65.43% 15.53% 6.94%
3 69.29% 16.08% 7.08%
4 89.90% 20.79% 9.14%
5 74.95% 17.14% 7.49%
6 87.61% 20.18% 8.85%
7 87.41% 20.17% 8.85%
8 81.84% 19.03% 8.40%
9 84.82% 19.79% 8.73%
10 84.53% 19.78% 8.75%
11 83.02% 19.40% 8.58%
12 83.73% 19.55% 8.63%
13 76.56% 16.99% 7.25%
14 70.47% 16.00% 6.95%
15 68.39% 15.07% 6.40%

show licence-manager status

[aHHoi KomaHa0l OCyLECTBNAETCA MPOCMOTP UHopMaLMK O B3auMoaeicTBmn ¢ cepeepom ELM.

CuHTaKkcuc

show licence-manager status
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show licence-manager status

ELM server type: root

Last request status: success

Last request to licence server: 2024-08-12 08:57:07
Next request to licence server: 2024-08-12 09:57:07

show system

[ aHHO KOMaH/10Vi OCYLLECTBSIETCS MPOCMOTP NapaMeTPOB OKPYXEHWS YCTPOIACTBA.

CuHTakcuc

show system

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT
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Mpumep:

esr# show system
System type:
System name:
Software version:
Hardware version:

System uptime (d,h:m:s):

System MAC address:
System serial number:

Eltex ESR-1000 Service Router

esr-1000

1.24.0 build 1[d9bdbda] (2024-08-01 18:06:41)
1v3

00,00:04:05

A8:F9:4B:AA:03:A0

NPO1000O50

Main power supply installed: Present
Main power supply status: Ok
Reserve power supply installed: Absent
Fan Level: 46%
Fan Table
Fan 1 Fan 2 Fan 3 Fan 4
Status ok ok ok ok
Temperature Table
CPU Sensor 1 Sensor 2 Sensor 3
Temperature, C 63 39 37 49
Memory Table
Total, MB Used, MB Free, MB
RAM 3798.25 1643.50 (44%) 2154.75 (56%)
FLASH 20.00 1.06 (6%) 18.94 (94%)

show system id

[laHHOV KOMaH/10¥i OCyLLIECTB/SIETCS NPOCMOTP CEepUiiHOTO HoMepa YCTpolicTBa.

CuHTakcuc

show system -id

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbI pexum
ROOT

E-SBC. CnpaBoyHuK komaHp, CLI
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Mpumep:

esr# show system -d
Serial number:
NPO1000023

system fan-speed

& [aHHas KoMaHaa noadepXuBaeTcst ToNbKo Ha MaplupyTusatopax ESR-100/200/1000/1200/
1500/1511/1700.

KomaHga onpeaensier pexvm paboTbl CUCTEMbI OX/TaXKAEHNS.

Vicnonb3oBaHue oTpuLaTeNibHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
system fan-speed { auto | max }

no system fan-speed

MapameTpbl
auto — pexxum aBTOMaTUYEeCKOro peryimpoBaHus;

max — pexmMm MakCUMaJ1IbHOIo OxXn1axxXaeHnA.

3HauyeHue No yMo/TYaHUIo
auto — gns ESR-100/200/1500/1511/1700;
max — ans ESR-1000/1200.

Heob6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# system fan-speed auto
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system config-confirm timeout

[JlaHHas komMmaHza onpeaenseT NHTEPBa/ BPEMEHU OXMUAAHUS 15 NOATBEPXAEHNS TEKYLLEW KOH(Urypaumm.
Ecnu koHdurypauus He 6yaeT NoATBEPXAEHA, TO NMOC/E UCTEYEHNSI BDEMEHWN OXMAAHWUS NMPON30AAET OTKaT Ha
npeablAyLLyo NPUMEHEHHY KOH(UTYpaLIO.

icnonb3oBaHme oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) yCTaHAB/IMBAET 3HAUYEHME N0 YMOTYAHUIO.

CuHTakcuc
system config-confirm timeout <TIME>

no system config-confirm timeout

MapameTpbl

<TIME> — nHTepBas BPEMEHUN OXNAaHUs NMOATBEPXKAEHNA Pe3epBUPOBaHNA KOHAUTypaLm, NPUHUMAaET
3HauyeHue B cekyHaax [120..86400].

3HauyeHue No ymosi4aHuio
600

HeoGxoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# system config-confirm timeout 1200

system cpu load-balance overload-threshold

[JaHHasi KomaHa onpeaensieT NoporoBoe 3HadeHve Harpysku sapa CPU (CPU load), npy koTopoM 3anyckaeTcst
MexaHn3M nepebasiaHCUPOBKU ceccuii mexay sapamu CPU.

Vicnonb3oBaHue oTpuLaTeNibHO (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOTYAHUIO.

CuHTakcuc
system cpu load-balance overload-threshold <CPU-LOAD>

no system cpu load-balance overload-threshold

MapameTpbl

<CPU_LOAD> - 3HaueHve nopora cpabaTtbiBaHusl nepebanaHcmposkm [1000-200000].
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3HauyeHue No ymosi4aHuio
30000 - gnsa ESR-1x,

60000 — ansa octanbHbIX Mogenei ESR.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KoMaHAHbIV pexum
CONFIG

Mpumep:

esr(config)# system cpu load-balance overload-threshold 15000

show unit id

[JaHHO KOMaH/10¥i NpocMaTpUBaETCsl HOMEepP TEKYLLIETO HOHKTA YCTPOICTBA, a Takke HOMEep HHWUTA YCTPOICTBa,
KOTOpbIV GyAEeT NPUMEHEH MoC/e Nnepesarpysku.

CuHTakcuc

show unit 1id

HeobOxoaumbili ypoBeHb NPUBUETAi
10

KomaHZgHbIi pexum
ROOT

Mpumep

esr# show unit -id
Unit ID is 1
Unit ID will be 1 after reboot

system utilization softgre disable
[laHHas KomMmaHAa Ucnonb3yeTcs A1 OTKNUYEHUs noacyeTa 3arpyxeHHocTy SoftGRE-TyHHeneiA.

icnonb3oBaHue oTpuLAaTeNbHON (DOPMbl KOMaH bl (N0) yCTaHAB/IMBAET 3HAYEHME N0 YMOMYAHUIO.

CuHTakcuc

[no] system utilization softgre disable
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MapameTpbl

KomaHga He coaepXuT napameTpoB.

3HayeHue No ymosiMaHuio

lMoacyeT BK/IOYEH.

Heo6xoauMbIii ypoBeHb NpuBuierui
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# system utilization softgre disable

update licence-manager licence

E-SBC. CnpaBoyHuK komaHp, CLI

[laHHas kKoMmaHAa No3BOSIET NPUHYAMTENBHO OTNPaBUTL 3anpoc Ha cepeep ELM ans nonyyeHus aktyanbHol

NHChOpMALIMK O NINLIEH3MK, HE A0XMAAsICb TaliMepoB.

CuHTakcuc

update licence-manager licence

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heob6xoauMbIii ypoBeHb NpuBUIerui
5

KomaHgHbIii pexum
ROOT

Mpumep:

esr# update licence-manager licence
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HacTpoliika nogknoueHus K cepBepy SIMLEeH3UPoBaHUsA

descriprtion

,ﬂ,aHHOVI KOMaHﬂ,OVI BbIMOJTHAETCA NSMEHEHNE ONNCaHUA.

Vicnonb3oBaHue oTpuLaTeNbHO DOPMbI KOMaH bl (N0) yaanseT onucaHue.

CuHTakcuc

[no] description <DESCRIPTION>

MapameTpbl

<DESCRIPTION> — onucaHwue, 3aaéTcsa CTPOKOM 40 255 CMMBOJIOB.

Heo6xoaumblii ypoBeHb NpuBUIerni
10

KoMaHAHbIV pexum
CONFIG-LICENCE-MANAGER

Mpumep:

esr(config-licence-manager)# description protected-server

enable
[aHHol KOMaH/01 BKNHOYAETCA MeHeIpKep NMLEH3UPOBAHM